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1 BBepeHue

Bbl MOXeTe aKTMBMPOBaTb fINLEH3M0 N1Mbo ¢ nomoubio HASP-kntoyva, nmbo ¢ nomolybto Guardant-
K/toYa.

BbibepurTe Heobx04MMbIV CMOCO6 1 NeperianTe NO COOTBETCTBYIOLLEN CChITKE HUXKE:

o AKTMBAUMS NULEH3UK C MOMOLLbo HASP-Kto4a
o AKTMBaLMS NULEH3UM C NoMoLlbto Guardant-kntoda

VisionLabs B.V. 3/16



2 AKTMBaLuA nuyeH3uu c nomouwbio HASP-Ko4a

MpumeyaHue. [JaHHbIN pa3gen ONMCbIBAeT aKTMBALMIO NNLEH3UN TONbKO € noMolybio HASP-kntova.
MeperignTe K pasgeny “AKTvBaLMs NULLEH3UN C NoMolyblo Guardant-kntoya” gnsi 03HaKOMIEHUS C
COOTBETCTBYIOLLEN MHCTPYKLMEN.

HASP-kntou ncnonbsyet 6ubnnoteky “haspvlib_x86_64_30147.s0”, HaxoasLLytocs B gupekTopumn /var/
hasplm/.

MocnepoBaTeNIbHOCTb AEACTBUIN AJ1S1 HACTPONKM NULEH3UN:

1. YcTaHoBuTe Ha cepBep yTuanty HASP. O6bluyHo yTunmnta HASP ycTaHaBnuBaeTcs Ha OTAeNbHbIN
cepBep;

3anycTtute ytunuty HASP;

Co3paiTe 0TNEYaTOK CUCTEMbI /151 BALLEro cepBepa 1 oTnpasbTe ero B VisionLabs;

AKTUBMPYNTE CBON KO, NOAYY€eHHbIN oT VisionLabs;

ok wnN

YKaxknte agpec Ballero cepepa. 3T0 MOXHO CAenaTb C MOMOLLbHO CleayoLWwnx cnocobos:
+ PykoBopcTBO no yctaHoBke: B daine “platform_setting.json” nepeg Hayanom ycTaHOBKM
FaceStream unu B HacTpolikax Configurator nepep 3anyckom KoHTelHepa Licenses
+ PykoBopacTBO No o6HOB/IeHUIO: B HacTpolikax Configurator nepep, 3anyckom KoHTeHepa
Licenses

Bknagka Sentinel Keys nonb3oBatenbckoro mHTepdenca (<server_host_address>:1947)
oTobpa)kaeT aKTUBMPOBAHHbIE KITHOYUMN.

2.1 YcraHoBKa ytunutol HASP

LP ncnonb3syet ytunuty HASP onpegenéHHon Bepcum.

Ecnn Ha cepBepe ycTaHoBneHa 6onee crtapasi Bepcusi YyTUAUTbI, €€ chnegyeT yaanuTb nepeq
YCTaHOBKOW HOBOW Bepcuun. CM. pa3gen “YganeHue ctapor ytunutel HASP”,

OTkpoiiTe gupekToputo HASP.

cd /var/lib/fs/fs-current/extras/hasp/

YctaHoBuTe yTunnty HASP Ha cepBsep.

yum -y install /var/lib/fs/fs-current/extras/hasp/aksusbd-*.rpm

3anyctute yTunnty HASP.

systemctl daemon-reload
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systemctl start aksusbd

systemctl enable aksusbd

systemctl status aksusbd

2.2 KoHdwurypauus ytunutbl HASP

OcylecTBUTb KOHbUIypaumio yTunuTtbl HASP MoXxHO ¢ nomoubto hanna /etc/hasplm/hasplm.ini.

He BbinonHsnTe 310 Aericteue, ecnu INI daiin gna ytmnutel HASP yxxe ckoHdurypupoBsaH.

YpanuTe cTapbiii haiil HaCTPOEK, ecmn Heobxoanmo.

rm -rf /etc/hasplm/hasplm.ini

CkonupywnTe INI hainn c koHdurypaumsamu. MNapameTpbl He ONMCaHbI B 4AHHOM JOKYMEHTE.

cp /var/lib/fs/fs-current/extras/hasp/hasplm.ini /etc/hasplm/

2.3 flo6aBneHue 6MbNNOTEKU BeHOpPa

CkonupyinTe 6ubnnoTeKy BeHAopa (x32 1 x64). OHa TpebyeTcs 418 UCNONb30BAHUS TMLEH3MOHHOMO
Kno4a LP.

cp /var/lib/fs/fs-current/extras/hasp/haspvlib_30147.so /var/hasplm/

cp /var/lib/fs/fs-current/extras/hasp/haspvlib_x86_64_30147.so /var/hasplm/

MepesanycTtuTe yTMANTY

systemctl restart aksusbd

2.4 Co3paHue oTnevyaTKa CUCTeMbl

OTkponTe gupekToputo HASP.
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cd /var/lib/fs/fs-current/extras/hasp/licenseassist

3anycTuTe CKpUnT.

./LicenseAssist fingerprint > fingerprint_30147.c2v

OTneyvyaToK cUCTeMbl coxpaHsieTcs B ain “fingerprint_30147.c2v”.

OtnpaebTe ¢ain B VisionLabs. Baw NULEH3UOHHBIN K4 6ygeT co3gaH C UCNOJIb3OBaHUEM
OAHHOrOo oTneyvyaTkKa.

Mpy HEOBXOAMMOCTU MOXHO COXPAaHUTb OTMEYATOK CUCTEMbI U3 MOIb30BATENLCKOIO MHTepdelica
no agpecy <host_address>:1947, HaxaBs KHonky “Fingerprint” Ha Bknagke “Sentinel Keys”.

2.5 [lo6aBneHue daiina c nMLeH3nen BPyYHYIO C MOMOLLbIO NOJIb30BaTE/IbCKOro
uHTepdenca

« Mepeligute: <host_address>:1947 (ecnin [oCTyn 3amnpelieH, MNpPOBEPbTe HACTPOMKMU
Firewall/SELinux (gaHHas npouegypa He on1caHa B 3TOM IOKyMeHTe));

+ BbibepuTte Update/Attach B neBoii naHenu;

HaxxmunTte “Select File...” v BbibepuTe dhain(bl) AMLEH3MN B MOSIBUBLLEMCS OKHE;

Haxxmunte “Apply File”,

VisionLabs B.V. 6/16



Sentinel Admin Control Center

O6HOBNEHWe/NPUKPENNEHNE NMULLEH3UN Uus xocra m

Kntoun Sentinel

BuiGpars | || BuiGpatt dhaiin... | @
thain: ®opmar thaina: V2C, VZCP, HZR, R2H, H2H unu 1D
MNpoaykTel

KomMnoHeHTbI \ 2

CeaHchl 3

O6HoBneHne/

MpUKpenneH1e \

MypHan goctyna 1

Konthurypauwms
JnarHoctuka

Figure 1: [JobaBneHue dainna c nuueH3unemn

2.6 YpaneHue ctapou ytunutbl HASP

MpumeyaHue. Yoanante ytunuty HASP, Tonbko ecnm HeobxoanMo yCTaHOBUTbL 6oee HOBYHO BEPCUIO.
B npoTMBHOM cnyyvae NnponycTuTe 3TOT War.

OCTaHOBUTE U OTKIOYNUTE YTUNUTY.

systemctl stop aksushd
systemctl disable aksusbd
systemctl daemon-reload

yum -y remove aksusbd haspd
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3 AKTUBaUUSA NULEH3UM C NoMoLbI0 Guardant-kaoua

MpumeyaHue.  [JaHHbIA pa3gen OMUCbIBAaeT JIMLEH3MM TONbKO € nomolbio Guardant-kntouva.
MeperignuTe K pa3geny “AKTvBaLMa NULEH3UM C nomoulbto HASP-katoya” g 03HaKOMJIeHUs C
COOTBETCTBYIOLLEN MHCTPYKLMEN.

Ans akTuBaumm ¢ nomolybto Guardant-kitYa 4OCTYNHO ABa BapMaHTa — C 4OCTYMNOM K ceTu MiHTepHeT
Ha cepBepe, rae NIaHNPYeTcs aKTUBMPOBaTb NNLEH3UIO, N 6e3 gocTyna K ceTu MHTepHeT. BTopoi
cnocob npepanonaraeT UCNoJib30BaHME BCMOMOraTe/IbHOro CepBepa C AOCTYMNOM K CETU MIHTepHeT.

BbibepurTe Heobx04MMbIV CMOCO6 1 NeperignTe NO COOTBETCTBYIOLLEN CChITKE HUXKE:

o AKTMBaLMA MTNLEH3UN C JOCTYNOM K CeTu IHTepHeT
» AKTMBaLMS N1LEH3UKM 6e3 gocTyna K ceTu IHTepHeT
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3.1 EcTtb goctyn K ceTu IHTepHeT

CnepyeT BbINOMHATL AaHHble OENCTBUS, NPU YCAOBUN HANNYMUs MOAKIOYEHUS K CeTU MHTEpHET Ha
cepBepe, rae TpebyeTcs akTUBaLMS NNLEH3UN.

3.1.1 MNMocnepoBaTe/IbHOCTb A,ENCTBUI C JOCTYNOM K ceTU IHTepHeT

MocnenoBaTeNbHOCTb AeNCTBUIA NS HACTPOMKN NNLEH3UN:

3anpocuTe NMLEH3NOHHbIN Ktod y npeactaBuTens VisionLabs.

YctaHoBuTe 1 3anycTuTe Guardant Control Center.

AKTUBUpPYINTE NULEH3NIO.

MepenanTe B N0oNb30BaTENbCKUIA HTEpPdec Guardant n coxpaHnTe MaeHTUDUKATOP NNLEH3UN.

ok

YKaxunte agpec Ballero cepepa v UAEHTUPUKATOP NULEH3UU. ITO MOXKHO CieNaTb C MOMOLLbIO
cnegyrowmx cnocoboB.:
« PykoBopacTBO no yctaHoBKe: B dpaiine “platform_setting.json” nepep Hayanom ycTaHOBKM
FaceStream unu B HacTpolikax Configurator nepep 3anyckom KoHTelHepa Licenses
+ PykoBopcTBO No o6HOBMEHUI: B HacTpolikax Configurator nepep, 3anyckom KOHTeHepa
Licenses
COOTBETCTBYHOLME JOKYMEHTbI COAEPXKAT HANOMWHAHNS O BbILLEONMNCAHHbIX BENCTBUSX.

Bknagka  “Kntoum”  nonb3oBaTenbckoro  uHTepdeinca (<server_host_address>:3189)
oTobpa)kaeT aKTUBMPOBAHHbIE KITHOYUMN.

3.1.2 3anyck Guardant Control Center

ﬂ'ﬂﬂ aKTnBauunn nnNueH3nnm Tpe6yeTc9| SaﬂyCTMTb CepBI/IC ynpaBneva KNK4YaMn 3alnThbl Guardant
Control Center.

Mepenante B AUPEKTOPUIO C yCTaHOBOYHbIMU balinamm ans Guardant-kntova:

cd /var/lib/fs/fs-current/extras/grd/linux

PacnakyiiTe apxuB c dhaitnamm cepsuca Guardant Control Center:

tar -xvf grdcontrol-3.21.tar.gz

3anyctuTe cepuc Guardant Control Center:

./grdcontrol-3.21/1install.sh
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3.1.3 AKTuBaLUA UL EH3UN

Ha3HaubTe HeobxoauMble NpaBa 415 yTUAUTbI:

chmod +x license_wizard

YcTaHOBMTE MaKeT, NpefAHa3HavYeHHbI s 3anycka MHTepdeNCHbIX NPUIoXeHU 6e3 dhunsnyeckoro
BbIBOZA Ha 3KPaH:

yum -y install xorg-xll-server-Xvfb

BbinoMHNTE KOMaHZAy aKTMBaUUWU NULEH3UN, 3aMeHuB “your_license_key”, Ha K/OY, NOMYYEHHbIN Y
npepcTtaButens VisionLabs.

xvfb-run ./license_wizard --console --activate "your_license_key" --host "
https://ga.visionlabs.ai:9999/"

B norax go/mkeH oTob6pasnTbCs CTaTyC aKTUBALUMN TULEH3UN.

3.1.4 CoxpaHeHue upeHTuduKaTopa IULEH3UN

MepelignTe B NoNb30BaTeNbCKUN MHTepdenc Guardant http://<your_host_address>:3189/. Ha
BKNagaKe “Kntoun” posxeH NosiBUTLCS HOBbIV KtoY. COXpaHMTE 3TOT MAEHTUDMKATOP, OH NOTpebyeTcs
019 3aN0/IHEHMSA HaCTPOMKM Licenses.

Knroumn

v (#) Guardant DL|ESF210D1 |——

Figure 2: VipeHTudnkaTop nuueH3nm
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3.2 Het poctyna K ceTu HTepHeT

CnepyeT BbINOMHSATb faHHble AeNCTBUS, NMPU YCAOBUM OTCYTCTBUS NOAKOYEHMSA K ceTu WHTepHeT
Ha cepBepe, rae TpebyeTcs akTUBaLMUS NuUeH3UU. B TakoMm ciyyvae npegnonaraercs MCNOMb30BaTb
BCMOMOraTeNlbHbIl CEpBep C AOCTYMNOM K CeTU IHTepHeT.

3.2.1 NocnepoBaTeNnbHOCTb geUCTBUM 6e3 pocTyna K ceTu UHTepHeT

MocnegoBaTeNbHOCTb AENCTBUIA NS HACTPONKN NNLEH3UN:

1. 3anpocuTe NNLEH3NOHHBIN KoY Yy NnpeacTaBuTens VisionLabs.
2. YctaHoBuTe 1 3anyctuTe Guardant Control Center (ocHoBHOI cepBep).

w

CreHepupyiTe chainn-3anpoca (0CHOBHOM cepBep).

YctaHoBuTe 1 3anycTuTe Guardant Control Center (BcnomoraTtenibHbI cepBep).
CreHepupyiiTe anin-nnueH3nm (BcnomoraTenbHblin cepsep).
AKTUBUPYNTE NNLEH3UIO (OCHOBHOM CcepBep).

N o 0k

MepengnTe B nonb3oBaTeNbCKU MHTepdelic Guardant 1 coxpaHuTe ngeHTUdMKaTOp NULEH3UN
(BcnomoraTenbHbIN cepBep).
8. YKaxuTe afipec Ballero cepBepa u ngeHTUdUKaTop AMLeH3UU. ITO MOXKHO CAeNaTb C MOMOLLbIO
cnepyowmx cnocobos:
+ PykoBopcTBO no ycraHoBKe: B daiine “platform_setting.json” nepep Havyanom yctaHoOBKM
FaceStream unu B HacTpoikax Configurator nepep 3anyckom KoHTelHepa Licenses
+ PykoBopcTBO No o6HOBAEHMIO: B HacTpolikax Configurator nepep 3anyckom KoHTenHepa
Licenses

COOTBeTCTBy}OLLI,l/Ie OOKYMEHTbI coaepXaT HanoOMNMHaHUA O BbllLeONMCaHHbIX ,Cl,e[/JICTBVIFlX.

Bknagka  “Kntoum”  nonb3oBaTenbckoro  uHTepdeinca (<server_host_address>:3189)
oTObpaXkaeT aKTUBMPOBAHHbIE KITHOYMW.

3.2.2 3anyck Guardant Control Center (ocHOBHOW cepBep)

Ana akTuBaumMm NUuUeH3umn TpebyeTcs 3anyCTUTb CEPBUC YNpaBfieHUs KoYaMu 3awmTbl Guardant
Control Center.

MepengnTe B AUPEKTOPUIO C YCTaHOBOYHbIMM haiinamu gns Guardant-kntova:

cd /var/lib/fs/fs-current/extras/grd/linux

PacnakyiiTe apxuB c dhaitnamm cepsuca Guardant Control Center:

tar -xvf grdcontrol-3.21.tar.gz
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3anyctuTte cepsuc Guardant Control Center:

./grdcontrol-3.21/1install.sh

3.2.3 TeHepauus daiina-3anpoca (0CHOBHOM cepBep)

HasHau4bTe HeO6XO,CI,VIMbIe npasa gnsa yTunanTbl:

chmod +x license_wizard

YCTaHOBUTE NaKeT, NpegHa3HauyeHHbl A1 3anycka MHTEPdENCHbIX NPUNOXeHNA 6e3 pusnyeckoro

BbIBOfA Ha 3KpaH.

Onsa CentOST:

yum install xorg-xll-server-Xvfb-1.20.4-10.el7.x86_64.rpm

Ons CentOS 8:

dnf dinstall xorg-xll-server-Xvfb-1.20.11-2.e18.x86_64.rpm
[MpoeepuTh Bepcuto CentOS MOXHO € NOMOLLLIO KOMaHabl cat /etc/centos-release.

Ecnn ncnonbsyetcs apyras onepaunmoHHas cuctema, To HeEO6XOAMMO CaMOCTOATENbHO CKavaTb
naket “xorg-x11-server-Xvfb” co BcnomoratenbHOro cepBepa M MepPeHecTn ero Ha OCHOBHOM

cepsep.

BbinonHUTe KOMaHAy AN co3gaHma daina-3anpoca, ykasas nyTb, KyAa HEOH6X0AMMO COXPaHUTL (alin-
3anpoca “vlabs.request”:

xvfb-run ./license_wizard --console --activate-request bin/vlabs.request

3.2.4 leHepauus daina-nuueH3nmn (BcnomoraTesibHbIN cepeep)

MepeHecuTe creHeprpoBaHHbI daini-3anpoca “vlabs.request” Ha BcnomoraTenbHbI cepsep.

Ansa reHepauuu dalina-nMueHsnmn HeobxogmMmo 3anycTuTb yTuanTy “license_wizard”. YTunuta moxet
6bITb 3anyuleHa Ha Linux nan Windows. HwuxeonmncaHHble AeACTBUSI MOXHO BbIMOMIHUTL Ha 060MX
onepauMoHHbIX cucTemMax. B 3aBMCMMOCTM OT OMepauMOHHON CUCTEMBbI, NepergnTe B AUPEKTOPUIO
linux nnu windows no cnepyowemMy Nyt Komnnekta noctasku: facestream_docker_v.5.2.0/

extras/grd/.
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B 3aBrcumocTn ot OC, nepenanTe No CCbIIKe HUXE:

» [eHepauwus danna-nuueH3nm Ha Linux
» TeHepauus danna-nuueH3nm Ha Windows

3.2.4.1 Linux
[ns BcnomoraTenbHOMo cepBepa Takxe TpebyeTtcs 3anyweHHbin Guardant Control Center.

PacnakyiiTe apxuB c dhaitnamm cepsuca Guardant Control Center:

tar -xvf grdcontrol-3.21.tar.gz

3anyctute cepsuc Guardant Control Center:

./grdcontrol-3.21/1install.sh

Ha3HauybTe HeobxoanMble NpaBa ans yTunantel “license_wizard”:

chmod +x license_wizard

YCTaHOBUTE NaKeT, NpefgHa3HayeHHbI AN 3anycka MHTEPMENCHbIX NPUNOXKeHNA 6e3 pusnyeckoro
BbIBOJA Ha 3KpaH:

yum -y install xorg-xll-server-Xvfb

BbINONHUTE KOMaHAY aKTUBaLNU NNLEH3UN:

xvfb-run ./license_wizard --console --activate-response your_license_key bin
/vlabs.request bin/vlabs.license --host "https://ga.visionlabs.ai:9999/"
3pech:

« your_license_key — kntoy, nonyyeHHbIn y npeactaButens VisionLabs;
« bin/vlabs.request — nyTb, rge pacnonoxeH dann-3anpoca “vlabs.request”;
+ bin/vlabs.license — nyTb, kyfa Heob6xoaMMo coxpaHuTb ann-nuueH3um “vlabs.license”.

MepengnTte K pasgeny “AKTnBaLMA N1LEH3UN (OCHOBHON cepBep)”.
3.2.4.2 Windows

BbinosHUTe yCTaHOBKY, 3anycTuB dain “grdcontrol-3.21.msi”.

3anyctuTe davin “license_wizard.exe”.
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BbinonHUTe crepytolime 4encTBMS B MOSIBUBLIEMCS OKHE:
* HaXXMUTE KHOMKY “AKTMBAUMA NMLEH3MN” B MPAaBOM BEPXHEM YIy

« HaXXMUTE KHOMKY “HacTpoWKun” B N€BOM HWXHEM Yrny U BBeAUTe CNeayrolmnin agpec cepeepa
VisionlLabs: http://ga.visionlabs.ai:9999/

« HaXXMUTe KHoMkKy “Hazag”

« HaXXMUTe KHoMKy “Ha gpyrom”

* HaXXMuTe KHOoMKy “lMpoaomxnTs”

o HaXXMUTE KHOMKY “BblbpaTb dhain”

« BblbepuTe hain 1 yKaXXnTe MLEH3NOHHDIV KNKOY, MONYYEHHbIN y NpeacTaButens VisionLabs.
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MacTtep nMUeH3WA Guardant 3.0.10.0

€ Hazap

AKTUBaLMA NULIEH3UK

ANA dEKTHBAUMH CEPHAHOM HOMEPG noHagobuTeA KOMABKTER ¢ AocTYNOM B MHTepHeT

o Ha kakomM KoMnbloTepe Bbl XOTUTE MCNONb30BaTh NULEH3HIO?

Ha atom

Ha ppyrom

e MonyunTe daiin 3anpoca Ha TOM KOMMNLKTEPE, HA KOTOPOM XOTHTE MCMNONB30BAaThL NPOrPaMMHBIR

npoayKT

1. BanycTuTe Ha Hem NprnoxkeHue Mactep nuuexsnil Guardant.

2. HammuTe KHOMKY «AKTHBALMWA NHUeH3WK» [ «Micnonb3aoBaTb Ha 3TOM KOMNbloTepex [

«OddnaiH aKTMBaUMA:.

B peayneTate Bel Nony4uTe hain 3anpoca, KOTOPbIA HYXHO UCNONL30BATL HA 3TOM MK NKOBOM

APYromM KOMMABHITEPE € AOCTYNOM B MHTEpHET.

e AKTHBALWA NHUEH3WK ANA APYroro KOMNbIOTEpPa

[2% generate_a_new.request

BeiGpate gpyroi

321ffd-xdf234-bgdjks-6gsfbv-5)f3sg

ARTHBHPOBATE HOBYHO NMLUEHIUID

ﬂ- HacTpodku

)

« HaXMUTe “AKTMBMPOBATb HOBYK JINLEH3UKD”.

VisionLabs B.V.

Switch to English

Figure 3: OKHO aKTUBALUW NTULLEH3UN

MMosiBUTCA KHOMKa COXPaHeHUs JNLEH3UWN.
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CoxpaHuTe creHepmnpoBaHHbI darn-nnueHsmm “vlabs.license”.

Mepengnte K pasgeny “AKTnBaLMa N1LEH3UN (OCHOBHON cepBep)”.

3.2.5 AKTuBauusa nuueH3umn (0CHOBHOI cepBep)

MepeHecnTe creHepupoBaHHbIn daiin “vlabs.license” Ha ocHoBHOI cepBep.

BbiNONHUTE KOMaHAy aKTMBAUMM NMLEH3UM, YKasaB NyTb, rAe pacnonoxeH ¢ain-nmueHsnm
“vlabs.license”.

xvfb-run ./license_wizard --console --activate-offline bin/vlabs.license

3.2.6 CoxpaHeHue ugeHTUUKaTopa N1LeH3un (BcnomoraTesibHblii cepBep)

Mepenante B Nonb3oBaTeNbCKNn NHTepdenc Guardant http://<your_host_address>:3189/. Ha

BKNagke “Knoun” gomkeH NosBUTLCS HOBbIN KNtoY. CoOXpaHWUTeE 3TOT MaeHTUbMKATOp, OH NoTpebyeTcs
A5 3aM0IHEHUSI HACTPONKH Licenses.

Knrouun

Koy

v (#) Guardant DL|ESF210D1 |——

Figure 4: /igeHTrdrKaTOp NULEH3MN
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