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OnpepeneHue

MporpamMMHbI CNocob, MO3BONSOWMIA MOATBEPAUTL BUTANIbHOCTD
(>KMBYYECTb, XXM3HEHHOCTb) YE/IOBEKA MO OAHOMY UM HECKOJIbKUM
N306paXeHUsIM C Lenbto NpeaoTBpaLeHns cnyduHr-atax

BuomeTpryecknii TepMmMHaN KOHTPOAS U yNpaBneHns AOCTYNOM
VisionLabs LUNA ACE. MpegHa3HayeH gnsa opraHn3aumm KOHTPons
[OCTYNa 1 yyeTa paboyero BpeMeHM MO BMOMETPUYECKUM JaHHbIM.
JeTanbHyto nHbopMaLMIo CM. B LOKYMEHTaL MM U3 KOMNJIEKTa
MOCTaBKM YCTPOWCTBA

ABTOMATM3MpPOBaHHas cMCTeMa pacrno3HaBaHWs ML, KOMNAHUK
VisionLabs, npegHasHayeHHas gns cbopa, aHanm3a, XpaHeHUs 1
COMOCTaBMEHNSI BUOMETPUYECKUX JaHHBIX, MOJTyYaeMbIX U3
nsobpaxeHnin nuy. bonee getanbHyo NHMDOPMaLMIO CM. B
AOKYMEHTaLMN U3 KOMMNJIEKTA MOCTaBKM CUCTEMDbI

CucTema, NnpegHa3HaveHHas ans 4eTeKTUPOBaHUSA, TPEKMHTa,
onpegeneHuns aTpubyToB TPAHCMOPTHbIX CPEACTB M Pacno3HaBaHuUs
aBTOMObOU/IbHBIX HOMepOB. bosiee geTanbHyO MHDOPMaLUIO CM. B
OOKYMEHTaLUNn N3 KOMNJIEKTa NOCTaBKU CUCTEMDI

COBOKyI'IHOCTb OaHHbIX, XPaHNMbIX B COOTBETCTBUN CO cxemoim OAaHHbIX,
MaHUNynnpoBaHMe KOTOPbIMU BbIMOHAKT B COOTBETCTBUN C
npasunamun CpeacTsB MogenmnpoBaHnNAa AaHHbIX

Mpoueaypa onpegeneHns cybbekTa GUOMETPUYECKNX AAaHHbIX NMyTEM
CpaBHEHUs1 BUOMETPUYECKNX MPU3HAKOB, MOMYYEHHbIX OT CybbeKTa
H61OMETPUYECKNX AAaHHBIX, CO BCEMM 3TANIOHHbIMU 6MOMETPUYECKUMU
MPU3HaKaMmn (KOHTPONbHBIMM LWWABNOHAMM), XPAHALLMMUCS B
6uomeTpunyeckor b6ase faHHbIX

MporpamMma uam MHOXeCTBO NMPOrpamMMm, UCMO/b3yeMbIX A/1s
yrpaB/ieHUsi KOMMbOTEPOM

Ocobble gaHHble, fobaB/ieHHbIe K 6/10KY laHHbIX, NN
KpunTorpaduyeckoe npeobpasoBaHmne 610Ka AaHHbIX, NO3BOASOLLEE
nony4yatento 6/10Ka faHHbIX rapaHTMPOBaTh NOANMHHOCTb aBTOPA U
LLeIOCTHOCTb 6JI0Ka laHHbIX M 3aWUTUTb AaHHble OT hanbcubrkaumm
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TepMmuH

Cucrema KoHTpons
yrnpaBneHUs JOCTYMNOM
(CKya)

Cucrtema pacnosHaBaHus
nmy

CobbiTne

BrnomeTpuyeckas
cuctema (BC)

EpvHasi GuomeTpuryeckas
cuctema (EBC)

BromeTpunyeckne
nepcoHanbHble faHHble

(6nA)

Bektop EBC

KoMmmepyeckas
buomeTpuyeckas
cuctema (KBC)

Simple Object Access
Protocol (SOAP)

000 «BmxH/1abc»

OnpepeneHue

COBOKYMHOCTb MPOrpaMMHO-anmnapaTHbIX TEXHUYECKUX CPefCTB,
HanpaBieHHbIX Ha KOHTPO/Ib BXOAA U BbIXOJa B NMOMeLLeHNe C LieNbio
obecneyeHns 6€30MacHOCTU 1 PeryMpoBaHuUs NoceLeHus
onpegeneHHoro obbekTa. Hanprmep, TYPHUKETbI Ha BXOJE B
6aHKM/oUCHbIE 30aHKs

B KoHTeKcTe gokyMmeHTa — npoaykThl VisionLabs. Hanpumep,
VisionLabs LUNA PLATFORM 5 (LP5)

HensmeHsieMbl1 06EKT, KOTOPbI COAEPXMUT MHGOPMaLUto 06 0gHOM
nuue. CobbiTne reHepupyeTcs C MOMOLLbIO BHELWHEW CUCTEMbI

CucTema, npegHa3HaveHHas gist BOMETPMYECKOro pacno3HaBaHus
WHAMBUAOB, OCHOBAHHOIO Ha NX MOBEAEHYECKMX 1 BMOTOrNYECKMX
XapaKTepucTmnKax

locypapcTBeHHas MHoOpMaLMOHHasa cucteMa, obecneynBatoLLas
cbop 6oMEeTPUYECKMX NEPCOHANbHbIX AAaHHbIX, UX XpaHEHWE 1
MCMONb30BaHMeE A5 ayTeHTUDMKaLMK U ngeHTUbMKaLMm NepcoH

CBefleHUs1, KOTOPbIE XapaKTepU3yT PU3MONOrUYECKUE 1
6ronornyeckre ocoObeHHOCTM Yen0BeKa, Ha OCHOBAHUN KOTOPbIX
MOXHO YCTaHOBUTb €ro IMYHOCTb, U KOTOPbIe NCMONb3YHOTCS
onepaTopoM AJ1s1 YCTaHOB/IEHNS TIMYHOCTU CyObeKTa MepCOoHasbHbIX
LAHHbIX, MOTYT 06pabaTbiBaTbCs TOMBKO NMPU HAIMYNUK COTNacusi B
NMUCbMeHHON popMe cybbeKTa NepcoHasbHbIX aHHbIX (152-$3 «O
NepCcoHasbHbIX AaHHbIX»)

BekTop, koTOpbIV copepxunTtcst B EBC n/nnm 6bin MMNopTUpPOBaH 13
EBC 1 xpaHuTcs B 6a3e faHHbIX 6BUOMETPUYECKON CUCTEMDI
npaBoobnagatens, npy yCnoBUN HaNMuYUs cornacus Gusnyeckoro
nnua Ha obpaboTky BN/

OpraHusauusi, akkpegmToBaHHas MuHUndpbl gns pabotbl ¢
6uomeTpuen cornacHo ®3-572, MM P Ne 810, B pe3ynbTaTe 3TOr0
MMeloLLAas NPaBo XpaHUTb Y cebs BekTopbl EBEC 1 nponsBoguTb
ayTeHTUMKaLMIo N0 BUOMETPUM C UX UCMONb30OBaHUEM, @ TaKXKe
OKa3blBaTb YCAYrW ayTeEHTUDUKALUMN TPETbMUM NMLaM (OpraHu3aunsm)

Web npoTokon gns obecneyeHns B3aMMOAENCTBUS MeXay CeEpBMCaMu,
peann3oBaHHbIN Ha A3bike WSDL
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TepmuH OnpepeneHue
Universally unique YHUMBepCasnbHbIM YHUKANbHbIA naeHTUdnKaTop. HasBaHne 06beKToB
identifier (UUID) (cnuckm, cobbITUS, KaMepbl U T. fi.), KOTOPbIE CUCTEMbI FEHEPUPYIOT

CaMOCTOATENIbHO B Ka4eCTBE YHMKANbHOIO Ha3BaHu4

Web Services Description  f13bIk onvcaHuns Be6-CepBUCOB 1 JOCTYNA K HUM, OCHOBAHHbIV Ha
Language (WSDL) A3blke XML
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2. BBepeHue

[lOKyMeHT onucbiBaeT HasHayveHne 1 dhyHKUUKN nHTepdeiica nonb3oBaTens cepsuca VisionLabs
LUNA Access Bepcum 2.19.0 (aanee — Access), a TaKKe COAEPXKMUT annapaTHble U NporpaMMHble Tpebo-
BaHuAa K [10.

Access npepacTaBniseT coboli COBOKYMHOCTb MPOrpaMMHbIX TEXHUYECKUX CPEACTB KOHTPONS U
CPencTB ynpaB/ieHusl, MO3BOSET Peann30BaTbh COBMECTHYH paboTy npogykToB VisionLabs u pasnuy-
HbIX CUCTEM KOHTPOS U YNpaBneHuns JOCTYNOM.

Access pewaeT cnegyrowme 3agadn:

+ pobaBneHne yCTPONCTB Nepefayn BUAEOCUIHANA, C KagpaMmn KOTopbix byayT pabotatb LP nan
KBC;

 fo6aBneHne BCoMoraTesibHbIX YCTPOMCTB 419 CYMUTbIBAHMSA AAaHHbIX MAarHMTHbIX KapT-Nponycka
WU NONYYEHUS JaHHbIX O TEMMNepaType Yen0BeKa;

+ MONy4YeHune perynspHbix 06HoBAeHUI 13 B MO CKYA;

« OTMNpaBKa 3anpocoB Ha fobaBneHne/u3MeHeHne faHHbIX B LP;

* MonyvyeHune cobbiTuin uaeHTudukaumm ot LP n KBC c nocnepytroweli otnpaBkoi B CKY/;

* IOTMpPOBaHMeE CO6LITUI O NOMbITKE MPOXofa HENAEHTUDULMPOBAHHOIO YeI0BEKa Yepes TYpHU-
KeT.

NHTerpaumm c ucnonbsoBaHmem Access, LUNA CARS/LP/KBC v BHeLHWX yCTPONCTB NO3BOJISIOT pe-
WwaTb cnegytolme 3agayn:

+ KOHTPO/b AOCTYNa;

+ MoBblWeHVe yaobcTBa NPoxXoAa U NPOMNYCKHOW CMOCOBHOCTN KOHTPOIbHO-MPOMYCKHbIX MYHKTOB;

+ KOHTPOJb BpEMEHM NpebbiBaHUS COTPYAHUKOB, NOCETUTENEN, aBTOMOOUIE Ha OXpaHsieMol Tep-
puTOpUY;

* 3aLWMTa OT NMOMbITOK HECAHKLMOHMPOBAHHOTO JOCTYMNa C MOMOLLbIO TeXHOoMornu Liveness.

KonnyecTBO NOAKIOYEHHbIX KaMep, TEPMUHAN0B U TYPHUKETOB MOXET ObITb /T06bIM 1 3aBUCUT OT
TpeboBaHMI K pa3BOpaYnBaAEMON CUCTEME, HO OTPAaHNYEHHO N1LLeH3Me Ha NpoayKTbl VisionLabs
1 BO3MOXHOCTbt0 CKY/.

B 3aBucmMmMocCTum ot Bbl6paHHOFO peweHnsa KOHTPOJib 4OCTYyNa ANnA ayTeHTl/ICbl/IKaLl,l/IVI flPO,ELeVI MOXeT
NMPUMEHATbCA C MOMOLWbI pacno3HaBaHWA nny, Nnu MarHUTHOM KapTbl-nMponycka.
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3. CuctemHble TpeboBaHusa npu pabote c Access Ul

TpeboBaHus K annapaTHOMY obecneyeHunto paboyenn ctaHuum (Tabnuua 1).

Tabnuua 1. TpeboBaHUs K annapaTHOMY obecrnevyeHunto

Pecypc MuHumym PekomeHaoOBaHO
Mpoueccop (CPU) 64-6UTHbIN Intel Core i3, 4
npoueccop Intel nunn NMOKOMEeHMS 1 Bbiwe /
AMD, c 2 agpamu c AMD Ryzen 3 v Bbiwwe
TAKTOBOM 4aCTOTOM
2,0y,
OnepaTrBHas namsaTb (RAM) 2Th 4T6 v BblWe
PaspeleHune moHUTOpa 1600x1200 px 1920x1080 u BbiLwe

PekomMeHfauum K nporpaMMHoMy obecnevenuto (Tabnuua 2).

Tabnuua 2. PekoMeHaaLMy K NporpaMMHOMY 0becrneyeHmnto

Pecypc PekomeHaoOBaHO

Beb6-6pay3ep Google Chrome (Bepcus 117.0 1 Bblwe);
Microsoft Edge (Bepcus 117.0 1 BbiLe);
Mozilla Firefox (Bepcus 117.0 1 Bbiwe);
Safari.

NHTepHeT-coeguHeHne Hanuyme cTabuUnbHOIO MHTEPHET-COEANHEHNSI CO CKOPOCTbIO Nepefayn
[aHHbIX OT MO/Ib30BaTeNs He Hke 1 MbuT/c.
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4. Moppep)>XuBaemMble KOMMNOHEHTbI U BepCcumn

4.1. Nogpaep)XuBaeMmble KOMMNOHEHTbI

Access no3BosisieT f06aBAsATb B MHTErpauun ciegytolime KomnoHeHT sl (Tabnuua 3):

Tabnuua 3. Mogaep)xMBaemMble KOMMNOHEHTbI

Tvn MoppepxuBaeTtca MpumeyaHus
no LUNA PLATFORM 5 (LP5) 5.10 nnn HoBee
VisionLa
LUNA CARS Installer v.2.10.1 n HoBee. Ob6palueHue
npouicxoguT K LUNA CARS Analytics
FaceStream 5.1.6 n HoBee
CKyg APACS, Sigur, bactuoH, bonug, Parsec, MopkntoveHune k CKY bapc-X

PERCo-Web, STRAZH, RusGuard, Gate, SALTO n NPONCXOAUT C MOMOLLbIO NalnianHa
Bapc-X 6e3 cepBuca.

Yctponc VisionLabs TepmuHan: LUNA ACE, LUNA Fast 4A1, TepmuHan 8Al nogkntodaeTcs Yepes

LUNA Fast 8A1, LunaFast2NextGen HaCTPOWKM yCTpoiicTBa 4Al.

Beward TepmuHansl: TFR80-210T1Q, TFR80-210
BioSmart TepmuHan: Quasar

Dahua Kamepa: Camera

Tennosun3op: Thermo

Fortuna Tennosu3sop: F315
GrgFaster TepmuHan: SV-M082f-C2
Hikvision Kamepa: DS-2CD3126G2-IS

TepMMHaNbI-TEMNI0BU30PbI:
DS-K1TA7TOMI-T, DS-K1T671TM-3XF,
DS-K5671-3XF/ZU

TepmuHansi: DS-K1T341AMF,
DS-K1T341AM, DS-K1T680D-E1

Sunell (Panda) TennoBu3op: SN-T5/13, SN-F22-13

Uni-Ubi TepMmuHan-tennosusop: Uface 8-C
temp, Uface 8T - temp

Hi-Tech Security TepmuHan: VK-Vision-02
R20Face TepmunHan: R20-Face-T8
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Tun MoppepxuBaertca

VerificationTerminal

MpumeyaHus

TepmuHan gns Bepudurkaumum

6nomeTpumn B KOHType KBC MTC

4.2. NMopgpep>XuBaeMble Bepcun cepBucoB

Access nogaepXxunBaeT cnegytouine cepBmchbl U Bepcrm npowneok (Tabnuua 4):

Ta6bnuua 4. MopaepXXrBaeMble BHELUHNE CEPBUCHI

Ha3BaHue B Access

Apacs
Bastion

Bolid

CbsMts

CbsAlpha

CbsVtb

CbsAkbars
LunaStreams

Gate

Luna
LunaAceConverter

LunaCars

Parsec
PercoWeb

Rusguard

000 «BmxH/Tabe»

OpuruHanbHoe Ha3BaHue

APACS 3000
Elsys bacTnoH-2 /3

Bolid-OpwuoH Mpo

Mogynb nHTerpaunm OpuoH MNpo

KBC MTC

KBEC Anbda

KBC BTb

KBC Ak Bapc

VisionLabs FaceStream

Gate

VisionLabs LUNA PLATFORM
LUNA ACE

VisionLabs LUNA CARS

LUNA CARS Installer

LUNA CARS API

LUNA CARS Stream

LUNA CARS Analytics backend
LUNA CARS Analytics frontend
Parsec (ParsecNet3)
PERCo-Web 2.0

RusGuard

Bepcus

8.3.1.0 update 18
2.1.11.2337 n HoBee
1.20.3 (build 11940)

1.4,1.5.1

oT 5.1.6 1 HOBeE
1.22.95
5.10 n HoBee

1.2.23

v.2.10.1 n HoBee
v.4.0.15 n HoBee
v.3.0.20 n HoBee
v.4.0.8 1 HOBee
v.2.0.61 1 HOoBee
3.11.629 39 n HoBee
4.30

3.3.1
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HasBaHue B Access OpurnHanbHoe Ha3BaHue Bepcus

Salto Salto 6.6.3.0
Package 6.6.3.94
Service 4.23.3.595

Sigur CKY[ Curyp 1.6.3.18.5s M HOBee
SigurThroughDatabase CKYA Curyp 1.6.3.18.s n HOBee
Strazh Rubezh Strazh 1.2.211201.648
CryptoPro cryptopro-service 1.4.1 M HOBee

4.3. Noppaep>XxuBaeMble BEpCUMNA YCTPOMUCTB

Access Mo iepXXMBAET CeaytoLLme YCTPOCTBA U Bepcun NpowmnBok (Tabnuua 5):

Tabnuua 5. NopaepxxrBaeMble yCTPONCTBA

YcTpoicTBo Mopenb Bepcus
Beward TFR80-210T1Q, 1.2.13.0, 2.1.6.0
TFR80-210
BioSmart BioSmart Quasar 2.3.0.46
DahuaThermo - 2.631.0000000.31.T
Fortuna315 - Kamepa: V4.02.00, TensioBusop:

2.20.0.0.R26130.alpha8, AnnapaTHble Bepcuu:
V1.0, Bepcuum anroputma:
smart2.0.0-06-2020.06.17.16:06:42

GrgFaster SV-M082f-C2 Bepcum npowmnsku: 1.004.30.3bb324.R,
AnnapaTHble Bepcuu: 1.0.0

HikvisionCamera DS-2CD3126G2-IS V/5.5.134 build 200430

HikvisionCameraTherm« DS-2TD2617B-3/PA V5.5.26 build 200317

HikvisionRecognition  DS-K1T341AMF, V3.2.30 build 220210

OnBoard DS-K1T341AM,

DS-K1T680D-E1

HikvisionTerminalThern DS-KITA70MI-T, V3.2.32 build 210525
DS-K1T671TM-3XF,
DS-K5671-3XF/ZU
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YcTpoicTBO Mogpgenb Bepcusa

LunaFast4AT1 DS-K1T680D-E1, V3.2.30 build 210415, V3.2.30 build 210525,
DS-K1T341AMF, V3.2.30 build 210526, V3.2.30 build 210812,
DS-K1T341CMF, V3.2.30 build 211025, V3.2.30 build 220607,
DS-K1T341AM, VL V3.2.30 build 220803, V3.2.30 build 221027,
LUNA FAST 4A1,VL V3.2.33 build 210816, V3.2.35 build 220415,
LUNA FAST 8A1, 671, V3.2.35 build 220817, V3.3.40 build 250106
DS-KIT671M,
ACT-T1341M,
DS-K1T680DF-ET,
DS-K5671-ZU

Panda SN-T5/13, SN-F22-13 v3.6.0825.1004.1.0.23.0.0,

v3.6.0840.1004.1.45.1.0.2

R20Face R20-Face-T8 GD-V31.6222, GD-V32.7267

UniUbi Uface 8-C temp, Uface  GD-V30.7219, GD-V32.7247, GD-V32.7267
8T - temp,
R20-Face-T8

VKVision02 VANCORVKVISION 02  v2156

4.4. Noppep)XxuBaeMble BepCMU KOHTPO/IIePOB M npeobpasoBaTenen

Access nogaepXuBaeT clieflytoLive KOHTPOIepbl, NpeobpasoBaTenn U X BEPCMM NPOLLNBOK (Tab-
nua 6):

Ta6nuua 6. NMoppaepxxmBaemble KOHTPONNEPbl U NpeobpasoBaTent

Mogenb Bepcus
KoHTponnepbl

Gate 8000 Ethernet 8216/003 (4.06)
Strazh STR20-IP 1.2.211201.648
Strazh Rubezh STR20-IP 0.21.

Strazh Rubezh STR1-AP 0.33.2
SigurController E900U 37

Bonup C2000-Ethernet 2.60

bonng C2000-2 2.20,2.50
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000 «BmxH/Tabe»

Mogpgenb

RusGuard ACS-103-CE
RusGuard ACS-102-CE V2.0
Parsec NC-8000

Parsec NC-60-K

Bastion Elsys MB-NET
Bastion Elsys MB-light
Bastion Elsys NG-800
PercoController CTL14
PercoController CT/L04.2
Laurent-2

UCM-2A

AAM-LAN-8W

APOLLO AAN-100/AAN-32S/AAN-32N
Mpeo6pasoBaTenu

Gate Ethernet/Wiegand
S4A Wiegand to TCP/IP

Bepcus

6.20

7.46

3.8

1.4

213

2.74

41

2.2.37

3.0.0.78; 3.0.0.79; 3.0.0.81
L213

6103

Tonbko ¢ APACS.
Tonbko ¢ APACS.

04.06,1.3.2003
6005
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5. Pa6bota c Access Ul

5.1. A3bik Ul

Access nogaepxunBaeT paboTy Ha ABYX s3blKax:

« Pyccknit;
o AHTUNCKUIA.

[ns cMeHbI f3blka HEOOXOAVMO HaXKaTb Ha KHOMKY pyc|eng Ha rnaBHol naHenu (PUcyHok 1).

‘ VisionLabs CepBuchl KouTponnepel YeTponcTea MannnanHe NorvposaHme pyc|eng v

MACHINES CAN SEE

AKTUBHaA HacTpolka Beibpats..

[00aBuTE CEPBHC

PucyHok 1. MepeBop nHTepdelica

CTpaHuUa aBTOMaTUYECKM Nepe3arpysnTcs 1 0TOH6Pa3nT aHIN0a3bl4YHbIN MHTepdelc (PUcyHOK 2)

‘ VisionLabs Services Controllers Devices Pipelines Logs pyc|eng v

MACHINES CAN SEE
Active setting  Select

Add service

PUCYHOK 2. AHTINIACKNIA HTepdenc

[lns Bo3BpaTa K pycCKOMY MHTepdency HaxxMnTe Ha KHOMKY pyc|eng elue pas.

5.2. Ponu B Access

B Access flocTynHa ofHa posb — «afMUHMUCTpaTop». OnncaHune npas «agMUHUCTpaTopa» Npefcras-
neHo B Tabnuue (Tabnmua 7).

Ta6bnuua 7. NepeyeHb JOCTYMNHbIX pa3fesnoB U Npas

Ponb Paszpenbl MNpaBa

ApMuHucTpatop  CepBuChI [obaBneHve/pefakTMpoBaHue/yganeHmne cepBrCcoB;
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Ponb Paszpenbl MpaBa

KoHTponnepbl [lobaBneHue/pepgakTupoBaHue/yganeHne KOHTPOIIEepPOB;
YcTpoincTBa [obaBneHne/pefakTupoBaHue/yganeHne ycTponcTs;
MarnnanHbl [obaBneHve/pefakTupoBaHne/yganeHne nannnanHos;
NlornpoBaHne [lpocMoOTp N10roB;

JKCMOPT JIOroB.

5.3. flo6aBsieHNe yYeTHOM 3aNucu

Bce YYE€THbIE 3anncm non b30BaTesen Cco3faeT agMUHNUCTPATOpP Access.

OnuvcaHue nNpoLecca co3aaHns Nonb3oBaTeneli CM. B PYKOBOACTBE agMUHMCTpATOpa.

5.4. ABTopusayus B Access
[JocTyn nonb3oBaTens K Access OCyLLeCcTBAAETCS MOCPeACTBOM BXOAa B Be6-6pay3epe Ha cainT.

HeobxoanmMo oTKpbITb BeG-6pay3ep n nepeiitu Ha cepBep, rae bbin ycTaHoBNeH Access. MNpumep
appeca: http://<ip_address>:9092/services.

CcbinKy ans Bxoga B Beb-mHTepdelic Access He0O6X0AMMO 3anpoCcuTb Y agMUHUCTpaTopa.

Mpu NnepBUYHOM Bxofe B Access 3amnyckaeTtcs cTpaHuua CepBuchl (PUCYHOK 3).

He dBTOPN3NPOBAHHBLIM MNO/1b30BaTENAM HE AOCTYNEH NPOCMOTP N CO3AaHME KOMMNMOHEHTOB U J10-

roB.

VisionLabs CepBuchbl KoHTponneps! YeTponcTea MainnaiHbl NorvpoeaHue

AKTWMBHEA HaCTpolKa  BribpaTo.

[obaeuTe cepeuc

PucyHok 3. Obwmn Bug nHtepdeinca Access B Beb-6paysepe
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[Ons asTopusaunm B Access HeO6XO,lJ,VIMO HaXaTb Ha CTpenky “ cnpasa OT aBaTapa noJsib3oBaTens

W HaXkKaTb Ha KHOMKY «Bxopy» (PUCYHOK 4).

C VisionLabs

o office_luna
Luna

host:10.16.30.22
port: 5000
id: €7b40bf0-a127-4eel-b95e-9074cfd72537

©

o office_luna
Luna

host:10.16.30.21
port: 5000
id: €7b40bf0-a127-4eel-b95e-9074cfd72539

©

Cepsucbl KoHTponnepbl YcTpomcTea NannnanHbl JNorn

© office_luna
Luna

host:1016.30.20
port: 5000
id: 36635772-f825-4ecc-9¢29-c9f0c7219b7d

[Of

[MoBaeuTb ceparC

AKTUBHasa HacTpomrka 12

® © office_sigur ®

Sigur
| SIGUR | ict 748belO1-496c-43¢3-balfe-4298f4597fbe

©

PucyHOK 4. Bxof, B y4ETHYIO 3anuncb NOb30BaTeNS

OTKpoeTcs hopmMa aBTopUusaumm (PucyHok 5).

ans aBTopusaunn B Access HeO6XO,lJ,l/IMO BBECTU YyHE€THbIE flaHHbIE (.I'IOI'I/IH nnapon b) B COOTBETCTBY-

fOLLME MONS N HAXATb KHOMKY «BonTu».
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VisionLabs

MACHINES CAN SEE

JlormH

[Naponb

Boitu

PucyHok 5. dopma aBTOpM3aLmM

JlorviH n naposb 3anpawmrBarTca y agMnuHncTpatopa Access.

Mpw Bxoae B Access Nonb3oBaTeNb nonagaeT Ha cTpaHuLy «CepBuchl» (PUCYHOK 6), rae eMy AOCTYynM-
Ha BO3MOXXHOCTb HAaCTPOWKM 1 fobaBneHNs KOMMOHEHTOB Access.
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‘ YJ?REI!:?E’[S KoHTponnepsbl YeTponcTtsa MarnnanHbl Torun v

AKTWBHaa HacTpolka 12

o office_luna ® © office_luna ® © office_sigur ®
Luna Luna Sigur
host: 1016.30.22 host; 1016.30.20
port: 5000 port: 5000 ‘ SIGUR ‘ id: 748be101-496¢-43c3-bdfe-4298f4597fbe
id: €7b40bf0-a127-4e€l-b95e-9074cfd72537 id: 36635772-f825-4ecc-9c29-c9f0c7219b7d
< 7 < 2 < 2
e office_luna @

Luna

host:1016.30.21
port: 5000
id: €7b40bf0-a127-4eel-b95e-9074cfd 72539

~

< z
PUCYHOK 6. 9KpaH CTpaHuLbl MpY aBTOPM3aLLMn Nosib3oBaTesis B Access

5.5. Bbixop, 3 yueTHOM 3anucu Access

[ns BbIxoAa U3 y4eTHOM 3aNnMcn HeoBXOAMMO HaXaTb Ha CTpenKy ™ cnpaBa OT aBaTapa noJib30Ba-
TeNs 1 HaXkaTb Ha KHOMKY «Bbixog» (PUCYHOK 7).

‘ \ﬂ?!g?h??[s KoHTponnepbl YeTporcTaa MainnarHbl Norun ~

MmMnopTuposatb
= HaCTPOMKN
AKTWBHaa HacTpoika 12
SKCMopTMpOBaTh
HaCcTPOMKM
CoxpaHuTb
HECEDOP\KM
o office_luna ® © office_luna ® © office_sigur
Luna Luna Sigur x Yoanutb
HaCTPOMKY
host:1016.30.22 host:1016.30.20
port: 5000 port: 5000 ‘ SIGUR‘ id: 748be101—496c—43c3—bdﬁ
id: e7b40bf0-a127-4eel-b95e-9074cfd72537 id: 36635772-f825-4ecc-9¢29-c9f0c7219b7d
~ ~ ~
o office_luna ®
Luna
host:1016.30.21
port: 5000

id: e7b40bf0-a127-4eel-b95e-9074cfd72539

~

< z
PucyHoK 7. BbIxop U3 yYeTHOW 3anuncu noJib3oBaTens

lNocne HaxaTus Ha KHOMKY «Bbixog» nonb3oBaTeNlb NOTEPSAET BO3MOXHOCTb BBaMMO,D,el\/iCTBMFI C
KoMMnoHeHTammn Access.
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5.6. Paspenbl Access

Monb3oBaTeNnbCKUn MHTepdelic Access COAEPXUT 5 pa3fenoB B OCHOBHOM MeHI0 U 4 (yHKLMK B
BbiMagarwem MeHto (PUcyHok 8).

OCHOBHOE MEHI0 COCTOUT U3 pa3fenos:

+ CepBUCbl — NPOCMOTP U CO3[aHNE CEPBUCOB;

KoHTponiepbl — NPOCMOTP U CO34aHME KOHTPONEPOB;
+ YCTpoKcTBa — NPOCMOTP U CO3[aHMe YCTPOMICTB;

« [lannnaliiHbl — NPOCMOTP M CO3AaHMe NalinnaliHoB;

» JlormpoBaHvie — NpOCMOTp 10TOB.

Bbinagatolee MeH COCTOUT U3 hyHKLMIA:

VIMAopTUpoBaTh HACTPOMKN — PYHKLMS, C MOMOLLbI KOTOPO MOXHO UMMNOPTMPOBATb HACTPOW-
Ku;

IKCNOPTUPOBAThL HACTPOMKN — YHKUMSA, KOTOpasi MO3BOJISIET 3KCMOPTUPOBaTh HAaCTPOMKMY;
« COHpOCUTBL HAaCTPOIKN — COPOCUTL BCE HACTPOWKM;
+ [IoKyMeHTaLUs — NEPEXOS, Ha OHMANH [OKYMEHTALMIO.

YT106bI pa3BEpPHYTb BbiMagatoLLee MEHI, HEOBXOAMMO HaXaTb Ha CTPeNKy ¥ crnpaBa OT aBaTapa

nonb3oBaTens.
‘ X‘f!i’[n!-jl?[s KoHTponnepsb! YcTpowcTea MarnnanHol Norviposatne pyc|eng &
& MMNopTUPOBaTb HACTPOMKIA
&, 3KCNopTMPOBaTL HAaCTPOKM
X CBpOCKTL HACTPOVIKM
o fs ® rg_cbs ® cbsmts O Rowyverrausa
FaceStream RusguardCBS ChsMts
(> Bbixon
host:10.16.30.69 host:1016.7199
port: 34569 port: 8089 id: 47d899b9-d0f8-42d5-ab2c-815582623438

id: 120281b8-a0e7-4f65-bfa5-908175e59f34 id: adad5b73-4937-4209-be55-48a2c707768¢

chyHOK 8. Pa3p,enb| MEHHK, AOCTYIMHbIE NOJIb30BATEJTHO

KomnoHeHTbl ogHoro Tuna (CepBucbl, KoHTponnepsbl, YcTpoicTBa unu MainnaiiHbl) AOMKHbI
NUMeTb YHUKaNbHble MMeHa (MapamMeTp name).

B3anmopgencTeme c KOMNOHeHTaMM ACcess MPOMCXOAUT MO 06LLEMY aNroOpUTMY:

CO3[aH/e KOMMNOHEHTOB
+ MoJyYeHne nHhopMaL v 0 KOMMNOHEHTe

o TPYMNMNMPOBKA KOMMOHEHTOB (JOCTYMNHO TOIbKO AJ/1s1 KOHTPOIEPOB U YCTPOICTB)
+ PefaKTMpOBaHVe KOMMOHEHTA

+ repesarnyck KOMMOHEHTa

yoaneHne KOMNOHeHTa
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5.6.1. Co3pgaHue KOMMNOHEHTa
[N co3gaHnsa KOMNOHEHTa HEOHXOAMMO BbINOMIHUTD CiefytoLiMe AeNCcTBUS:

1. B npaBoM BepxHeM yrfy HaXkaTb Ha KHOMKY «[J06aB1Tb» KOMNOHEHT (PUCYHOK 9).

CepBMChI KoHTponnepsl YcTpomcTea MavnnanHbl Jlorun

VisionLabs

MACHINES CAN SEE

AKTMBHasA HaCTpoMKa  uni-ubitluna+pipeline

No6aBuTb cepauc

® office_luna ®

Luna

host: 1016.30.20

port: 5000

id: e7b40bf0-al27-4eel-b95e-
9074cfd72539

(% z

PrncyHok 9. Co3gaHne KOMMOHEHTa

2. OTKpoeTcs hopma A5 CO30aHMS KOMMOHEHTA, B KOTOPOW HEO6XOAMMO BbI6PaTh TMM KOMMOHEHTA

(PncyHok 10).

CepBWuChbl KoHTponnepsol YcTponctea MarnnanHol Noru

VisionLabs

MACHINES CAN SEE

< Co3paHue cepBuca

PrncyHok 10. ®opmMa co3aHnsi KOMMOHEHTa

3. PasBepHUTe BbiNajatoLiee MEHIO, HaXKaB Ha CTPenKy “ cnpaBa, U BbibepeTe HeobXoAMMbIA TUM

KOMMoHeHTa (PucyHok 11).
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VisionLabs CepBuchbl KoHTponnepsi Ycrponcrea MannnaHol TNorun v
MACHINES CAN SEE

< CospaHue cepBUCa

-

Tun ~
L

Bolid
Luna
LunaCars
PercoWeb

Sigur

PucyHok 11. Bbibop Trna KOMNOHeHTa

4, OTKpoeTcs opMma ANs 3ano/HeHNs HacTPOEK KOMMOHEHTa, B KOTOPY HeobxoanMo A06aBuThb
Heobxoaumble napameTpsbl (PUcyHOK 12).

ﬂ,ﬂﬂ nonyvyeHuna onmcaHna napamMeTpoB KOMIMOHEHTA HeO6XO,EI,l/IMO I'Iepel;lTVI B COOTBeTCTByIOLLI,I/Il‘/II

pasgen.

< Co3paHuWe cepBUca

Sigur B HokymenTauus

name name

default_list_id default_list_id
luna_id luna_id
luna_cars_id luna_cars_id
mark_for_ignore mark_for_ignore

PucyHoK 12. dopMa ans 3anonHeHUs HaCTPOEK KOMMOHEHTA

[ns nonyvyeHus nHGoOpMaLMm 0 HaCTparMBaeMbIX NAPAMETPAX HAXMUTE HA KHOMKY «[JOKyMeHTa-
Lusi» B NpaBoM BepxHeM yry (PucyHok 13).
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< Co3paHue cepBUCa
Sigur

name

default_list_id

luna_id

luna_cars_id

mark_for_ignore

companrs |

name
default_list_id
luna_id
luna_cars_id

mark_for_ignore

PucyHok 13

B HokymerTauus

. ﬂ,OKyMeHTaLI,VIFI 014 Co0340aBaeMOro KOMMOHeEHTa

Bo BcnnbiBatoLemM okHe 0Tob6pa3nTcs MHbOPMaLMs C ONUcaHnemM HeobXoaMMbIX MapamMeTpPoB As
Co3faHu1sa KoMnoHeHTa (PucyHok 14).

Sigur

MonoepwueaeT sepckio CKYO Sigur 1.1.1.9s. [laHHbiA cepenc NpenHazHadeH Ona ezamMonencTena co CKY O
Sigur. Cam CKY[ CUHXPOHWIWMPYET COTPYOHWMKOE C HallWM CMMCOK B Lunas 1 cnylwaeT cobbITMa Ha OCHOBe

KOTOPbIX PELUAET OTKPbLIBATE UMK HE OTKPLIBaTb TYPHMKET. [aHHble coBbiTua reHepupyrotes 8 VL Access
nainnamHom SendToSigur.

MpK CO303HWUKM HOBOTD CEPEMCE UCMOMB3YKITCA CNefyoLmMe HICTPOMKK:

* " name: sir - MdA CepBmCa,
» *default_list_id: str - MioeHTudMKkaTop cnrcka Lunas, ¢ koTopbiM Sigur By0eT CUHXPOHW3WPOBaTb

COTPYOHMWKOB,

* *luna_id: str - MoeHTHMdKMKaTOR cepeMca Lunas.
» *mark_for_ignore: str - NpK CUHXPOHUIALMM, €CNA B TENE UMeHW COTPYOHMKA BCTPEYasTca NaHHag

KOMBWHaLMS,

* TO OH MIHOPUPYETCA

PI/IcyHOK 14. BcnnbiBatoLee OKHO C HeO6XO,EI,l/IMbIMI/I napamMeTpamMmm KOMMNOHEHTa

5. Mocne 3anonHeHns NapaMeTPOB KOMMOHEHTA HAXXMUTE Ha KHOMKY «COXPaHWUTb» B JIEBOM HMKHEM

yrny (PucyHok 15).
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<: VisionLabs Cepauchl KoHTpornepsi YcTpoicTsa MannnaiHbl Torn

< Co3paHue cepBM1Cca

Sigur B [okymeHTaums
name sigur

default_list_id d725f7c5-63dd-4c00-b6ft

luna_id 7baddee2-2182-433d-81d1

luna_cars_id 417e1433-cac9-4fbl-b598-

mark_for_ignore mark_for_ignore

PaHUTL ‘ OTmena ‘

PucyHok 15. CoxpaHeHue Npu co3gaHnmn KOMMOHEHTa

B BepxHeM /IeBOM Yy 3KpaHa 0Tobpa3unTcs coobuieHne «<KoMNoHeHT co3paH» (PUCyHOK 16).

CepBuUChI KoHTponnepsol YcTpowncTea
P P P P CepBu1C co3naH

PucyHok 16. MoaTBepxaeHne gobaBneHns KOMNOHEHTa

Mpw ycnewHoM ao6baBfieH KOMMOHEHT 0TO6PA3nNTCs B CMUCKE B COOTBETCTBYOLWEM pa3gene (Pu-
CYHOK 17).

‘ !Ig!ﬁ[\!-ftﬁ)ﬁsﬁ KoHTponnepel YcTpoitcTaa MainnaiHel Norn v

AKTUBHag HacTpoika  uni-ubi+luna+pipeline

© office_luna ® ® sigur ®

Luna Sigur

host:10.16.30.20

port: 5000 ‘ SIGUR | id: 2f0f72d2-9e18-4da7-as6e-f4325%9a20a4e
id: €7b40bf0-a127-4eel-b95e-9074cfd72539

< 4 < 7

PucyHok 17. OTobpa)keHre HOBOIro KOMMOHEHTA

5.6.2. O6was nHopMaLusa 0 KOMMOHEHTe

KOMMOHEHTLI 0To6pa>+(ar0Tc;| Ha CTpaHuue 06u.|,ero BMnaa pasgena.
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OcHoBHasi MHOPMaLMsi O KOMNOHEHTE pacnonoxeHa B 6510ke ¢ onvcaHnem (PucyHok 18).

c VigionLabs

Cepancel

Ha3BaHWe T™n

Bes rpynnbi

hik LunaFast4Al

M UniUbi

uni-ubi
e 1—nms;
e 2 —TUN;

+ 3 —cTaTyc;
+ 4 — OCHOBHas MHdopmMaLus;

5 — pononHuTenbHas nHdbopmaums

KoHTponnepsl

Ycrpolictea

Ccratyc

0 napameTpax.

MNarnnarxsl

NoruposaHwke pyc|eng ~

host:port
ID

~
10.16.7152:80

cbaBcd9a-Thef-492e-b152- () [ 7
935f0al142¢ck

1016.6141:8080
456581db-45af-4c73-8718- (ONE'S w4
c9151ea3d7ic

< |I| > 10

PrucyHoK 18. OCHOBHble NapameTpbl

Ana nonyyeHus gonofHUTeNbHOW MHbOPMaLMK O NapameTpax HeEOH6X0AMMO HaBECTU Kypcop Ha

®, NHbopMaLuma oTobpasnTca Bo BCNJblBatoLLel nofackaske (PucyHok 19).

-8f18-

000 «BmxH/abc»

error_count: O

&

al
R

4

PucyHok 19. lononHuTenbHasa nHdopmaumsa o napameTpax
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5.6.3. lpynnupoBKa KOMMOHEHTOB

Mpw co3paHum yCTPONCTBA UM KOHTPOJIepY AOCTYMNHO co3aaHme/Bbi6op rpynmnbl.
Mo ymMmon4aHuio NnpuceanBaeTcs rpynna «bes rpynnbi».

lpynnupoBKa No3BONSET BMU3yasbHO OTAENNTb KOMMOHEHT MO NPU3HaKaM, KOTOpPble UHTEPeCYHoT
Nonb30BaTesNs: MO PacMoNOKeHWUIO, TUMY, MPOU3BOAUTENIO U MPOYee.

[ns co3paHus rpynnbl B OKHe pelakTUPOBaHMS NapaMeTpoB YCTPOMCTBA HEO6XOANMO:
1. HaxxaTb Ha none BBOAA rpynmbl.
2. 3apaTb UMK rpynnbl.

3. Haxatb Co3gaTb (PucyHok 20).

group MpoxoaHas 42 A ‘

Cozpnath "MNpoxogHaa 42
successful_pass_Messagdi ey curs s w ._L\H,, —'

PucyHok 20. Co3gaHue rpynnbl

4. COXpaHUTb U3MEHEHUS.

He pekomeHpayeTcs BBoaMTb 6onee 30 CMMBOJIOB.

KomMnoHeHT nomelueH B rpynny (PucyHok 21).
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VisionLabs
c’ o Cepswcel KoHuTponnepsl YcTpoiictea NannnaiHel Norupoeaxune pyc|eng v

host:port

HaspaHue Tun Cratyc ID

MpoxopHas 52 ~
10.0.211:80

Luna B@\WARD Beward ] Tla27acc-d35f-4eea-bc2l- O & 7

251f7d34054e
< [1]> o
PucyHok 21. [pynna
Ansa pobaBneHus KOMMOHEHTA B CYLLECTBYIOLLYIO Fpynmny HEO6Xo0AUMO:

1. MepenTh K peaaKTUPOBaHMIO KOMMOHEHTAa.

2. B BbINnagatoLiem cnncke group BblbpaTb MHTepecytoLyto rpynny (PUcyHok 22).

group ‘ Buibpats... A ‘

MNpoxoaHana 52
device_id R — (s

PucyHok 22. lobaBneHue B rpynny

3. CoXpaHWTb U3MEHEHNS YCTPOICTBA.

5.6.4. I3aMeHeHne KOMMOHEHTA

[Ons nsmeHeHna napamMeTpoB KOMMOHEHTA HeO6XO,lJ,I/IMOI

1. HaxaTb KHOMKy / ANs BbIGpaHHOro KoMMoHeHTa (PucyHok 23).
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® thermal_pipeline @)

SendThermalEventTolLuna

id: 2cebef83-4595-4a20-8a71-
98bbl7409e94

3 7

PrcyHOK 23. PegakTpoBaHMe KOMMOHEHTA

2. OTKpoeTcsa hopMa A/1s pefaKTMPOBAHUS KOMMOHEHTA, B KOTOPY HEOOXOAUMO BHECTU M3MEHE-
HUst (PucyHok 24).

[ns nonyyeHns onvcaHmns napaMeTpoB KOMMOHEHTa HeobXoaMMO NepenTn B COOTBETCTBYHOLLMI
pasgen.

3. HaxaTb Ha KHOMKY «COXpaHUTb».
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< PepakTunpoBaHue navnsamHa

SendThermalEventTolLuna

ID 2cebef83-4595-4a20-8a7
name thermal_pipeline

luna_id e7b40bf0-al27-4eel-b95¢
handler_id f5eb389e-6f07-42f9-8813-
default_list_id 6c20808c-5366-416¢c-adc:
black_list_id 6ffcb761-8c6c-4084-808<
to_high_temperature 38

to_low_temperature 36

min_similarity 0,01

CoxpaHuTb Ypanute ‘ OTtmeHa ‘

PucyHok 24. opmMa pefakTMpoBaHus
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Mocne ycnewHoro pefakTMpoBaHNS B BEPXHEM NIEBOM YI/y 3KpaHa 0To6pa3ntcs coobuieHmne «<Kom-
NMOHEHT 0bHOB/EH» (PUCYHOK 25).

z_

MannaiH obHoBNEH

CepBu1chl KoHTponnepb YcTporcTea

T

PucyHok 25. MopTBepxaeHne o6HOBNEHNS

5.6.5. lNepe3anycK KOMMNOHEHTa

'
[ns nepesanycka KOMMNOHEHTA HEO6X0AMMO HaxaTb KHoMKy R~/ (PucyHok 26).

® office_luna @)

Luna

host: 10.16.30.20

port: 5000
id: e7b40bf0-al27-4eel-b95e-
9074cfd72539

7l

R 4

PucyHoOK 26. [Nepe3anyck KOMMNOHEHT

Mocne ycnewHoro nepesanycka B BEPXHEM NIEBOM Yy 3KpaHa oTobpasnTcs coobuieHme «Komno-
HeHT nepesanyueH» (PucyHok 27).

KouTponnepol YcTpoWcTea

CepBuc Nepe3anyeq

PucyHok 27. MopaTBepxaeHne nepesanycka

5.6.6. YgpaneHne KOMNOHEHTaA

[ns yaaneHns KOMMOHEHTa He06X0AMMO BbIMONHUTD ClieaytoLe AeCTBUSA:
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1. HaxaTb KHOI'IKy/ (PncyHok 28).

VisionLabs
c’ . Cepsuncol KoHTponnepbl YeTpoicTea MNannnairel Noruposaxune pyc|eng ~

[oGaBuTh YCTPOICTEO

host:port

HassaHue Tun CraTtyc 1D

Bes rpynnel ~
1016.6.64:5000

GateController_test GateController [ 94]caTad-c640-4833- O 27
9dab-ffaScb3df304

<>'IO

PucyHok 28. YganeHve KOMMOHeHTa

2. OTkpoeTcs hopmMa NSt pefaKTUPOBaHMS KOMMOHEHTA, B KOTOPOI HEOBXOAMMO HaXKaTb Ha KHOTMKY
«YganuTb» B N€BOM HWKHEM yry (PUcyHOK 29).

000 «BmxH/1abce» 35/282



VisionLabs LUNA Access. PykoBoaCTBO Nonb3oBaTesns

< PepaKTUpoBaHMe KOHTpoJiepa

LaurentController

1D b5f92a58-edd3-4d0d-b0«
name Laurent

host 10.16.7.33

port 80

scenario_id 30bf70el-848a-4235-a55¢4
relay 3

delay_time 5

=

PucyHoK 29. YganeHue KOMMNOHeHTa

Mocne ycnewHoro yganeHns KOMNOHEHTa B BEPXHEM JIEBOM YI/y 3KpaHa 0TobpasmnTcs coobuieHme
«KoHTponnep yganeH» (PucyHok 30).
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Cepeucol KoHTponnepol YeTponcTea

HKoHTponnep yaanéd

PucyHok 30. MogTBepxaeHne yaaneHns KOMMNOHeHTa

ﬂpm ycnewHOoM yaaneHnM KOMNOHEHT nponageTt n3 cnucka.

npl/l yaaneHnn cepBrca yaandarTca ero fo4epHne KOMMNOHEHTbI.

ﬂ,OqepHMMVI KOMMOHEHTaMUN BbICTYNAKT COOTBETCTBYHOLWMNE KOHTPOM1EPDI:

+ cepsuc Apacs — ApacsController;

+ cepBuc PercoWEB — PercoController;
« cepsuc Salto — SaltoController;

« cepBuc Strazh — StrazhController.
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6. /lorupoBaHue
Paspen «J/lormpoBaHue» NnpefHa3HayYeH A5 0TO6PaXKEHUsI CUCTEMHbBIX TOTOB U MOMCKA SI0rOB B UC-
Topuu (PucyHok 31).

I'Ionyqume n OTO6pa)KeHl/Ie HOBbIX 1OIOB BbINOJIHAETCA C MUHUMAIbHbIMU 3afiepPXXKaMU B pEXXNME,
I'IpVI6J'II/I)KeHHOM K peasilbHOMY BpEMEHN.

Access XpaHUT oru 3a nocfiefHne 7 aHe BO BHyTpeHHel b/], nocne 3Toro noru ygansioTcs.

ViSiDDLabS CepBuchl KoHTponnepsbl YetpoiicTea Mannaiitol pyc|eng

DunbTpbl ~
fata ot VpOBHM NOrMpoBaHMa CopTMpoBaTh Mo

Debug [laTa co30aHUA OT HOBbIX K CTapbiM
flatano Error

Info

Warning k&

DEBUG 15.02.2024, 12:05:36 Replication is in process. Counter: 16. Current employee: 3a363f68-36b5-4e2f-8f6d-f93b6dade6d7,Tkaues Cepred CepreesuyE[em v
DEBUG 15.02.2024, 12:05:36  <PacsPerson: 3a363f68-36b5-4e2f-8f6d-fa3bedade6d7 | Tkaues Cepreit Cepreeswu> does not need to be updated. He will be skipped.m[em v
DEBUG 15.02.2024, 12:05:36 <PacsPerson: 479a16d0-1b40-4431-b7e5-cf4124e13205 | WHycosckmii CamaT ABasikammipoeny> does not need to be updated. He will be skipped.E[0m v
DEBUG 15.02.2024, 12:05:36 Replication is in process. Counter: 15. Current employee: 479a10d@-1b4@-4431-b7e5-cf4124e13205,0HycoBckuil CaMmaT AbIbIKaALIPOBUYE[OM v
DEBUG 15.02.2024, 12:05:36 <PacsPerson: 1d1549a3-d866-4@16-95ce-bf8685390833 | Jyposa Hadexaa Cepreesha> does not need to be updated. He will be skipped.E[em v
DEBUG 15.02.2024, 12:05:36  Replication is in process. Counter: 14. Current employee: 1d1549a3-d 4016-95ce-bf ,0yposa Hanexna Cepreesnal[em v

PucyHok 31. Pa3gen «/loruposaHue»

[Ans Toro, 4To6bl pa3BepHYTb NOAPO6HY0 NHGOPMaLMIO O LLeNEBOM Jlore CiefyeT HaXaTb Ha CTpen-
Ky ¥ cnpaBa oT Heobxogumoro fiora (PucyHok 32).
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‘ \"’_ls‘lgnl-fhﬁ Cepemcbl KoHTpennepsl YcTpoictea MannnanHsl Torn
DuUnbTpbl ~
Mepwon VpOBHM noros KOMMoHeHTb!

[ Error [} cepeucsi
] Info [ KowTponnepsi
["] warning ("] Desatcn

[ Nannnaitkel

OTdunsTposath 3kcriopTHpoBaTs

14062022 203376 INFO HikvisionTerminalThermo Static component HikvisionTerminalThermo id: b4fac4a6-b0a6-4162-9a7b-ef979140fb0a is successfully created in component mapping.

14062022 203316 INFO HikvisionTerminalThermo Component instance HikvisionTermo: id b4fac4a6-b0a6-4162-9a7b-ef979140fb0a setup configuration successfully v
14062022 203316 INFO Luna Component Luna: id: 1is successfully created in celery process. v
14062022 203316 INFO SendThermalEventToLuna Component instance thermal_pipeline: id 2cebef83-4595-4a20-8a71-98bb17409e94 setup configuration successfully v
14062022 203376 INFO LunaEventListener Component LunaEventListener: id: 55 is successfully created in celery process. v
14062022 203316 INFO SendTolLuna Component instance send_to_luna: id 22 setup configuration successfully v

@ 14062022 203316 ERROR DahuaThermo Initialize setup configuration for instance dahua: id 10 error: HttpMixinException exception: Request to http:/1016.6104:80/cgi-bin/magicBox.cgi?action=getHardwareVersiog,
failed: HttpMixinException exception: Bad credentials for DahuaThermo

14062022 203376 INFO HikvisionCameraThermo Component instance thermal_imager_hik_office: id 9b18ae45-918f-4fb4-82ac-dab2d43741f3 setup configuration successfully v

PucyHok 32. MopgpobHas nHdopmaums o norax

OTKpoeTCs LeneBon nor ¢ nogpobHon nHdopmauymen (PucyHok 33).

c \ﬁiiﬁ?h?lf Cepaucs KowTponnepsi YcTpoiictsa  MawnnavtHsi Tlorn v

(] Warning [ Desaitcer

(] Navnnanse

OTpunsTpoBsaTh 3KcnopTHpoBaTh

14062022 203316 INFO LunaFast4Al Static component LunaFast4A] id: 8ee982ef-656f-429-af55-72558639f20b is successfully created in component mapping.

": "8ee082ef-656F-42F0-af55-725586F30F2b"
astanl”,
INFO",

backend/core/managers/base.py”,
ase.py”,

etup”,
2022-@6-14T17:33:16.834468400:00" ,
“msecs”: 834.467887878418,

“relativeCreated”: 11493314.20636177,
“"thread”: "140321114326784",
"ThreadPoolExecutor-8_0",
“Forkpoolkorker-108",

67,

Static component LunaFast4Al id: Beeo82ef-656f-42f0-af55-725586F30F2b is successfully created in component mapping.”,
622-06-14T20:33:16+06:06",

tatic component LunafastdAl id: Beeo82ef-656f-420-af55-72558630F2b is successfully created in component mapping.”,
“time_created”: "2622-86-14T26:33:16.835060+60:00"

14062022 203316 INFO LunaFast4Al Component instance mini-hik_maks: id Bee982ef-656f-4279-af55-725586739f2b setup configuration successfully v

14.062022 203316 INFO HikvisionTerminalThermo Static component HikvisionTerminalThermo id: b4fac4a6-b0a6-4162-9a7b-ef979140fb0a is successfully created in component mapping. v

PucyHok 33. Mogpo6bHas nHdopmaums o norax

6.1. dunbTpauua noros

Pa3sgen «/lormpoBaHme» No3BoasieT OTPUNLTPOBaTb NOC/EAHNE 0T, YTOBbI OrPaHUYNUTL 0TObpPa-
YXEHWe NOroB Ha 3KpaHe (PucyHok 34).

C nomoubio HUABTPOB NOMIb30BaTElb MOXET HbICTPO HANTU HEOBXOAUMBIN OT.
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\Llcs!?[nha:?[s Cepsucsl KoHTponnepb! VcTpoiicTea MarnnarHel pyc|eng
PunbTpbl
fara or VPOBHM NIOrMPOBaHIa CopTupoBaTh Mo
Debug [lata co3AaHMa oT HOBbIX K CTapbiM
fara no Error
Info
Warning &

OKCMOPTUPOBATL

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

DEBUG

15.02.2024, 12:05:36

15.02.2024, 12:05:36

15.02.2024, 12:05:36

15.02.2024, 12:05:36

15.02.2024, 12:05:36

15.02.2024, 12:05:36

Replication is in process. Counter: 16. Current employee: 3a363f68-36b5-4e2f-8f6d-f93b6dadesd7,Tkaues Cepreii CepreesuuE[em

<PacsPerson: 3a363f68-36b5-4e2f-8f6d-fo3bedade6d7 | Tkauee Cepreit Cepreeeuu> does not need to be updated. He will be skipped.z[em

<PacsPerson: 479a10d0-1b40-4431-b7e5-cf4124e13205 | WHycoBckuii CamaT ABbikambiposny> does not need to be updated. He will be skipped.E[em

Replication is in process. Counter: 15. Current employee: 479210d0-1b40-4431-b7eS-cf4124e13205,i0HyCOBCKUI CamaT AGIsKagbpoBUGE[em

<PacsPerson: 1d1549a3-d 4016-95ce-bf | Ayposa Hagexna Cepreesxa> does not need to be updated. He will be skipped.z[em

Replication is in process. Counter: 14. Current employee: 1d1549a3-d866-4016-95ce-bf8685398833,/lypoea Hajexna CepreeeHad[em

PucyHoK 34. dunbTpbl B pa3gene «/lormposaHune»

®UALTPbI, AOCTYMHbIE MO/Ib30BATENIO Ha SKPaHe pasfena «/IorMpoBaHmne»:

«[laTa» — BbI6Op Nepuopaa hmKcaLlmm I0ros;

«YpOBHU NIOrMpoBaHus» — BbI6op ypoBHS noroB («Debugy», «Error», «Info», «Warning»);

«CopTnpoBaTb» — BbI6OP BapnaHTa COPTUPOBKM N0roB («OT cTapbiX K HOBbIM», «OT HOBBIX K CTa-

pbIM»).

Monb3oBaTento HeobXoAMMO MOCTaBUTL rafioyKy y Heobxoaumoro(-bix) dhunbTpa(-oB), U HaXaTb

KHOMKY «OTUNLTPOBaTb» B 1IEBOM HVXKHEM Yy, YTO6bl YCTAHOBNEHHbIE HACTPOMKM NPUMEHUINCH
(PucyHok 35).
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VisionLabs Cepeucsl KonTponnepel YeTpoiAcTea MNainnaiks TNorvposanve pyc|eng v

MACHINES CAN SEE

DPUnNbTPbI ~

OaTa ot YPOBHM NGrMPOBaHUA CopTUPOBETs No

Debug [aTa CO30aHNA OT CTAPBIX K H... ™

[Oata oo | | Error

|| Warning

(PUNLTPOBaTL nopTHpOBaTh

Noros HeT

PucyHok 35. Bbibop punbTpoB

Mpu ycnewHoOM NnpvMeHeHUn GUNLTPOB A0/MKHA 0TOO6Pa3nTbCA MHDOPMaLMS C 1OraMu C Y4ETOM
BbIOPaHHbIX punbTPoB (PUcyHOK 36).

VisionLabs

Cepaycsl KowTponnepsi YcTponctsa  MainnaitHbl Torn v
DUNBLTPBI A
Meproa YposHn noros KomronenTs!

Error Cepaicsl
(] info (] Konrponneps
] warning [ Resaitcsl

(] Namnnane

OTQunsTpoBaTE 3KcnopTuposaTs

@ 14062022 19:09.06 ERROR Luna LUNA CLIENT ERROR HTTPConnectionPool(host=10.16.30.29', port=5000): Max retries exceeded with url: version (Caused by NewConnectionError('<urllib3.connection.HTTPConnection object at Ox7f9f053bd540>v
Failed to establish a new connection: [Ermo 113] No route to host)

@ 14062022 19:0903 ERROR Luna HttpMixinException exception: Request to http://1016.30.29:5120/1/license failed: HTTPConnectionPool (host="10.6.30.29, port=5120): Max retries exceeded with url: /Ylicense (Caused by
NewConnectionE rror( <urllib3.connection HTTPConnection object at 0x7f9f0e3bd550=: Failed to establish a new connection: [Errmo T13] No route to host’)

@ 14062022 19:0903 ERROR Luna Request to http//1016.3029:5120/license failed: HTTPConnectionPool(host="1016.30.29', port=5120): Max retries exceeded with url:/flicense (Caused by NewConnectionError(<urllib3 connection HTTPConnection
object at 0x7f9f0e3bd550>: Failed to establish a new connection: [Errno T13] No route to host')

@ 14062022 12:0806 ERROR Luna LUNA CLIENT ERROR HTTPConnectionPoel(host=11016.30.22, port=5000); Max retries exceeded with url: Aersion (Caused by NewConnectionError(<urllic3 connection HTTPConnection object at Ox7fof0e3alaf0> ,
Feiled to establish a new connection: [Ermo 113] No route to host)

@ 14062022 19:08:03 ERROR Luna HttpMixinException exception: Request to http://1016.30.29:5120/license failed: HTTPConnectionPool (host=1016.30.29! port=5120): Max retries exceeded with url: /I/license (Caused by
NewConnectionError( <urllib3.connection. HTTPConnection object at 0x7f3f0e3a1310>: Failed to establish a new connection: [Errno T13] No route to host))

@ 14062022 19:0803 ERROR Luna Request to http://1016.3029:5120/Vlicense failed: HTTPConnectionPool(nost=11016.3029', port=5120): Max retries exceeded with url: /license (Caused by NewConnectionError(<urllib3 connection. HTTRConnection |,
object at 0x7f9f0e3a1310>: Failed to establish a new connection: [Ermo 113] No route to host)

@ 14062022 19:0703 ERROR Luna LUNA CLIENT ERROR HTTPConnectionPool(host=1016.30.29; port=5000): Max retries exceeded with url: Aversion (Caused by NewConnectionError{ <urllib3 connection HTTPConnection object at Ox7f9f0e437c70x:
Feiled to establish a new connection: [Ermo 113] No route to host)

PucyHok 36. OTobpaxkeHWe 10roB nocne puasTpaumm

[Ans cbpoca ycTaHOBNEHHbIX (PUNBTPOB HEOOXOAMMO HaxaTb KHOMKY «CopocnTb» (PucyHok 37).
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\(iﬂ::rﬁbs Cepaycsl KowTponnepsi YeTpoiictsa  MainnaiHl Torn v

DUNBTPLI ~
Mepvion YposHm noros KoMmoweHTs!
Error Cepsucel
[ Info (] KowTponnepsi
(] Warning [ Resavics
() Mamnnais

g Eh p—

@ 14.062022 19:0906 ERROR Luna LUNA CLIENT ERROR HTTPConnectionPool(host=1016.30.29! port=5000): Max retries exceeded with url: Aversion (Caused by NewConnectionError(<urllib3.connection HTTPConnection object at 0x779f0e3bdc40x:
Feiled to establish a new connection: [Ermo 113] No route to host)

@ 14062022 19:0903 ERROR Luna HttpMixinException exception: Request to http://1016.30.29:5120/1/license failed: HTTPConnectionPool (host="10.16.30.29, port=5120): Max retries exceeded with url: /Ilicense (Caused by

NewConnectionE rror(<urlib3.connection HTTPConnection object at 0x73f0e3bd550>: Failed to establish a new connection: [Ermo T3] No route to host')) e
@ 14062022 19:09.03 ERROR Luna Request to http://1016.30.29:5120/Vlicense failed: HTTPConnectionPool(host=1016:3029', port=5120): Max retries exceeded with url:/flicense [Caused by NewConnectionError('<urilib3 connection HTTPConnection |,
object at 0x7f9f0e3bd550= Failed to establish a new connection: [Errno T13] No route to host')

@ 14062022 19:0806 ERROR Luna LUNA CLIENT ERROR HTTPConnectionPool(host=11016.30.29, port=5000): Max retries exceeded with url: Aversion (Caused by NewConnectionError(<urllib3.connection HTTPConnection object at Ox7fof0e3alaf0x:
Feiled to establish a new connection: [Ermo 113] No route to host)

@ 14.062022 19:0803 ERROR Luna HtpMixinException exception: Request to hitp://1016.30.295120/Vlicense failed: HTTPConnectionPool(host=1016.30.29', port=5120): Max retries exceeded with url: Vlicense (Caused by o

NewConnectionError(*<urllib3.connection.HTTPConnection object at 0x7f9f0e3a1310>: Failed to establish a new connection: [Errno T13] No route to host'))

@ 14062022 19:0803 ERROR Luna Request to httpi/1016.3020:5120/Vlicense failed: HTTPConnectionPool(host="1016.30.29), port=5120): Max retries exceeded with url:/1license (Caused by NewConnectionError(<urllib3 connection HTTPConnection
object at 0x7f9f0e3a1310>: Failed to establish a new connection: [Ermo 113] No route to host)

@ 14062022 19:07:03 ERROR Luna LUNA CLIENT ERROR HTTPConnectionPool(host=1016.30.29' port=5000): Max retries exceeded with url: fversion (Caused by NewConnectionError{'<urllib3.connection HTTPConnection object at 0x7faf0e437c70>:

ailed to establish a new connection: [Ermo T13] No route to host)) M

PucyHok 37. C6poc HacTpoek unbTpa

Mpy HEOBXOAMMOCTM MOXHO 3KCMOPTUPOBATbL OT(PMNLTPOBAHHbIE N10TU. 115 3TOr0 HEOHXOANMO Ha-
XaTb KHOMKY «KCMOPTUPOBaTb» (PUcyHOK 38). Jlorv coxpaHsAtoTCS Ha TOKabHbI KOMMbOTEP B hopMa-
Te txt.

VisionLabs Cepsucsi Kowtponneps  Yerpoictaa  Mannnanks (ALY v
DUNLTPLI ~
Mepron YpoBHU noros KoMMoHeHTs!

[ Error [ Cepsmci

(] nfo (] Kowrponnepsi

) Warning [ Resaitcel

[ Nannnanel

14062022 203316 INFO LunaFast4Al Static component LunaFast4Al id: Bee9B2ef-65674219-3755-72558673912b is successfully created in component Mapping v
14.06.2022 203316 INFO LunaFast4Al Component instance mini-hik_maks: id 8ee982ef-656f-42f9-af55-725586f39f2b setup configuration successfully v
14.06.2022 203316 INFO HikvisionTerminalThermo Static component HikvisionTerminalThermo id: b4fac4a6-b0a6-4162-9a7b-ef979140fb0a is successfully created in component mapping. v
14.06.2022 203316 INFO HikvisionTerminalThermo Component instance HikvisionTermo: id b4fac4a6-b0a6-4162-9a7b-ef979140fb0a setup configuration successfully v
14062022 203316 INFO Luna Component Luna:id: is suiccessfully created in celery process v
14.06.2022 203316 INFO SendThermalEventToLuna Component instance thermal_pipeline: id 2cebef83-4595-4a20-8a71-98bbl17409e94 setup configuration successfully v
14.06.2022 203316 INFO LunaEventListener Component LunaEventListener: id: 55 is successfully created in celery process. v
14.06.2022 203316 INFO SendTolLuna Component instance send_to_luna: id 22 setup configuration successfully v

@ 14062022 203316 ERROR DahuaThermo Initialize setup configuration for instance dahua: id 10 error: HttpMixinException exception: Request to http:/1016.6104:80/cgi-bin/magicBox.cgi?action=getHardwareVersion failed: HttpMixin Exception

v
exception: Bad credentials for DahuaThermo

14062022 203316 INFO HikvisionCameraThermo Component instance thermal_imager_hik_office: id 9b18ae45-918f- 47b4-82ac-dab2d4374173 setup configuration successfully v

PucyHok 38. 3kcnopT noros

YT106bI CBEPHYTb 610K «PUNBTPbI», HEOBXOAMMO HaXKaTb HA CTPENKY ~ B NPaBOM BEPXHEM Yriy
(PrcyHok 39).
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@UNBLTPBLI

Mepuon

000 «BmxH/1abc»

YpoBHM noros
[ Error
[ Info

[ warning

Cepencei Kowtpornepsi  YcTponctea  Mannnaist Torn v

KoMnomenTs!
[] Cepaucsl

[ ] KomTponneps:
[] Resavica

[ Mannnamus

PucyHok 39. CkpbiTue hnnbTpoB
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7. PyHKUUU Access

7.1. AMNopTUpOBaTbh HACTPOUKU

dYHKUMSA «MMNOPTMPOBATL HAaCTPOMKM» NpegHa3HaveHa 415 UMNOPTa HACTPOEK C SIOKANbHOIo
KoMnbtoTepa B Access.

ansa MMMNOPTa HAaCTPOEK BbIMONHUTE Ceayoume ﬂ,el)lICTBMFII

1. B npaBOM BepxHEM Yy HaXxaTb Ha CTPeSIKy ¥ crpaBa OT aBaTapa no/ib3oBaTens, YTobbl pa3Bep-
HYTb BbiNagatoLiee MeHto (PucyHok 40).

X‘i!&?!—g?s CepBuChl KoHTponnepsl YcTpoitcTea MadnnadHel TNoru D
AKTVMBHasa HacTponka  laurent
© office_luna ® o sigur ®
Luna Sigur
host: 10.16.30.20
port: 5000 ‘ SIGUR ‘ id: 2f0f72d2-9e18-4da7-a56e-
id: e7b40bf0-a127-4eel-b5e- f43259a20a4e
9074cfd72539
~ ~

PucyHok 40. Mepexofd K pyHKUMM «MIMNOPTMPOBaTb HACTPOMKN»

2. B BbINnagatoLLeM MeHHo BbIbpaTb QYHKLMIO «IMNOPTUPOBATL HACTPOWKM» (PUCYHOK 41).

CepBuUChHI KoHTponnepbl YCcTpomMcTBa [NarnnanHbl Norwm

MmMnopTupoeaTb
& 3
HacCTPOMKK
AKTUBHaA HacTpoWKa laurent
SKCMopTUPROBaTb
& 3
HacTpPOMKK
CoxpaHuTb
HacTPOWKK
@ sigur ®
Sigur % Yaanutb
HacTpOWKy
id: 2f0f72d2-9¢€18-4da7-a56e-
‘ SIGUR ‘ f43259a20a4e (> Beixon

S Z

PucyHok 41. ®yHKUms «/IMNOPTUPOBATb HACTPOMKM»
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3. OTkpoeTcs popMa gns akcnopTa daiina, HaXXMUTE Ha + , 4T06bI BEIGpATHL aiin B popmaTe json
(PncyHok 42).

dann HacTPOMKK

+ BblbpaTb pain

Ha3BaHMe HacTPOWKN

PucyHok 42. Bbibop chalina HacTpoek

4. Bnone «Ha3BaHMe HAaCTPOWKM» MepeHeceTCs Ha3BaHWe NMMNOpPTHpPyemMoro daina, npu Heobxoau-
MOCTM YKaXXMTe UMS 3arpy>xaeMmoi HacTpoinkm (PUcyHok 43).

dann HaCcTPOMKMN

uni-ubi+luna+pipeline.js...
-+

Settings 1

PucyHok 43. MNone «HazBaHWe HaCTPONKM»

5. HaxxmuTe Ha KHonKy «[l06aBUTb» (PUCYHOK 44).
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dann HacTPOWKM

+ uni-ubi+luna+pipeline.js... '@'

Settings 1

PucyHok 44. lobaBneHue aiiia HACTPONKM

Mocne ycnewHoOro MMNopTa HaCTPOMKM B BEPXHEM JIEBOM Yy 3KpaHa 0Tobpa3nTcs cooblyeHmne
«HacTpoiika 3arpyxeHa» (PUcyHok 45).

KoHTponneps YCTpolcTBa L
HacTpoitka 3arpyxeHa

PucyHok 45. MoaTBepxaeHne 3arpy3Kn HaCTPONKM

Ecnv HacTpoiika co3gaHa u UMNOPTUPOBaHa KOPPEKTHO, TO KOMMOHEHTbI, KOTOpble cofepXaTcs B
[AHHOW HaCTPOMKe 0TOBPA3ATCA B COOTBETCTBYIOLMX pasaenax «CepBuchl», «<KOHTponnepbl», «<YCTpou-
cTBa» u «lannnamHbl».

7.2. 9KCNOPTUPOBATb HACTPOMKHU

DYHKLMSA «IKCMOPTMPOBATb HACTPOWKM» NpefHa3HaYeHa A5 IKCNopTa HACTPOEK Ha NIOKa/bHbIN
KoMMbtoTep 13 Access.

YTObbI BbINOIHUTL 3KCMOPT HACTPOEK, HEOBXO[MMO BbIMOMHUTL CleayLwmue oencTBUS:

1. B npaBoM BepxHEM yrny HaXkaTb Ha CTPeSIKy  crpaBa OT aBaTapa nosib3oBaTens, YTobbl pa3Bep-
HYTb BbiNnagatolliee MeHto (PUcyHOK 46).
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VisionLabs

CepBuchbl KoHTponnepsl Ycrponctaa MannnanHbl Joru D
MACHINES CAN SEE
AKTVBHas HacTporka  laurent
® office_luna ® ® sigur ®
Luna Sigur
host: 10.16.30.20
port: 5000 ‘ SIGUR ‘ id: 2f0f72d2-9e18-4da7-a56e-
id: e7b40bf0-a127-4eel-b95e- N f43259a20a4e
9074cfd72539
el N

PucyHok 46. Mepexog K HyHKLMN «IKCMOPTUPOBATH HACTPONKM»

2. BBbiNagatolweM MeHH0 BblIbpaTb PYHKLMIO «3IKCNOPTUPOBATL HACTPONKM» (PUCYHOK 4T).

CepBuCHI KoHTponnepsbl YcTponcTBa [NarnnakHbl Jlorun

MmnopTupoBaTtb

HacTpPOMKM
AKTMBHas HacTporka laurent

SKCNoOpTUPOBaTL

[«

HacTPOMKK

CoxpaHuTb
. HaCTPOMKM
® sigur ®

Sigur YnanuTb

HacTpOWMKY

id: 2f0f72d2-9¢18-4da7-a56e-
‘S‘GUR‘ f43259a20a4e > Beixon

S Z
PUCyHOK 47. DYyHKUMS «IKCNOPTUPOBATb HACTPONKM»

®ain c HacTpokamu ByaeT 3arpy)KeH Ha NoKasbHbI KOMMNblOTEP B (hopMaTe json ¢ mapamMeTpamu
BCEX KOMMOHEHTOB, KOTOPbIe COflepXaTCcs B JaHHOM HAaCTPOWKe.
7.3. C6poCUTb HAaCTPOMKHU

®yHKLMs «COPOCUTL HACTPOMKIN» yAaNseT BCe KOMMOHEHTbI U CBSI3aHHbIE C HUMUW AaHHbIE B pa3fe-
nax «CepBuchbI», <KKOHTponnepbl», «YCTponcTBa» u «lannnamHbl».
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7.4. NepemMmeHHble PUO

Mone pna BBopa successful_pass_message_template no3sonset BbiBognTb PUO pacnosHak-
HbIX INLL:

Ecnn ®NO nmeet 6onee 30 cMMBOSIOB, TO UMS ByaeT cokpaleHo go Pamunmsa .0.

« {fullname} - P10 nnua n3 nonsa «MHbopmaymsa» (user_data). MBaHoB MeTp CepreeBuny;

« {lastname} - damunusa nuua. 3to Nnepoe cnoBo 13 nons «MHdopmayms». UBaHOB;

« {firstname} - Umst nnua. 3To BTOpoe cnoBo 13 nons «MHdopmauus». Netp;

+ {middlename} - OTyecTBO NMMLA. ITO TpPeTbE CNOBO U3 NoNs «MHpopMauus». Cepreesuny;
« {short_lastname} - NepBasi 6ykBa hamnanm c TOUYKOW Ha KoHLe. U.;

+ {short_firstname} - NepBas 6ykBa MMeHU C TOYKON Ha KOHUe. I1.;

+ {short_middlename} - MNepBas 6ykBa 0T4eCTBa C TOHYKOM Ha KoHUe. C. .

[ns BbiBOfAa COOBLLEHMS Ha 3KpaHe TepMUHana HeobXxoAMMO yKa3aTb XeslaeMble BapuaHTbl PO B
none successful_pass_message_template B HacTpoWKax ycTpoicTs (Tabnuua 8).

Ta6nuua 8. Mpumep NCNob30BaHNS NepeMeHHbIXx PUO

3anuncb B HACTpoOMKax BbiBOA Ha TepMuHane

[obpo noxanoatb, {fullname}! [o6po noxanoBaTb, MBaHoB MeTp Cepreesny!

[lobpo noxanosarts, {firstname} {middlename}!  Jo6po noxanosatb, MNeTp CepreeBuy!

7.5. Mpoune pyHKLUM

7.5.1. loKyMeHTaLuus

KHonka «[lokyMeHTauus» npefHa3HavyeHa gnia nepexoga Ha HTML pokymeHTauumto Access.
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8. CepBucholi

CepBuchbl B Access He0b6xoanMbI 4151 BbIbopa MapaMeTPOB /15 MOAKTOYEHNS K BHELUHUM CUCTEMAM.

Bce nosns HaCTponKm ABNSAOTCS 0653aTeNbHbIMU, €C/IM He YKa3biBaeTcs obpaTHoe.

8.1. Apacs

CepBucC NpegHa3HaveH ans B3aumogenctens co CKY APACS 3000.

8.1.1. dyHKUMoHan cepeuca Apacs

OCHOBHble DyHKLNUK:

+ pobaBneHne KOHTPONNEPOB, C KOTOPbIMU ByaeT paboTaTb GUOMETPUYECKAS CUCTEMA;

* MONy4YeHUne perynsipHbix 0OHOBMEHUI NEPCOH M KOHTposnepoB us b/ MO CKY[;

+ OTMpaBKa 3anpocoB Ha fobaBneHne/M3MEHEHME AaHHbIX B JIOKaSIbHOM XpaHUMLLE NEePCOH;

+ Nosy4yeHune cobbITUN ngeHTUdDNKauuni,

« oTnpaBka 3anpoca B MO CKY[ o cobbiTusx ngeHTudmKaumnii;

* VHTerpauwms c LP5;

« uHTerpauus c KbC: Anbda;

+ IOrMpoBaHMe cobbITUIN O NOMbITKE NPOXOAa HeNAeHTUDULMPOBAHHOIO COTPYAHMKA Yepes Typ-
HUKET.

8.1.2. HacTpoiika napameTpoB ans nogkiatoueHus k CKy[ APACS

HacTpoliku cepBuca 1 BO3MOXHble 3HadYeHus (Tabauua 9):

Ta6bnuua 9. Hactpolika cepsuca APACS

3HayeHue no

MapameTp OnucaHue Bo3mMo)KHbIe 3HaYeHUs YMOJT4aHUIO
name Nms cepBuca 3agaBaemoe JTtobble TeKCToBbIE -
nosnb3oBartenem Ha3BaHMS.

MNoppepxmBaeTcs BBOS
NaTUHULbI U KUPUAULBI.
He pekomeHpyeTcs
BBOAMTL 6onee 30
CUMBOJIOB
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MapameTp

bio_system_id

host

port

max_workers

enable_ssl

login

password

feature_profile

rabbitmq_login

rabbitmq_-
password

000 «BmxH/1abc»

OnucaHue

Bbinagaowmin cnmcok ans
Bbli6opa brMomeTprnYecKomn
cuctembl (LP5 nnun KBC) B
Access

IP agpec nnu gpoMeHHoe
nMms cepsepa C
ycTaHoBneHHbIM 10 APACS

lNopT Ha KOTOpPOM
pa3sepHyT APACS

KonunyectBo
napannefbHbIX NOTOKOB
ANS penaMKaumn nuy,

MeTog wndposBaHms
AaHHbIX MpU Nepegaye no
ceTun. 3aBMUCUT OT TUNA
NCMOJIb3yeMOW CeTHU.

JNlorvH nonb3oBatensa MO
CKY[. Noppepxnsaetcs
BBOf TaTUHMLbI, Lndp 1
CMMBO/OB

Maponb nonb3oBaTens
co3paHHbIv B MO CKY[,
APACS

Kntoy npoduns,
npuHagnexalwmnin mactep
K04y CUCTEMBI. [JaHHble
KMtoYa pacnofiaratotcs B
MO CKY[ APACS: «CnpaBka»
- «O nporpamme»

Mmsi nonb3oBatens u3
RabbitMQ oT Apacs

Maposb Nonb3oBaTesns u3
RabbitMQ oT Apacs

BoO3MOXXHble 3HAYeHus

IPv4 nnu site.domain

>0

On - https

Off - http

Monb3oBaTesNb CO34aHHbIN
B [10 CKY[ APACS

MopaepXXnBaeTcs BBOA,
NaTUHULbI, Undp 1
CMMBOJIOB

MopfepxnBaeTcs BBOA,
NaTUHWLBI 1 undp

MopaepXXnBaeTCs BBOA,
NaTUHULbI 1 unudp

3HayeHue no
YMO/TYaHUIO

7010

10

Off
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
card_format_- Tun dopmaTa KapT, ans - -
source BbIFPY3KM KOZOB

opraHusauui u ux
cMelleHuiA. NMogpobHee cMm.

HWxKe
enable_- BkntoveHune pennmkaumnm On - pennukauus On
controller_- KOHTpO/EepoB BK/IlOYEHa
creation ApacsController

Off - pennukauus

OTK/ItOYEHA
card_priority_- Mapkep npuoputeTta ans YucnoBble 3HaYEHUSI -
number KapT. Bce KapTbl € Takum 6o/bLe nn paBHble 0

)K€ HOMepoM NnpuopuTeTa
byayT bonee
NPYOPUTETHBIMU

kyc_field_number Howmep gononHutenbHoro  1-20 -
nons B KapToyKax
COTPYLOHMKOB, rge
nponucaHbl BHYyTpeHHue id
coTpyaHukoB (KYC)

MacTep K/1to4 MOXHO HalNTyW B 060M KIMEHTCKOM NpuioxeHun Apacs B pasgene «Crnpaska» > «O
nporpammen.

Tun dopmaTa KapT (card_format_source) MOXHO HaliTV B N06OM KJIMEHTCKOM MPUIOXKEHUN
Apacs Bo Bknagke «KoHconb» > pa3gen «KopeHb cucTembl» > pa3pen «Cepep obopygoBaHUs» >
BblbepuTe ceTeBON gpaliBep > BbibepuTe KOHTPONNeEp > pasgen «[pynna: dopmaT KapT» > BblibepuTte
moboi hopmat KapTbl > BKNagka «Obwume» > none «Tun obbekTar.

8.2. Bastion

CepBWuc NpegHa3HayeH gns B3aumogenctTeus co CKY/] Bastion 2 n 3.

8.2.1. dyHKuMOHan cepBuca Bastion

OCHOBHble DyHKLNUK:
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+ nonyyeHune nHdopmaLmm 0 TOHKax JOCTyNa;
* MoNy4YeHune perynsipHbix obHoBneHui 13 B MO CKYA;

+ OTMpaBKa 3anpocoB Ha fobaBneHne/M3MeHeHe AaHHbIX B IOKafIbHOM XpaHWUMILE NEePCOH;

+ Nosy4yeHune cobbITUN naeHTUDUKauuni,;
« OTnpaBKa 3anpoca B MO CKY[ o cobbiTUsAX ngeHTUbmKauuii;
« vHTerpauns ¢ KbBC MTC n LP 5;

+ JIOrMpoBaHMe COBLITUIN O NOMbITKE MPOXOAA HENZEHTUDULMPOBAHHOIO COTPYAHMKA Yepes Typ-

HUKeT.

8.2.2. HacTpoiika napameTpoB ans nogknaouyeHus Kk CKYQl bactuoH

HacTpoliku cepBuca 1 Bo3MOXHble 3HadYeHus (Tabanua 10):

Ta6nuya 10. HacTpoitka cepBuca Bastion

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs
name Nms cepBuca 3agaBaemoe JTiobble TeKCTOBbIE
nosib3oBaTeNnem Ha3BaHMS.

MoppepXXnBaeTcs BBOS,
NATUHULbI U KUPUAANLBI.
He pexkomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB

bio_system_id Bbinapgatownit cnncok gnsa -
BblbOpa nageHTHUdMKaTopa
6MOMETPUYECKON CUCTEMBI
(LP5 nnun KBC) B Access

host IP agpec nnn gomeHHoe IPv4 nnu site.domain
nms cepsepa ¢
yCTaHOB/EeHHbIM 10
Bastion

port MopT Onvif cepBuca -
Bastion 2. ins cepBuca
Bastion 3 ucnonb3yetcs
nopt 8089

enable_ssl MeTog wndpoBaHus On - https
OAHHBIX NMpU Nepepaye rno
ceTu. 3aBUCUT OT TUNa CeTu
B pelweHnn

000 «BmxH/Tabe»

3HayeHue no
YMOJTYaHUIO

10112

Off
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MapameTp

username

password

vl_access_host

vl_access_port

bastion_version

8.3. Bolid

OnucaHue

JNlornH nonb3osatens Onvif
cepBuca Bastion

MNaponb nonb3oBartens
Onvif cepBuca Bastion

IP appec cepBepa, Ha
KOTOPOM YCTaHOBJIEH
Access

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Access
Bbinapgatowmin cnncok ans

Bbi6opa Bepcuun CKY[]
bacTtnoH

BoO3MOXXHble 3HAYeHus

Off - http

Monb3oBaTesib CO3AaHHbIN
B Bastion

MNaponb nonb3oBartens

IPv4 unu site.domain

2unnn 3

CepBuc NpegHa3HaveH ans B3aumogenicteus co CKY Bonng.

8.3.1. HacTpoiika napameTpoB gJia nogkno4veHus k CKYJ bonug

HacTpoliku cepBuca 1 BO3MOXHble 3HauyeHus (Tabanua 11):

Ta6nuua 11. HacTpolika cepsuca Bolid

MapameTp

name

000 «BmxH/Tabe»

OnucaHue

Nms cepBuca 3agaBaemoe
nosnb3oBartenem

Bo3MoO)KHble 3HaYeHus

JTobble TeKCTOBbIE
Ha3BaHus.
MNoppepxnBaeTcs BBOS
NaTUHWLbI U KNPUINLbI.
He pekomeHpyeTcs
BBOAMTL 6onee 30
CUMBOJIOB

3HayeHue no
YMO/TYaHUIO

9091

3HayeHue no
YMOJIHaHUIO
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MapameTp

bio_system_id

host

port

max_workers

enable_ssl

login

password

000 «BmxH/1abc»

OnucaHue

Bbinagaowmin cnmcok ans
Bbli6opa brMomeTprnYecKomn
cuctembl (LP5 nnun KBC) B
Access

IP agpec nnu gpoMeHHoe
nMms cepsepa C
ycTaHoBneHHbIM M0 Bolid

MopT cepsuca Bolid

Konnyectso
06paboTyMKoB
penanKaumm gaHHbIX U3
6MOMETPUYECKON CUCTEMBI
B bonng. Konnyectso
3agaeTcs ucxopas ot
HarpysKku Ha
BromMeTpUYeCcKyto cuctemy

MeTog wndposBaHus
[AHHBIX NPY Nepepaye no
ceTw. 3aBMCUT OT TUNa CETU
B peLleHnn

JlornH nonb3oBatens
Bonug. 3apgaetca B 10
bonup: AB[, > Maponun >
Tun napons — «YganeHHoe
ynpasneHue»

Maponb nonb3oBaTens
bonup. Nogpepxunsaetcs
BBOf, TaTUHMLbI, Lndp 1
CMMBOOB

BoO3MOXXHble 3HAYeHus

IPv4 nnu site.domain

>0

On - https

Off - http

Monb3oBaTesNb CO3AaHHbIN
B bonupa. MNopgaepxurBaeTcs
BBOf, TaTUHMLbI, Lndp 1
CMMBOJIOB

I'Iapon b NO/b30BaTens

3HayeHue no
YMO/TYaHUIO

8090
10

Off
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MapameTp

token_ttl_sec

8.4. CbsAkbars

OnucaHue

Bpems gnsi o6HoBNEHUS
TOKeHa [10CTyna B

CeKyHpax. HanTu 3HaYeHMe

B (haine ProgramData\
BolidIntegrServ)\
settings.ini none

TokenLifeTime

BoO3MOXXHble 3HAYeHus

He pekomeHgyeTCs MeHATb

napameTtp

3HayeHue no
YMO/TYaHUIO

300

Ncnonb3yeTcs gns nonyvyeHunsa ngeHTnudukatopa geckpuntopa B KEC Akbapc no dotorpadum.

8.4.1. HacTpoika napameTpoB ans nogknoyeHus k CbsAkbars

HacTpoliku cepBuca 1 BO3MOXHble 3Ha4yeHus (Tabnnua 12):

Tabnuua 12. Hactpolika cepBuca ChsAkbars

MapameTp

name

host

port

000 «BmxH/Tabe»

OnucaHue

Nmsa cepBuca 3agaBaemoe
nosnb3oBaTtenem

IP agpec nnu fomeHHoe
nma KbC

MopT ons NogKNoYeHNS K
KBC

Bo3mo)cHble 3HaYeHUs

/obble TeKcToBbIE
Ha3BaHWUA4.
MopaepXxunBaeTcs BBOA,

NaTUHNLbI U KWPpUIANLbI.

He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB

IPv4 nnu site.domain

3HayeHue no
YyMOMYaHUIO

5000
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3Ha4yeHue no
MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO

enable_ssl Moppepxka wudpoBaHms  On - akTMBHO off
SSL gnsa coobuieHui.
Heobxogumo
aKTUBMPOBATb NpU
HeobxoaMMocTn
CoXpaHeHus
KOHMMAEHUMANBHOCTMW.
Mpv aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui
BO3pacTaeT

Off - HeaKTUBHO

token TokeH VisionLabs pnsa - -
pgoctyna K KBC

match_class OnuuoHanbHoe nose ans fz115_class, fz115_class
BbI6Opa 04HOTO MK import_high_class,
HeCKOJIbKMX KNaccoB import_low_class,

MaTuumHra. Cnucok knaccos  selfreg_class,
3apjaetcs nepeyncneHnem  selfreg_wopass_class
3HAYEHWI Yepes 3ansaTyo

8.5. CbsAlpha

Wcnonb3syeTtca ana nonyyenus ngeHtudmkatopa geckpuntopa B KBEC Anbda no KYC. Mpose-
psieT Hanmune nepcoHsbl No KYC B cnucke CbsAlpha ¢ ngeHTUdUKaTOpoM yKasaHHbIM B NMapameTpe
cbs_1list_1id, nco3gaeT nepcoHy ecnun KYC He HaliaeH.

Mounck nepcoH no KYC nponssoguTcs no Homepy nons B napamerpe kyc_field_number B cepBuce
Apacs.

[aHHble KYC 3anonHsawTca B none external_+id (BHewHui ID) B LUNA CLEMENTINE 2.0.

MoppepxxmBaeTcs pabota Tonbko ¢ LUNA PLATFORM 5.10 v HoBee.

8.5.1. HacTpoiika napameTpoB g nogkn4veHus K CbsAlpha

HacTpoliku cepBuca 1 BO3MOXHble 3Ha4yeHus (Tabnnua 13):
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Ta6nuua 13. HacTpolika cepeuca ChsAlpha
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MapameTp

name

host

port

enable_ssl

username
password
account_id

handler_id

default_list_id

000 «BmxH/1abc»

OnucaHue

Nmsa cepBuca 3agaBaeMoe
nosnb3oBaTtenem

IP appec nnu gpomeHHoe
mma KbC

MopT Ana noaKItoYeHns K
KBC

Mopaepxka wndpoBaHus
SSL gnsa coobuieHuin.
Heobxogumo
aKTUBMPOBATb NpwU
HeobxoaMMocTn
COXpaHeHus
KOH(MAEHUNANBHOCTH,
Mpv aKTMBaLMKM HArpysKa
Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui
BO3pacTaeT

JlornH nons3oBatens LP5
MNaponb nonb3osartens LP5
UUID nonb3oBaTens LP5

UUID obpaboTtymka gns
paboTbl C COBLITUAMY
npoxoga, co3faHHbIN B LP5

UUID nageHTtudgurkatopa
cnucka LP5, c koTopbiM
6yayT CMHXPOHU3UPOBaHbI
COTPYAHUKM

BoO3MOXXHble 3HAYeHus

Mobble TeKcToBbIE
Ha3BaHU4.
MoaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUNANLbI.

He pekomeHgyeTcs
BBOAMTHL 6onee 30
CMMBOJIOB

IPv4 unu site.domain

On - aKTMBHO

Off - HeakTUBHO

UUID obpaboTtumka

MaeHTndrkaTop cnvcka,
CO3MaHHbI B LP5

3HayeHue no
YMO/TYaHUIO

5000

Off
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MapameTp

face_detection_-
threshold

event_receiving_-
mode

vl_access_host

vl_access_port

vl_access_basic_-

username

vl_access_basic_-
password

000 «BmxH/1abc»

OnucaHue

MUHMMasbHBIA NOPOT Npwu
pacrno3HaBaHuu L,

Pexxxunm gna nonyvyeHus
cobbITuiA oT LP5 (oT Bepcum
5.53.0). OnuMoHanbHoe
none

IP appec cepBepa, Ha
KOTOPOM YCTaHOB/IEH
Access. Oba3aTenbHoe
nosne nNpv NOAKNYEHUN
yepes webhook

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Access.
06s3aTenbHOe nose npu
NOAKM0YEHUN Yepe3
webhook

JlorvH gns
B3anmogencTeums c Access.
06s3aTenbHOe nose npu
NoAKIYEHUN Yepes
webhook

Maponb gns
B3anmogencTeums c Access.
06s3aTenbHOe nose npu
NOAKM0YEHUN Yepe3
webhook

BoO3MOXXHble 3HAYeHus

0...1

None - He npocnywmBaTtb
cobbiTnA

websocket - npoTokon ¢
MNCNoJZIb30BaHNEM

NMNOCTOAHHOIO coegnHeHns

webhook - obpaTHble
BbI30BbI MO NMPOTOKOJY
HTTP. KnueHT - Luna
Platform, cepBep - Luna
Access

IPv4 nnu site.domain

3HayeHue no

YMOMYaHUIO

0.5

websocket

9091
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MapameTp OnucaHue

max_greatest_- Bo Bpems pennnkaumm,

side_size YMEHbWNUTb 60bLIYIO
CTOpPOHY hoTorpacum go
yKa3aHHoro pa3smepa,
COXpaHss mponopuumn
(MycToe 3HayeHMe - He

yMeHbLaTb poTorpacdun)

cbs_list_id NaoeHTndurkaTop cnmcka

vy EBC

8.6. CbsAlphaListSynchronisation

BoO3MOXXHble 3HAYeHus

0...1920

3HayeHue no
YMO/TYaHUIO

CepBWuC NpegHa3sHavyeH A/18 CUHXPOHM3aumu aByx cnnckoB B CbsAlpha. CepBuc oTcnexvBaeT nsme-

HeHus B cbs list u conocTaenseT ¢ anmuamm ms luna list. B cnyyae, ecnn HaxogsaTes gybnmkaTtsl nu, T0

yaaneHuve gybnukata npounssoasTcs m3 luna list.

8.6.1. HacTpoiika napameTpoB CbsAlphaListSynchronisation

HacTpoiiku cepBrca 1 BO3MOXHble 3HauveHus (Tabnuua 14):

Tabnuua 14. Hactpoika cepsuca CbsAlpha

MapameTp OnucaHue

name MimMsa cepBuca 3agaBaemoe
nosb30BaTeNeM

pacs_id YHUKanbHbIN

ngeHTndunKaTop cepsuca B
Access

000 «BmxH/Tabe»

BO3MOXHble 3HaYeHus

JTiobble TeKCToBbIE
Ha3BaHMs.
MNoppepxvBaeTcs BBOS,
NAaTUHULbI U KNPUAANLI.
He pekomeHpyeTcs
BBOAUTL 6onee 30
CYIMBOJIOB

BbinagatoLwmin cnmucok ans
Bbl6Opa cepBuca

3HavyeHue no
YMOJTYaHUIO
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MapameTp

synchronisation_-
interval_hours

8.7. CbsMts

OnucaHue

MNepnognyHOCTb 3anycka
CMHXPOHM3aLUUM CMUCKOB
luna list n cbs list B yacax

BoO3MOXXHble 3HAYeHus

>0

3HayeHue no
YMO/TYaHUIO

Mcnonb3yeTcs gns nonyvyeHunsa ngeHtnudunkatopa geckpuntopa B KEC MTC no doTtorpadum.

8.7.1. HacTpoiika napameTpoB Ans nogknyeHus k CbsMts

HacTpoliku cepBuca 1 BO3MOXHble 3Ha4yeHus (Tabnnua 15):

Tabnuua 15. Hactpolika cepsuca CbsMts

MapameTp

name

host

port

000 «BmxH/Tabe»

OnucaHue

Nmsa cepBuca 3agaBaemoe
nosnb3oBaTtenem

IP appec nnu gomeHHoe
mma KbC

MopT ons NnogKNoYeHNs K
KBC. Mone MoXeT 6bITb
nycTbIM

Bo3moO)cHble 3HaYeHUs

obble TeKcToBbIE
Ha3BaHWUA4.
MopaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUIANLbI.

He pexkomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB

IPv4 unu site.domain

3HayeHue no
YyMOMYaHUIO

55580
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MapameTp

enable_ssl

urn

token

timeout

cert_name

signer_service_id

8.8. ChsVtb

OnucaHue

Moppepxka wndpoBaHus
SSL gnsa coobuieHui.
Heobxogumo
aKTUBMPOBATb NpU
HeobxoaMMocTn
COXpaHeHus
KOH(MAEHUNANBHOCTH.
Mpv aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui
BO3pacTaeT

MyTb A0 KaTanora nuuy, B
KBC

TokeH VisionLabs gns
poctyna Kk KBC MTC

Bpems B cekyHfiax
TanMayTa npu HeyaadYHon
NomnbITKe COeANHEHUS C
cepBucoM. Heobxoanmo
yBENNYMBATbL BPEMS, €C/N
nmeeTcs 6bonbLias
3apepxKKa mexay
cepBepamu.

Nms cepTndmkata gns
noakntoyeHns K KbC.
[OvipekTopus XxpaHeHuUs
ceptudukaToB ‘/tls/

Bbinagatowmii CNmucoK ans
Bbl6Opa cepBrca NoanmcK

BoO3MOXXHble 3HAYeHus

On - aKTMBHO

Off - HeaKTUBHO

Bpems BbibUpaeTcs ncxoas
13 3af,ePXXKK B CeTH, AN
noaAepxaHus
paboTocnocobHoCTH.

[o6aBneHHbI cepBuC
noanucu B Access
(CryptoPro)

3HayeHue no

YMOMYaHUIO

Off

Wcnonb3yeTcs gna nonyvyeHus npeHtnudunkatopa geckpuntopa B KEC BTE no doTorpadum.
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8.8.1. HacTpoiika napameTpoB gns nogkaoueHus Kk CbsVtb

HacTpoWiku cepBrca 1 BO3MOXHbIe 3HaveHus (Tabnuua 16):

Tabnuuya 16. HacTtpoiika cepeuca CbhsVtb

MapameTp

name

auth_host

auth_port

auth_enable_ssl

000 «BmxH/Tabe»

OnucaHue Bo3MoO)XHble 3HaYeHus

Nms cepBuca 3apaBaemoe JTiobble TeKCToBbIE

nosb3oBaTesieM Ha3BaHWA.

MNoppepxuBaeTcs BBOA,
NaTUHULbI U KUPUAANLbI.
He pekomeHpyeTcs
BBOAUTL 6onee 30

CMMBOJ10B

IP agpec nunu goMeHHoe IPv4 nnu site.domain

nms cepsepa gns
NnoJly4eHUsi TOKeHa
asTopusaunu KBC BTB.
3anpawunBaetcay
npepctaButens VisionLabs

MopT cepBepa gns -
NoJly4eHUsl TOKEHa
asTopu3saunu KBC BTB.
3anpawunBaetcay
npepctaButens VisionLabs

MoppepxKa wudpoBaHus  On - aKTUBHO
SSL gns coobleHnin,
Heobxopumo
aKTUBMPOBATb NpU
HeobxoaMMOoCTHU
COXpaHeHus
KOHMbUAEHUMANBHOCTN.
Mpn akTMBaUWM Harpy3ka
Ha YCTPOWMCTBO 1 BpeMs
nepegayn coobLueHni
BO3pacTaeT

Off - HeakTUBHO

3HayeHMe no

YMOJIYaHUIO

off
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MapameTp

auth_client_id

auth_client_-

secret

host

port

enable_ssl

user_session_id

ibm_client_id

000 «BmxH/1abc»

OnucaHue BoO3MOXXHble 3HAYeHus

NpoeHTudukatop knveHta -
AN19 NONyYeHMs TOKEHa

KBC BTE. 3anpawmnBaeTcs y
npegctaBuTens VisionLabs

CEeKpeTHBbIN KoY KNNeHTa -
LN19 NONyYeHns TOKEeHa.
3anpawunBaetcay
npepctaBuTens VisionLabs

IP appec nnu gomeHHoe IPv4 nnu site.domain
mma KBC BTE

MopT Ana NOAKNOYEHNA K -
KBC BTb

MNoppepxka wudpoBaHms On - aKTMBHO
SSL gnsa coobuieHuin.
Heobxogumo
aKTUBMPOBATb NpYU
HeobxoaMMocTn
COXpaHeHuUs
KOHMAEHUMANBHOCTMW.
MNpu akTMBaLMKM Harpy3ka
Ha YCTPOWCTBO 1 BpeMms
nepegayn coobLeHui
BO3pacTaeT

Off - HeakTUBHO

NpoeHTndrkaTop -
Nonb30BaTENbCKOW ceccumn
Ans oTnpaBku oTo Ha
MaTUYUHI

NaoeHTudurkaTop -
ibm_client gna otnpaBku
(pOTO Ha MaTYWMHT.
3anpawunBaetcay
npepctaButens VisionLabs

3HayeHue no

YMOMYaHUIO

5000

Off
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MapameTp

system

channel

process_code

signer_service_id

default_source_ip

8.9. CryptoPro

OnucaHue

CucTemHbIn napameTp KBC
BTB. 3anpawwnBaetcay
npepctaButens VisionLabs

CucTeMHbIn napameTp KBC
BTB. 3anpawwuvBaetcay
npepctaButens VisionLabs

CucTemHbIn napameTp KBC
BTB. 3anpawmnBaetcay
npepctaButens VisionLabs

BbinagatoLwmin cnmcok gns
Bbl6Opa cepBrca NoAnmcK

IP agpec ncroyHmka
doTorpacdun,
MCMoNb3yeMblin NO
YMOJTYaHUIO, €CNU He
yAanocb noay4nTb IP o1
YCTPOWCTBA

BoO3MOXXHble 3HAYeHus

[lobaBneHHbIN cepBuC
noanucu B Access
(CryptoPro)

IPv4 nnu site.domain

3HayeHue no
YMO/TYaHUIO

Mcnonb3yeTcs gnsa nognucy uam pacimdpoBKU 3anpocoB Ha ngeHTUdmKaLmo B GUOMETPUYECKYHO

CUCTEMY.

OcHoBHble hyHKLMK:

« BblbOp cepTudmrKaTa gna nognucuy,

« BbIGOpP TMMNa CO3aaBaeMon NoANUCH;

+ CO3[aHu1e COBMELLEHHON Nognucy (CoaepxumT B cebe NoanmncbiBaeMblil KOHTEHT U MNOANUCH);

+ CO3JaHWNe OTKPENEHHON NognucK (TobKO NOANUCH);

* NMpoBepKa Noanucy.

8.9.1. HacTpoiika napameTpoB g/ nogkn4veHus k CryptoPro

HacTpoWiku cepBrca n BO3MOXHbIe 3HaveHus (Tabnvua 17):

Tabnuua 17. Hactpolika cepsuca CryptoPro

000 «BmxH/Tabe»
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MapameTp

name

host
port
api_key

cert_serial_-
number

cert_pin

signature_type

check_certificate

8.10. EyelsProxy

OnucaHue

Nmsa cepBuca 3agaBaeMoe
nosnb3oBaTtenem

IP appec nnu gpomeHHoe
UMS cepBuca

I'IopT onga NnoAKNKYeHUA K
cepBucy

TokeH pocTyna K cepBucy

CepuiHbIN HoMep
LeneBoro ceptudurkaTa
(nony4nTb CNNCOK
YCTaHOB/IEHHbIX
cepTMdUrKaTOB MOXHO
Yyepe3s API:
http://host:port/docs)

PIN-kopg uenesoro
cepTuduKaTa

Tun co3gaBaemMoli nognucu

dnar NnpoBepKn LLenoYKu
ceptudurkaToB (gns
3aKpbITbIX KOHTYPOB 6€3
WHTepHeTa BbICTaBNSATb
Off)

BoO3MOXXHble 3HAYeHus

Mobble TeKcToBbIE
Ha3BaHU4.
MoaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUNANLbI.

He pekomeHgyeTcs
BBOAMTHL 6onee 30
CMMBOJIOB

IPv4 unu site.domain

PKCST
CADES_BES

On - npoBepATb

Off - He NnpoBepATH

3HayeHue no
YMO/TYaHUIO

On

CepBVIC-I'lpOI-(CVI, OGQCHG‘-IMBaI'OU.I,VIﬁ nepefavy gaHHbIX MeXOy KNMEHTOM U KOHTPOINEPOM: NPUHN-

MaeT 3anpocC OT K/IMEHTA, OTNPaBAAE€T €ro KOHTPONIEPY, NOJIyHaeT OTBET N BO3BpPALLAET €ro 06paTHO

000 «BmxH/1abc»
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KNNEHTY.

8.10.1. HacTpoika napameTpoB paa nogkntodeHus K EyelsProxy

HacTpoliku cepBuca 1 BO3MOXHble 3HadeHus (Tabanua 18):

Ta6nuua 18. HacTpoiika cepBuca EyelsProxy

3HayeHue no

MapameTp OnucaHue Bo3moO)XHble 3HaYeHUs YMOJ1YaHUIO
name Vims cepBuca 3afilaBaemoe Jobble TekcToBbIE =
noJsib3oBarteniem Ha3BaHus.

MoppepXXnBaeTcs BBOS,
NATUHULbI U KUPUAANLBI.
He pexkomeHgyeTca
BBOAMTHL 6onee 30
CUMBOJIOB

host IP appec nnu gomeHHoe IPv4 nnu site.domain -
nmsi KoHTponnepa Eyels

port MopT onsd NOAKNOYEHNA K - -
KoHTponnepy Eyels

8.11. Gate

CepBuc NpegHasHaveH ans B3anmogenctems co CKY/ Gate.

8.11.1. HacTpoiika napameTpoB AJis nogKaloyeHus K Gate

HacTpoWiku cepBrca 1 BO3MOXHble 3HaveHus (Tabnuua 19):

Tabnuya 19. Hactpoika cepsuca Gate
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
name Nms cepBuca 3agaBaemoe JTiobble TeKCTOBbIE -
nosib30BaTeNeM Ha3BaHMS.

MoppepXXnBaeTcs BBOS,
NATUHULbI U KUPUAANLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CMMBOJIOB

luna_id BbinagatoLwmit cnnMcok ans -
BblbOpa nageHTHdMKaTopa
cepsuca Luna

8.12. Luna

Cepsuc ansa pabotsl ¢ LP5. CepBuc npegHasHaveH gnaa obmeHa gaHHbiMK ¢ LP5 ¢ nocnegytouen
nepegayeit Bo BHELIHME CUCTEMbI U YCTPOMCTBA.

MNoppepxxneaemble Bepcun: 5.10 1 BbiLe.

8.12.1. HacTpoliika napamMeTpoB g nogka4vyeHus K Luna

HacTpoliku cepBuca 1 BO3MOXHble 3HaueHus (Tabnnua 20):

Ta6nuua 20. HacTpolika cepBuca Luna

3HayeHue no

MapameTp OnucaHue Bo3MoXKHble 3HaYeHUs yMon4yaHuio
name Nms cepBuca 3agaBaemoe JTiobble TeKCTOBbIE -
nosnb3oBaTtenem Ha3BaHus.

MoppepXXnBaeTcs BBOA,
NIATUHWLbI U KUPUASTALLBI.
He pekomeHpyeTcs
BBOAUTbL 6osee 30
CMMBOJIOB

host IP agpec nnu gomeHHoe IPv4 nnu site.domain -
NMS$ cepBepa ¢
yCTaHOBNEHHON LP5
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MapameTp

port

enable_ssl

username

password

account_id

handler_id

default_list_id

face_detection_-
threshold

event_receiving_-
mode

000 «BmxH/1abc»

OnucaHue

MopT cepBepa, Ha KOTOPOM
pa3sepHyTa LP5

MeTog wndpoBaHms
JaHHBIX NpY Nepepaye no
ceTn. 3aBUCUT OT TUNA
NCMOJIb3yEMOWN CETHU.

JlorvH nonb3oBaTens LP5.
3anosiHaeTcs, ecnm He
yKasaH account_id

MNaponb nonb3osartens LP5.
3anonHsaeTcs, ec/in He
yKasaH account_id

UUID nonb3osatens LP5.
Ecnun 3agaH, nons
username u password He
TpebytoTcs

UUID obpaboTynka gnsi
paboTbl C COBLITUAMM
npoxopa, co3gaHHbIN B LP5

UUID ngeHtudmnkatopa
cnuncka LP5, c KoTopbiM
6yayT CUHXPOHM3MPOBaHbI
COTPYAHMKM

MWUHMManbHbIA NOPOT Npwu
pacno3HaBaHuu L,

PeXxum gns nonyyeHus
cob6bITU oT LP5 (0T Bepcum
5.53.0). OnuMoHanbHoe
none

BoO3MOXXHble 3HAYeHus

On - https

Off - http

UUID obpaboTynka

NaoeHTudurkaTop cnucka,

CO3/aHHbIN B LP5

None - He NpocnywnBaTb

cobbITuS

websocket - npoTokon ¢
MCMoNb30BaHMEM

NMNOCTOAHHOIO coegunHeHnA

3HayeHue no
YMO/TYaHUIO

5000

off

0.5

websocket
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MapameTp

vl_access_host

vl_access_port

vl_access_basic_-
username

vl_access_basic_-
password

max_greatest_-
side_size

000 «BmxH/1abc»

OnucaHue BoO3MOXXHble 3HAYeHus

webhook - obpaTHble
BbI3OBbI MO NPOTOKONY
HTTP. KnueHT - Luna
Platform, cepsep - Luna
Access

IP appec cepBepa, Ha IPv4 nnu site.domain
KOTOPOM YCTaHOB/EH

Access. ObszaTenbHoe

none npun nogKNKn4YeHnn

yepe3 webhook

MNopT cepBepa, Ha KOTOPOM -
pa3BepHyT Access.
O6s3aTenbHOe none npu
NOAKMOYEHUN Yepes
webhook

JlorvH pns -
B3auMopaencTeus c Access.
O6s3aTenbHOE Nosie Npu
NOAKIOYEHUN Yepes
webhook

MNaponb gna -
B3anMopgencTeums c Access.
O6s3aTeNbHOE Nose Npu
MOAKMIOYEHUN Yepes
webhook

Bo Bpems pennnkauum, 0...1920
YMEHbLWUTb 60M1bLUYIO

CTOpPOHy oTorpacdum o

yKa3aHHOro pa3mepa,

COXpaHss nponopuumu

(MycToe 3HayeHMe - He

yMeHblaTb poTorpadun)

3HayeHue no

YMOMYaHUIO

9091
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8.13. LunaAceConverter

CepBu1C ANs OTNPABKKW JaHHbIX NonyvyeHHbIx oT ycTpoincte LUNA ACE B LP5. MonyyeHHbI 3anpoc
OT YCTPOWCTBA, NepeHanpasnsieTcs B LP5, 3aTeM reHepupyeTcst OTBET /15 yCTPOMCTBA Ha OCHOBE NOJy-
YyeHHoro oTseTa oT LP5.

» MogpepxuBaetcs Bepcus LUNA ACE 1.2.23

8.13.1. HacTpoiika napameTpoB gns nogkaodyeHus k LUNA ACE

HacTpoliku cepBuca 1 BO3MOXHbIe 3HaYeHus (Tabaunua 21):

Ta6nuua 21. Hactpolika cepsrca LUNA ACE

3HayeHue no

MapameTp OnucaHue Bo3mMoOXKHble 3HaYeHUs YyMOJT4aHUIO
name Nmsa cepBuca 3agaBaemoe Mobble TekcTOBbIE =
nonb3oBaTtenem Ha3BaHuS.

MoppepXXnBaeTcs BBOA,
NATUHWLbI U KUPUAANLBI.
He pekomeHpyeTcs
BBOAMTL 6onee 30
CUMBOJIOB

luna_id Bbimagarowmn cnucok gna - - -
Bblibopa naeHTUdbUKaTopa
cepBuca Luna B Access

8.13.2. Hactpoiika LUNA ACE
1. MopKn4nTECh K YCTPOMCTBY Mo SSH.
2. OTkpouTe pann: vi Jopt/luna_ace/ace_device.conf.
3. B napametpe luna_platform_address ykazaTtb URL cepBuca LunaAceConverter.

Ana nonyyeHust URL cepBuca Heobxognumo nepenTun B cosgaHHble cepuc LunaAceConverter B

Access 1 CKoONMMpPOBaTb MOMHbIV MYTb U3 CTPOKM NOUCKa bpay3epa:

http://<ip_address>:9092/service/<UUID>

4. Nepenpgute B gupekToputo: cd /opt/luna_ace/services/ace_device

5. Mepe3anycTuTe yCTPOWCTBO: restart
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8.14. LunaCars

CepBuC AN8 NporpaMMHO-annapaTHOW HTerpaumm, Heobxoaumblii ans cesam LUNA CARS un npe-
rpaXkaatoLmnx yCTPOMCTB — WnarbayMoB, OTKATHbIX BOPOT U Tak Aanee, Ans KoHTpons goctyna TC.

Cepsuc nHTerpaumm c LUNA CARS. Mogaepxxmnsaemblie mogynu LUNA CARS:

« LUNA CARS API: v.4.0.15;
« LUNA CARS Stream: v.3.0.20;
+ LUNA CARS Analytics: v.4.0.8.

Access nogkntovaetcst K LUNA CARS Analytics backend.

CobbiTusi B ouyepean umetoT Tnn CarDetectionEvent.

8.14.1. HacTpoiika napamMeTpoB AN nogkniyeHus k LunaCars

HacTpoWiku cepBrca 1 BO3MOXHble 3HaveHus (Tabnuua 22):

Ta6bnuua 22. HacTpolika cepeuca LunaCars

3HayeHue no

MapameTp OonucaHue Bo3MoO)XHble 3HaYeHus yMon4yaHuio
name Nms cepBuca 3agaBaemoe JTobble TeKCTOBbIE -
nosib3oBaTesieM Ha3BaHUA.

MNoppepxnBaeTcs BBOA,
NaTUHWLbI U KNPUAANLbI.
He pekomeHgyeTcs
BBOAUTL 6onee 30
CUMBOJIOB

host IP appec nnu gomeHHoe IPv4 nnu site.domain -
nms cepsepa ¢
ycTaHoBNeHHbIM LUNA
CARS Analytics

port MopT cepBepa, Ha KOTOPOM - 8080
pa3sepHyT LUNA CARS
Analytics backend

enable_ssl MeTog wndpoBaHms On - https off
AAHHbIX NPV Nepegaye no
ceTu. 3aBUCUT OT TUMa CETU
B peLeHun

Off - http
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO

api_port MopT cepBepa, Ha KOTOPOM - 8100
pa3BepHyT LUNA CARS API

login JlornH agMmMHUcTpaTopa - admin@test.ru

LUNA CARS Analytics.
MopaepXXnBaeTCs BBOA,
NaTUHULbI, U1dp 1
CUMBOJIOB

password Maponb agMUHUCTpaTOpa - admin
LUNA CARS Analytics.
MoppepXXnBaeTcs BBOA,
NaTUHULbI, Udp K1

CMMBONOB
event_expiry_- Yepes CKOJIbKO CEKYH[, >10 60
time CO6bITUS MOXXHO

NPonyCTUTb Kak
ycTapeBLlune, Heob6xoaMmMo
yMeHbLaTb Bpema o ~15
CeKyHf, ecnun noTok TC
MOCTOSIHHbIN

min_license_- MWHMManbHas TOYHOCTb 3HayeHune hopmupyeTcs 0,6
plate_accuracy pacrno3HaBaHus Ha 3Tane NPOeKTUPOBaHMUSA
rocyfapCcTBEHHOro N KOPPEKTUPYETCS Ha
HOMEepHOro 3Haka. Mpwu 3Tane TeCTMPOBaHUS.
KoTopoMm bygeT 0,00..1,00 0,00 -
Npon3BOAUTbLCS npeHTUdULMpoBaTh BCe
noeHtTudmkaums NP3 rP3.1,00 -

ngeHTudunumnposats NP3
TO/IbKO B TyYLLIEM KayecTBe
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MapameTp

event_memory_-
time

timeout

8.15. LunaStreams

OnucaHue

Bpewmsa B cekyHpax, 3a
KOTOpPOE CEPBUC He
co3paeT NOBTOPHOE
cobbiThe Ha 310 Xe TC,
HeobXoAnMO yBENNYMBaTb
3HauyeHune, ecnn TC gonro
CTOMUT B 30HE
pacno3HaBaHMA B 04epeam
Ha BbE3[, 1 NO CXOXMM
npuyYmMHam

Bpems TaimayTa npu
Heyaa4yHOW NomnbITke
COEMHEHUS C CEPBUCOM.
Heobxopnmo yBennymBatb
BpeMsl, eCIY UMeeTCs
6onbLuas 3afiepxKa Mexay
cepBepamu.

CepBuc ania paboTbl ¢ LunaStreams.

LunaStreams 370 cepsuc FaceStream.

CepBuc npegHa3HaveH ans:

3HayeHue no
BoO3MOXHble 3HaYeHus yMONn4yaHUo

60...180 90

Bpems BbibUpaeTcs ucxogs -
13 3af,epPXXKK B CeTH, AN
nognepxaHus
paboToCnoco6HOCTH

+ NMOJy4YeHMs CNnCKa MMeH NOTOKOB M3 LunaStreams ans nocnegytouwen nepegaym B CKY/,.

« (hopMMpoBaHMA cobbITUA AETEKLMM Ha OCHOBE Kagpa M3 LunaStreams gnsa nocnepyouien oT-

MPaBKM Ha MaTYMHT B JIl06bIe NoAAepXKMBaeMble BUOMETPUYECKME CUCTEMBI, B T.4. Luna, ChsMts,
CbsAlpha, CbsVtb, CbsAkbars.

MNogpepxnBaemble Bepcuun:

» FaceStream 5.1.6 n HOBeg;

e LunaStreams 0.2.1 u HOBee.

8.15.1. HacTpoiika napaMeTpoB A/s nogKaovyeHus K LunaStreams

HacTpoiiku cepBrca 1 BO3MOXHbIe 3HaveHus (Tabnuua 23):
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Ta6bnuua 23. HacTpoiika cepBuca LunaStreams

3HayeHue no

MapameTp OnucaHue Bo3MoXKHble 3HaYeHus yMo4yaHuio
name Nms cepBuca 3agaBaemoe JTobble TeKCTOBbIE -
nonb3oBaTtenem Ha3BaHus.

MoapepxmMBaeTCs BBOJ,
NAaTUHULbI U KNPUAANLBI.
He pekomeHpyeTcs
BBOANTb 6osiee 30
CMMBO/OB
host IP agpec nnu gomeHHoe IPv4 nnu site.domain -
nMs cepeepa C
YCTaHOBNEHHbIM
LunaStreams
port lNopT cepBepa, Ha KOTOpPOM - 5160
pa3BepHyT LunaStreams
enable_ssl MeTog wndpoBaHms On - https Off
JaHHbIX MpW Nnepegaye no
ceTn. 3aBMCUT OT TUMa CeTuU
B pelueHnn

Off - http

handle_event_- NHTepBan 3egepxKu 1...10 3
interval Mexgy nosyyeHvem

LETEKLUN OT OJHOrO

NCTOYHMKA

8.16. Parsec

CepBuc npegHasHaveH ans Bsammopeinctemsa co CKY[ Parsec gnsi obecneveHns npoxoga pacno-
3HaHHbIX 1L, Yepe3 TYPHUKET/ABEPb C MarHUTHbLIM 3aMKOM.

8.16.1. Bo3moXxHocTu Parsec

OCHOBHble BO3MOXHOCTU:

+ nonyyYeHune nHdopMaLumn o ToYKax focTyna;
+ MosyyeHune perynsipHbix obHoBneHni n3 6 MO CKYA;
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¢ OTNpaBKa 3anpoCoB Ha p,o6aBneHme/pe,u,aKTMpOBaHme/y,qaneHme OaHHbIX B 1IOKA/IbHOM XpaHWUN-

LLle MepCoH;

* MonyyYeHune cobbITUN naeHTUdUKaLNIA;

« oTnpaBka 3anpoca B MO CKY[ o cobbITusix naeHTudmnKaymi;
« nHTerpauna ¢ KEC MTCn LP 5;

e JIOrMpoBaHue COBbITUI O NOMbITKE npoxopga HeVIp,eHTVId)VILI,MpOBaHHOI'O COTpPyAHUKA HYepe3 Typ-

HUKET.

8.16.2. HacTpoiika NnapaMeTpoB A/ NoAK/o4YeHus K Parsec

HacTpoWiku cepBrca 1 BO3MOXHbIe 3HaveHus (Tabnuua 24):

Tabnuua 24. Hactpolika cepBuca Parsec

MapameTp

name

bio_system_id

host

port

enable_ssl

username

000 «BmxH/Tabe»

OnucaHue

Nms cepBuCa 3afjaBaemMoe
nosb3oBaTesieM

Bbinapgatowmin cnncok ans
BblI6Opa MMeHU
6MOMETPUYECKON CUCTEMBI
(LP5 nnun KBC) B Access

IP agpec nnu gomeHHoe
nMs cepBepa C
YCTaHOBNEHHbIM Parsec

MopT cepBepa, Ha KOTOPOM
pa3BepHYT Parsec

MeTog wudpoBaHmsa
AaHHbIX MpU Nepegaye no
CeTn. 3aBUCUT OT TUMa CeTH
B peLleHnn

JloruH nonb3oBaTtens
Parsec

BO3MOXXHble 3HaYeHus

Jliobble TeKCToBbIE
Ha3BaHMS.
MNoppepxuBaeTcs BBOS,
NaTUHULbI U KWPUAANLBI.
He pekomeHgyeTcs
BBOAUTL 6onee 30
CMMBOOB

IPv4 nnu site.domain

On - https

Off - http

3HauyeHue no
YMOYAHUIO

Off
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3Ha4yeHue no
MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO

integration_key Knto4y nHterpaumn Parsec. - -
Ncnonb3yeTcs B KavecTBe
napons ans NoAKNoYeHus
K cepBucy

vl_access_host IP agpec cepBepa, Ha IPv4 nnu site.domain -
KOTOPOM YCTaHOB/EH
Access

vl_access_port MopT cepBepa, Ha KOTOPOM - 9091
pa3BepHyT Access

8.17. PercoWeb

CepBuc NpegHasHayeH gns B3anmogenctens co CKY PERCo-Web.

8.17.1. ®yHkuuu PercoWeb

OCHOBHble yHKLNK:

+ pobaBneHne KOHTPONNEPOB, C KOTOPbIMK ByaeT paboTaTh LP5;

* Mony4YeHune perynsipHbix obHoBneHui n3 6 MO CKYA;

+ OTMNpaBKa 3anpocoB Ha obaBneHe/U3MeHeHNe JaHHbIX B LP5;

*+ Nosly4yeHune cobbITUn ngeHTUdDnKauuni;

« oTnpaBka 3anpoca B MO CKY[ o cobbITUsIX naeHTUdmnKaLmim;

« JIOrMpOBaHMe COBLITUIN O NOMbITKE MPOXOAA HENAEHTUDNLMPOBAHHOIO COTPYAHMKA Yepes Typ-
HUKET.

8.17.2. HacTpoiika napamMeTpoB Ans nogknadeHus Kk CKY[ PERCo-Web

HacTpoWiku cepBrca 1 BO3MOXHble 3HaveHus (Tabnuua 25):

Tabnuua 25. Hactpoiika cepBuca PercoWeb
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MapameTp

name

bio_system_id

host

port

max_workers

enable_ssl

login

password

000 «BmxH/1abc»

OnucaHue

Nmsa cepBuca 3agaBaeMoe
nosnb3oBaTtenem

NaoeHTudurkaTop
61MOMETPUYECKON CUCTEMBI

IP agpec nnu gpoMeHHoe
nms cepsepa ¢
YCTaHOBNEHHbIM
PERCo-Web

MopT cepBepa, Ha KOTOPOM
pa3BepHyT PERCo-Web

MakcnmanbHoe
KONMYEeCTBO NOTOKOB,
KOTOpbI€ MOXHO
MCnonb30oBaTb ANs
penavkauum nuy,

MeTog wudpoBaHua
AaHHbIX NPy Nepegaye no
ceTW. 3aBUCUT OT TMNa
MCNonb3yeMon ceTu.

JlorvH nonb3oBaTens
PERCo-Web.
MNoppepxuBaeTcs BBOA,
NaTUHULbI, U1dp 1
CUMBOJIOB

Maponb nonb3oBaTens
PERCo-Web.
MNoppepxuBaeTcs BBOS,
NaTUHULbI, Udp 1
CYMBOJIOB

BoO3MOXXHble 3HAYeHus

JTiobble TeKCTOBbIE
Ha3BaHuS.
MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CMMBOJIOB

IPv4 unu site.domain

>0

On - https

Off - http

Monb3oBaTe/b CO3AaHHbIN
B PERCo-Web

I'Iapon b Nosb30BaTens

3HayeHue no

YMOMYaHUIO

10

Off
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3Ha4yeHue no
MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO

token_ttl_min CpoOK eiCTBUS TOKEHA - 1440
6€30MacHOCTN B MUHYTaX.
3HayeHune fOMKHO
coBnapgatb ¢ MO
PERCo-Web,
pacnonoxeHue
MeHepxepa PERCo-Web >
Hactpolikn >
[JononHutenbHble
HACTPOWMKKN > BpeMsi 13HU
ceccun. (Mo ymonyaHumio 1
[eHb)

8.18. PersonStorageActualization

CepBU1C NepuoaMYecKM aKTyannsmpyeT AaHHble B XpaHunuuie nepcoH (PersonStorage). Yoanset
NepCoHy 13 XpaHUKLLA NepPCOH, eC/IM OHa He bblna HaliaeHa B GioMeTprYecKom cucTeme.

PersonStorage xpaHuT B cebe nHdopmaumto o coTpygHukax B CKY n ux descriptor_id u3 buo-
METPUYECKOMN CUCTEMDI.

8.18.1. HacTpoiika napameTpoB PersonStorageActualization

HacTpoliku cepBuca 1 BO3MOXHbIe 3HaYeHus (Tabnanua 26):

Tabnuua 26. Hactpoiika cepsuca PersonStorageActualization

3HayeHue no

MapameTp OnucaHue Bo3MoO)KHbIe 3HaYeHUs YyMOJT4aHUIO
name Nms cepBuca 3agaBaemoe JTtobble TeKCToBbIE -
nosnb3oBartenem Ha3BaHus.

MoppepXXnBaeTcs BBOA,
JTATUHWLI U KUPUASTALLBI.
He pekomeHpyeTcs
BBOANTb 6bosiee 30
CMMBOJIOB
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MapameTp OnucaHue

pacs_id YHUKaNbHbIN

nageHTudmKaTop cepemca B

Access
actualization_- MeprnoanyHoOCTb
interval_hours aKTyanu3awunm NepcoH B
Yacax

8.19.

Rusguard

BoO3MOXXHble 3HAYeHus

Bbinagatowmin cnmcok ans

BbibOpa cepBuca

>0

CepBuc NpegHa3HaveH aas B3aumogeiictens co CKY RusGuard.

8.19.1. dyHkuymoHan Rusguard

OCHOBHble hyHKLMM:

* MONy4YeHune perynsipHbix 0bHoBneHUI 13 B MO CKYA;

3HayeHue no
YMO/TYaHUIO

OTNpaBKa 3anpocoB Ha fobaBneHre/U3MeHeHNe faHHbIX B TIOKasbHOM XPaHWUJINLLE NEPCOH;

nosiydyeHune cobbiTUin naeHTUudbnKauni;

oTnpaBka 3anpoca B MO CKY[] o cobbiTuax nageHTUdnKaLmii;

NIOTMpPOBaHMe COBLITUIN O MOMbITKE NPOXOAa HEUAEHTUPULMPOBAHHOTO COTPYAHUKA Yepes Typ-

HUKET;
BO3MOXHa MHTerpaums ¢ KbC.

8.19.2. HacTpoiika napameTpoB g/ nogkao4ueHus K Rusguard

HacTpoliku cepBuca 1 BO3MOXHble 3HadeHus (Tabnnua 27):

Tabnuua 27. Hactpolika cepsuca Rusguard

MapameTp OnucaHue
name Nmsa cepBuca 3agaBaemoe
nosb3oBaTenem

000 «BmxH/Tabe»

Bo3MoO)XHble 3HaYeHus

Jobble TeKCcToBbIE
Ha3BaHM4.
MoppepXXnBaeTcs BBOA,

NaTUHULbI U KWpUnanubl.

He pekomeHpyeTcs
BBOANTbL 6osnee 30
CMMBOJIOB

3HayeHue no
YMOJIHaHUIO
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MapameTp

bio_system_id

host

port

max_workers

enable_ssl

target_photo_-
number

target_card_-
type_id

000 «BmxH/1abc»

OnucaHue BoO3MOXXHble 3HAYeHus

NoeHTugukaTtop -
6MOMETPUYECKON CUCTEMDI

IP agpec nunu goMeHHoe IPv4 nnu site.domain
nms cepsepa
yCTaHOB/EeHHbIM Rusguard

MopT cepBepa, Ha KOTOPOM -
pa3BepHyT Rusguard
MakcmnmanbHoe >0
KONMYECTBO NOTOKOB,

KOTOPbIE MOXHO

MCNoJib30BaTb An4d

penavkaumu nuu,

MeTog wndposBaHms On - https
JAHHBIX NpY Nepepaye no

ceTn. 3aBUCUT OT TUNA

NCMOb3YEMOWN CeTH

Off - http

Homep doTorpacdun B 1.3
CKY[, kotopas

ncrnonb3yeTcs ans

penamkaumm

NpoeHTndunkaTop =
penanuMpyemMoro Tmna

KapTbl. Ecnn none nycroe,
penavumpyeTcs ntobas

KapTa COTpyaHUKa.
[JlocTynHble

npeHTUdUKaTopbl TUNOB
KapT, oTobpaxatoTcs B

6noke Info

3HayeHue no

YMOMYaHUIO

8089

10

Off
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MapameTp OnucaHue

replicate_- MeproAnYHOCTb

session_interval_-

sec XpaHunuia Access, B
cekyHpax. Heobxognmo
yKa3blBaTb MUHUMA/bHO
AonycTuMoe Bpems
CUHXPOHM3aLUMK, TaK Kak
Access He nony4vaeT
YBEAOM/IEHU OT BHELLHMWX
CUCTEMbI O
pobasneHun/yganeHum

COTPYAHUKA

8.20. Salto

CMHXpoHM3auum b CKY n

BoO3MOXXHble 3HAYeHus

>0

CepBuc NpegHa3HaveH ans B3aumogencteus co CKY SALTO.

8.20.1. HacTpoika napaMeTpoB s nogkaodyeHus k CKY[ SALTO

3HayeHue no
YMO/TYaHUIO

5

[Ans pobaBneHus cepBmca HEObX0AMMO CO3[aTb €ro CO CNeAyLWNMIN HacTpokaMmu (Tabnrua 28):

Ta6nuua 28. Hactpoiika cepsuca Salto

MapameTp OnucaHue

name Nmsa cepBuca 3agaBaemoe
nosb3oBaTenem

bio_system_id NoeHTudgukaTtop

6MOMETPUYECKON CUCTEMDI

host IP agpec nnn gomeHHoe

uma Salto

000 «BmxH/Tabe»

Bo3MoO)XHble 3HaYeHus

JTtobble TeKCToBbIE
Ha3BaHWS.
MoppepXXnBaeTcs BBOA,
JIATUHMULbI U KUPUASTALLBI.
He pekomeHpyeTcs
BBOAMTL 6onee 30
CUMBOJIOB

3HayeHue no
YMOJIHaHUIO
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MapameTp

port

max_workers

enable_ssl

login

password

8.21. Sigur

OnucaHue

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Salto

MakcmmanbHoe
KOMIMYECTBO NOTOKOB,
KOTOpble MOXHO
MCMnonb30BaTb gNs
penavkaumm nmy,

MeTog wndpoBaHms
[aHHbIX NPy Nepegaye no
ceTu. 3aBUCUT OT TUMNa CETU
B peLeHun

JlorvH nonb3oBaTens Salto.
MNoppepxuBaeTcs BBO,
NaTUHULbI, undp 1
CYIMBOJIOB

Maponb nonb3oBaTens
Salto. NopaepxunBaeTcs
BBOf, TaTUHMLbI, Lndp 1
CMMBOJ/IOB

BoO3MOXXHble 3HAYeHus

>0

On - https

Off - http

Monb3oBaTesib CO3A4aHHbIN
B Salto

I'Iapon b NOb30BaTeNns

CepBuc NpegHasHayeH gns B3anmogenctems co CKY[ Sigur.

8.21.1. dyHKuUuM Sigur

OcHoBHble hyHKLMK:

 Nosy4yeHune perynsapHbix obHoBneHui n3 6 MO CKY/;

+ OTMpPaBKa 3anpocoB Ha fobaBneHne/M3MeHeHNe AaHHbIX B LP5;

* MoNy4YeHne cobbITUN MaeHTUDUKALNIA;

« nHtTerpauunm ¢ EBC n KBC: MTC, BTB, Ak bapc;

« nHTerpaunsa ¢ LUNA CARS;

« oTnpaBka 3anpoca B MO CKY[ o cobbiTusX ngeHTudbmKaumni.

000 «BmxH/Tabe»

3HayeHue no
YMO/TYaHUIO

8100

10

off
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* NIOrMpOBaHME COBLITUI O NOMbITKE NPOX0Aa HEMAEHTUMULMPOBAHHOTO COTPYAHMKA Yepes Typ-

HUKeT.

8.21.2. HacTtpoiika napameTpoB Aasa nogknatodeHus Kk CKY[ Sigur

Ans po6aBneHns cepeuca Heo6xoaMMO CO3AaTb €ro €O CeayLMMN HacTpoKkamm (Tabnuua 29):

Tabnuua 29. Hactpoika cepsuca Sigur

MapameTp

name

bio_system_id

host

port

luna_cars_id

mark_for_ignore

000 «BmxH/Tabe»

OnucaHue

Nms cepBuca 3apaBaemoe
nosib3oBaTesieM

Bbinagatoumin cnncok ans
Bbibopa naeHTUdUKaTopa
6MOMETPUYECKON CUCTEMBI
(LP5 nnun KBC) B Access

IP agpec nnu goMeHHoe
nms Sigur

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Sigur
(onumoHanbHO)
NoeHTudurkaTop cepBuca
LunaCars B Access

Mpu cMHXpOHU3aLmK €
Sigur, ecnu B Tene 3anpoca
COTPYAHMKA BCTpeYaeTcs
AaHHas KOMbUHaLUMs, To
3anpoc UrHopupyeTcsi.
Onuusa HeobxoamMma ans
pa3HeceHu s pa3nnyHbIX
Konui Sigur B ogHOW
cucteme

3HayeHMe no
BO3MOXXHblIe 3HAYEeHUA yMOJIYaHUIO

Mobble TeKCTOBbIE -
Ha3BaHus.

MNoppepxuBaeTcs BBOA,
NaTUHULbI U KNPUAANLbI.

He pekomeHgyeTcs

BBOAUTb 6onee 30

CUMBOJIOB

IPv4 unu site.domain -

lioboe cTpokoBoe -
3HayeHue
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
ignore_- HasBaHune Moboe cTpokoBoe -
replication_field_- pononHutenbHoro nons, 3HayeHune

name OoTBeYalLero 3a

UrHOPUpPOBAHME NpK

pennvkauuun. NMone

[OJTIXHO UMETb JTIOTUYECKUI

TWM, U OTBEYATb HA BONPOC:

NrHopupoBatb

COTPYLHMKA Npu

pennvkaummn? (da/HeT)
additional_- Ha3BaHue Jloboe cTpokoBoe -
person_field [JOMONIHNUTENIbHOrO MONSA U3 3HAYeHue

KapTOYKM COTPYAHUKa, rae

3anuncaH ngeHTudukaTop

AeckpunTtopa

8.22. SigurThroughDatabase
CepBuc obecneunsaeT nHTerpaumto co CKY/] Sigur yepes npsiMoe NOAKAOYEHME K ero 6a3e fAaHHbIX.

Access CMHXpPOHU3NpPYeT faHHble COTPYAHUKOB U3 6a3bl OaHHbIX Sigur, Y4UTbiBadA TOJIbKO TeX NOJ1b-

3OBaTeJ'Iel\/JI, Y KOTOpPbIX 3aB€E€HA KapTa A0CTyna.

Mpw ycnewHomn ngeHTUdUKaLmMm CoTpyaHMKa B buoMeTpruieckon cucteme Luna, Access oTnpasns-
€T HOMep ero KapTbl Ha MPOMeXyTo4YHble KoHTponnepbl GateController unu PusrController, dusnyeckn
nopakntoyeHHble K CKY[, Sigur. 3Tv KOHTpOAepbl NepeaatoT KOMaHAbl Ha OTKPbITUE/3aKpbITHe Mpoxoaa.

NHTerpaums ocywectensetcs Hanpsimyto ¢ B[ Sigur, 6e3 ucnonb3osaHus API

Sigur He MHULMUPYET coenHeHne ¢ Access — aHHble NepeaatnTcs TOJIbKO B OAHY CTOPOHY (OT

Access K Sigur yepes KOHTpO/epbI)

dyHkyunoHan SigurThroughDatabase
OcHoBHble hyHKLMK:

* MoNy4YeHune perynsipHbix obHoBneHuI 13 B, MO CKYA;

« OTMNpaBKa 3anpocoB Ha gobaBneHe/U3MeHeHNe JaHHbIX B LP5;
+ Nosy4yeHune cobbITUN ngeHTUdDNKauuni,

oTnpaBka 3anpoca B M0 CKY[] o cobbITuax naeHTUdnKaLmii;
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* NIOrMpOBaHME COBLITMIN O NOMbITKE NPOX0Aa HEMAEHTUHULMPOBAHHOTO COTPYAHMKA Yepes Typ-

HUKET.

8.22.1. BapuaHTbl MHTerpauum c LP5

B kaxpgon nHTerpaumm c LP5 (Tabnuua 30) ncnonbsyercs cepBumc Luna.

Ta6nuuya 30. BapvaHTbl nHTErpaumm ¢ LP5

CepBuc YcTpoiicTBo MannnaiH
SigurThrough Beward MatchByPhoto + SendToDevice + SendToController
Database +

PusrController /
GateController

Dahua

Dahua Thermo
Fortuna315
HikvisionCamera

HikvisionCamera
Thermo

HikvisionTerminal
Thermo

MatchByPhoto + SendToController
MatchByPhoto + SendToController
MatchByPhoto + SendToController
MatchByPhoto + SendToController

MatchByPhoto + SendToController

MatchByPhoto + SendToDevice + SendToController

LunaFast4Al/LunaFadftiexBy@hoto + Custom2FA

Panda
UniUbi

VKVision02

R20Face

MatchByPhoto + SendToController
MatchByPhoto + SendToDevice + SendToController

LunaStreams + MatchByPhoto + SendToDevice +
SendToController

MatchByPhoto + SendToDevice

8.22.2. HacTpoiika napamMeTpoB AJis noagknyeHus K SigurThroughDatabase

Mpw co3aaHNN HOBOTO CEpBMCA MCMONb3YHTCA Clieayrolme HacTpoiku (Tabnanua 31):

Tabnuua 31. Hactpolika cepsuca SigurThroughDatabase

000 «BmxH/abc»
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MapameTp OnucaHue

name Nms cepBuca 3agaBaemoe
nosb3oBaTeNnem

bio_system_id NaoeHTudurkaTop

61MOMETPUYECKON CUCTEMBI

host IP agpec nnu gomeHHoe
nms 6a3bl gaHHbIX Sigur

port MopT 6a3bl gaHHbIX Sigur

max_workers MakcumanbHoe
KO/INYeCTBO MOTOKOB,
KOTOPbIE MOXHO
NCNonb30BaTh Ans
penavKaumm nuL

db_username Mms nonb3oBaTens, ¢
NMOMOLLbIO KOTOPOro
NPOUCXOANT NOAKIOYEHNE
K 6a3e gaHHbIx Sigur

db_password Maponb nonb3oBaTens
6a3bl flaHHbIX Sigur

8.23. Strazh

BoO3MOXXHble 3HAYeHus

Mobble TeKcToBbIE
Ha3BaHU4.
MoaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUNANLbI.

He pekomeHgyeTcs
BBOAMTHL 6onee 30
CMMBOJIOB

IPv4 unu site.domain

>0

CepBuc NpegHasHaveH ans B3anmogenctens co CKYI STRAZH.

« MogpepxuBaeTt nHTerpaummn c KbC MTC.

8.23.1. HacTpoiika napameTpoB gas nogknouyeHus k CKYQl STRAZH

3HayeHue no

YMOMYaHUIO

3305
10

Ansa pobaBneHus cepBuca HeobXxoaMMO Co3aTh €ro CO caeayWwnMm HacTpoikamu (Tabnuua 32):

Tabnuua 32. HacTpolika cepBuca Strazh

000 «BmxH/Tabe»
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MapameTp

name

bio_system_id

host

port

max_workers

login

password

enable_ssl

000 «BmxH/1abc»

OnucaHue

Nmsa cepBuca 3agaBaeMoe
nosnb3oBaTtenem

NaoeHTudurkaTop
61MOMETPUYECKON CUCTEMBI

IP agpec nnu gpoMeHHoe
nms cepsepa ¢
YCTAHOB/EHHbIM Strazh

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Strazh

MakcumanbHoe
KONMYEeCTBO NOTOKOB,
KOTOPbI€ MOXHO
MCNOMb30BaTb AN
penavkauum nuy,

JlornH nonb3oBaTens
Strazh. Nogaepxunsaetcs
BBOJ, NAaTUHULbI, LMdP 1
CMMBO/IOB

Maponb nonb3oBaTtens
Strazh. MNopgpepxunsaetcs
BBOf, TaTUHMLbI, LNdP 1
CMMBO/IOB

MeTog wndpoBaHms
JaHHBIX NpY Nepepaye no
ceTu. 3aBUCUT OT TUNA
NCMOb3YEMOW CeTH

BoO3MOXXHble 3HAYeHus

JTiobble TeKCTOBbIE
Ha3BaHuS.
MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CMMBOJIOB

IPv4 unu site.domain

>0

Monb3oBaTesNb CO3AaHHbIN

B Strazh

MNaponb nonb3oBartens

On - https

Off - http

3HayeHue no
YMOMYaHUIO

443

10

On
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MapameTp

additional_-
person_field

8.24. Ubs

OnucaHue

NmMsa pononHUTEeNbHOro
nons nepconbl 3 CKY[,
roe 6ypet 3anucaH
ngeHTudunkaTop
Jeckpunrtopa

BoO3MOXXHble 3HAYeHus

MDM_ID

3HayeHue no
YMO/TYaHUIO

CepBuc nony4vaeT u obpabaTtbiBaet coobueHus ot Kafka MOCKOBCKOrO permoHanbHOro cermeHTa

EBC, KOHeYHbIM pe3ynbsTaToM 06paboTKy BNSETCS co3aaHme CobbITUA naeHTUdUKaLmu.

8.24.1. HacTpoiika napameTtpoB Ubs

HacTpoiiku cepBrca 1 BO3MOXHble 3HaveHus (Tabnuua 33):

Ta6nuua 33. Hactpoiika cepsuca Ubs

MapameTp

name

pacs_id

kafka_servers

kafka_topic

project_id

000 «BmxH/Tabe»

OnucaHue

Nms cepBuCa 3afjaBaemMoe
nosb3oBaTesiem

YHUKaNbHbIN
npeHTudmKaTop cepauca B
Access

Cnncok IP-agpecos nnu
URL pa3peneHHbIx
3anaTon, gns
noakntoyeHuns k Kafka EBC

Tonuk Kafka gns
NpoCnyLBaHUS

NpoeHTudurkaTop NpoeKTa B
EBC

BO3MOXXHble 3HaYeHus

Jliobble TeKCToBbIE
Ha3BaHMS.
MNoppepxuBaeTcs BBOS,
NaTUHULbI U KNPUAANLBI.
He pexkomeHgyeTcs
BBOAUTL 6onee 30
CMMBOOB

Bbinagatownin cnncok ans
Bbl6Opa cepBuca

3HauyeHue no
YMOJTYaHUIO
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
event_expiry_- Bpemsa akTyanbHocTu 60
time cobbITNSA B CEKYHAAX

8.25. UbsProfiles

Cepsuc gnsa pabotsbl ¢ npodunamu EBC. Mo3BonseT co3paBaTb, 06HOBNATb, YAANATb U NOJyYaThb
npocdunn B EGC.

8.25.1. HacTpoiika napametpoB UbsProfiles

HacTpoliku cepBuca 1 BO3MOXHble 3Ha4YeHus (Tabnnua 34):

Tabnuua 34. Hactpoiika cepeuca UbsProfiles

3HayeHue no

MapameTp OnucaHue Bo3mMoOXKHbIe 3HaYeHUS YyMOJI4aHUIO
name Nmsa cepBuca 3agaBaemoe Mobble TeKCTOBbIE =
nonb3oBaTeneM Ha3BaHWUA.

MoppepXXnBaeTcs BBOA,
NATUHWLbI U KUPUAANLBI.
He pexkomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB

auth_host IP agpec unun gomeHHoe IPv4 nnu site.domain -
MMS CEpPBKCA aBTOPU3aLMM

auth_port MopT cepBuca -
aBTOpu3aLuu
auth_client_id NoeHTudurKaTop KNMeHTa B -

cepBuce aBTopumsaunmn

auth_client_- CeKpeTHbIN K04 K/IMeHTa -
secret B CEpPBUCE aBTOPU3aL MM
auth_username NorvH nonb3oBaTtens B -

cepBuce aBTopuM3auun

auth_password Maponb nonb3oBaTens B -
cepBuce aBTOpU3aLUN
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
api_host IP agpec unu goMeHHoe -
nms cepsuca API
api_port MopT cepBuca API -
service NaoeHTndukaTop cepuca B vl-test
OM PC EBC gns co3pganus
npoguns
provider MHeMOHMWKa BHELIHEro sidur
npoBangepa
ayTeHTMduMKaumMm gns
co3gaHus npoduns
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9. CKYA1 APACS

MporpammHble nHTerpauun MO CKY[ APACS ¢ 6MOMEeTPUYECKNUMY CUCTEMAMU Peasin30BaHbl 4s
obecneyeHuns Npoxoga pacno3HaHHbIX UL, Yepe3 TYPHUKET/OBePb C MAarHUTHbIM 3aMKOM.

» MogpepxuBaemas Bepcusa CKY APACS 8.3.1.0.
MoppepxuBaetca nogkntoyveHmne koHTponnepos AAM LAN 8W 1 AAN.

MoapepmMBaeTCs BO3MOXHOCTb 3aMyCKa HECKO/IbKMX 3K3eMnaspoB Luna Access B MHTerpaumm ¢
ogHum CKY[ APACS.

9.1. NoppepxxuBaeMble BapuaHTbl MHTErpauuu CKyZl1 APACS

YCTPONCTBO feTeKLUN L, reHepupyeT cobbiTue, Access nepegaeT cobbiTve B LP5 Ha pacno3HaBa-
Hue, LP5 obpabaTbiBaeT cobbiTUE 1 BO3BpaLLaeT pe3ynsTaT B ACCess A5 fanbHenwen o6paboTku.

MepeHoc fgaHHbIX Nofib3oBaTenei n3 CKY[ B LP5 nponcxoguT C NOMOLLbIO ABYX MEXaHWU3MOB:

¢ pennnkauuna - MexaHn3m nepBoHa4anbHOro nepeHocCa AaHHbIX HOﬂb3OBaTeﬂeVI;
¢ CMHXPOHM3aUMNA - MEXaHU3M NepUOoANYHOIo nNepeHoCa AaHHbIX nosib3oBaresien npn N3AMEHEHUN

COCTaBa/paHHbIX NOfb30BaTeNEN.
HacTpoliKy CUHXPOHM3aLUMW/pennKaLnm CM. B HaCTPOMKAxX CEPBUCOB.
B kaxxgon uHTerpaumu c LP5 (Tabnuua 35) ucnonbsyetcs cepsuc Luna.

Ecnu TepMrHan He UMeeT CPpefCcTB BbiBOAA AaHHbIX (Hanpumep, 3kpaHa), nannnanH SendToDevice

He TpebyeTcs.

Tabnuua 35. BapnaHTtbl MHTerpauumn ¢ LP5

CepBuc YCTpOMUCTBO NainnaiH
Apacs + LunaFast4Al (SendToLuna + Apacs2FA) / (MatchByPhoto +
ApacsController SendToDevice + SendToController)

B kaxgow nHterpaumm ¢ KbC (Tabnuua 36) ncnonbayetcsi cepeuc KBC.

Ta6bnuua 36. BapnaHTbl nHTerpaymm ¢ K6C

CepBuc YcTpoicTBO NaiinnaitH
CbsAlpha + Beward MatchByPhotolnChsAlpha + SendToController +
Apacs + SendToDevice

ApacsController
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CepBuc YcTpoicTBO NainnaiH

Dahua MatchByPhotolnChsAlpha + SendToController

HikvisionCamera MatchByPhotolnCbsAlpha + SendToController

LunaFast4AT1 MatchByPhotolnCbsAlpha + SendToController +
SendToDevice

UniUbi MatchByPhotolnChsAlpha + SendToController +
SendToDevice

R20Face MatchByPhotolnChsAlpha + SendToDevice

HikvisionCamera MatchByPhotolnChsAlpha + SendToController

GrgFaster MatchByPhoto + SendToGrgFaster

9.2. CTaHAApTHasA UHTerpayusa ¢ Ucnosb3oBaHneM Apacs

MNHTerpaumus 1d (PucyHok 48) u (Tabnuua 37).

Touka npoxoga Access
CooBuweHne___ | MawnnaiH CEFJBUIC 5EC ®or > EHOM@TFJW—I eCcKan
Ha 3Kpare SendToDevice —descriptor_id— Cuctema
I
L, o——- VicTounnk oMo descripter_id
BUEOAAHHBIX —— @oto *
Tyuwnin | |
kaap . Mannainx
—» YcTpolcTBo ... -

oot MatchByPhoto

PelweHKe 06 OTHPBITHM

TVpHHKET A aHHble
COTPYAHWKE
T KonTponnep Maiinnaiik
-
ApacsController Homep | SendToController
CHrHan Ha OTHREITHE Homep COTPYAHW

COTPYAHW Ka

CKRY[LAPACS [ _| Cepeuc Apacs Ao W
COTPYAHHM KOB

Penaukaupaf
CHHXPOHHIALWA

PucyHok 48. CxeMa KOMMNOHEHTOB npu 1 MHTerpaumm c Apacs

Ta6nuua 37. OnncaHne MHTerpauun

KoMnoHeHT OnucaHue

Yenosek MepcoHa, xenatowas NPONTN Yepes TOYKY Npoxofa.

000 «BuxH/labe» 93/282



VisionLabs LUNA Access. PykoBoaCTBO Nonb3oBaTesns

KOMMNoOHeHT

Touka npoxopga

NCTOYHMK BUOEOdAaHHbIX

TypHuKeT

CKY[ Apacs

MannnaiH SendToDevice

YCTpoOWnCTBO ...

KoHTponnep
ApacsController

Cepsuc Apacs

Cepsuc bC

MarnnanH MatchByPhoto

MNannnaiid SendToController

XpaHunuuwe

000 «BmxH/1abc»

OonucaHue

Habop KOMMNOHEHTOB, UCMO/b3YEeMbIX A1 KOHTPO/IS 4OCTYNa
yenioBeKa. ToUyeK Mpoxoaa MOXeT 6bITb NoAgKYeHa 6onee ogHoM,
orpaHunymBaeTcs nuueH3sneit Ha CKY/]. Touka npoxoaa MoXeT
MCNOJIb30BaTh KaK Ha BX0O[, TaK U Ha BbIXxoA,. N5 Kaxaoro
HanpaBAeHUs UCMOJIb3YETCS CBON CYNTLIBATENb U UCTOYHUK
BUOEOOAHHbIX.

YCTPOWNCTBO N5 U3BNEYEHNS KaApa Nu1La YenoBeka. MoxeT 6bITb
Kak 6uomeTpuyeckuii TepmmuHan (LUNA FAST 4A1 u gpyrue), nu6o
Kamepa, nogKntodYeHHas Yyepes FaceStream. BuomeTpuryecknin
TepMUHan No3BOMSET CO3AaTb 06PATHYIO CBA3b A/151 AEMOHCTPaLMM
yenoBeKy MHMOPMaLIMK O MPOXOAE.

MperpaxpatoLiee yCTPOMCTBO ANs pa3rpaHNyeHns LOCTYMNoB

LleHTpanbHoe MO ans paboTtbl ¢ Apacs. XpaHUT gaHHble
COTPYOHMKOB 1 MPUHUMAET peLleHne O NpefocTaBNeHnn JocTyna.

KomnoHeHT Access ONAa OTNPaBKW CUTHAJ1a Ha OTKPbITUE peNie B
YCTPOMCTBO U BbIBOJA TEKCTA Ha KpPaH.

KomnoHeHT Access A/151 NONyYeHMS AaHHbIX OT UCTOYHUKA
BMAEeOdaHHbIX. BbibnpaeTcs ncxoas U3 MCnosib3yeMoro yCTponcTaa.

KomnoHeHT Access gns otnpasku B CKY[ Homepa KapTbl. Mpwu
MCNoNb30BaHUM KOHTPonepa gate nan pusr Heo6xoanMMo
MCMOIb30BaTb COOTBETCTBYHOLMIA KOMMOHEHT. Mpn
NCMONb30BaHUN BUOMETPUYECKOTO TEPMUHANa, OTNPABASET B HEFO
®UO coTpypHMKa g 0TOOpaXKeHUs Ha 3KpaHe.

KomnoHeHT Access AN BbINOMIHEHUS PenanKaLMn/CUHXPOHM3aLUn
coTpygHuKoB 13 CKY[ n npocnywmBaHns cobbitnin CKY/.

KomnoHeHT Access A/151 B3aUMOZencTBUS ¢ BruiomeTpuyeckmmm
Cuctemamu: gns LP5 31o Luna, gna KBC - COOTBETCTBYHOLWMIA CEPBUC
KBC.

KomnoHeHT Access ans B3auMogencTeusi ¢ buometTpmnyeckmmm
Cucremamu.

KomnoHeHT Access gast OTNPaBKM HoMepa KapTbl U GNO B
ApacsController nocne matunHra poTo 1 NogTBEPXKAEHUS HOMEpa
KapTbl B Access.

JlokanbHas cucTeMa XpaHeHus cBsizein Mexay nepcoHamun CKY/ n
NX BUOMETPUYECKMMUN AAHHBIMU.
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KOMMNoOHeHT

BromeTpuyeckasa cucrema

OonucaHue

CrcTeMa cpaBHEHUS 3TaIOHHOMO hOTO MEPCOHBI U fTyYLLEro Kagpa,
MoJIy4EHHOrO OT UCTOYHMKA BUAEOAAHHbIX. MoXeT bbITb NMb0 Luna,
nnbo cepeuc nogaepxmpaemoinn KEC,

MNHTerpaums 2¢ (PucyHok 49) u (Tabnuua 38).

Touka npoxopa Access
McTourHmk Coobuwenne MainnaiH Poto—|  EyomeTprYe Chan
L @ — na 3xpane —| Cepsuc BC o
BWOE00aHHbIX Apacs2FA R ——— Cuctema
‘ Myywuin Kagp Azrireie * descriptor_id
COTPYAHW K8 -
Homep KapTek v ‘DTD
I OaHHEIE
T y - COTRYAHNKE MaknnaiH
2 HUKeT > CTPOMCTBO ...
5 YP P SendToluna
hs
> & A
2] PelweHne
Hapr 3 CwrHan Ha oTKpbITHE o6 OTHPEITHK T
= 1
=
3 HoHTooARe KoHTponnep Danrbie
P P ApacsController coTPimmrE
‘ Homep
CWrHan Ha OTHPBITHE KapTel
|
CRY/L APACS Cepewuc Apacs
- - AaHHEIE
Penaukaps

COTRYAHWHOE
CHHXPOHU3ELMA

PucyHok 49. CxemMa KOMMOHEHTOB Npu 2¢ nHTerpauumn ¢ Apacs

Tabnuya 38. OnuncaHne MHTerpauun

KOoMMnoHeHT

Yenosek

Toyka npoxopga

MNCTOYHUK BUAEOAaHHbIX

000 «BmxH/Tabe»

OonucaHue

MepcoHa, xenatowas NPONTN Yepes TOYKY Npoxoa.

Habop KOMNOHEHTOB, UCMOb3YeMbIX A1 KOHTPOS 4OCTYNa
yenioBeka. ToUYeK MPoxXoaa MOXeET 6bITb NogKIo4YeHa 6onee ogHoM,
orpaHunymBaeTcs nuueH3sneit Ha CKY/]. Touka npoxoaa MoXeT
MCNOJIb30BaTh KaK Ha BX0[, TaK U Ha BbIXoA,. NS Kaxaoro
HanpaBAeHUs UCNOJIb3YEeTCst CBON CYNTLIBATENb U UCTOYHUK
BUOEOOAHHbIX.

YCTPOWCTBO AN U3BNIEYEHUS Kafpa N1La YenioBeka. MoXeT 6bITb
Kak 6uomeTpuyeckuii TepmuHan (LUNA FAST 4A1 n gpyrue), nn6o
Kamepa, nogKtodeHHas Yyepes FaceStream. BuomeTpuryeckni
TepMUHa No3BOMSET CO3AaTb 06PATHYIO CBA3b A/151 AEeMOHCTPaLMM
4yenoBeKy MHdOpMaL MM O NPoXoae.
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KOMMNoOHeHT

CyuTbiBaTeNnb
TypHukeT
KoHTponnep

CKY[ Apacs

MarnnanH Apacs2FA

YCTpOWnCTBO ...

KoHTponnep
ApacsController

Cepsuc Apacs

CepBuc bC

MannnaiH SendToLuna

XpaHunuuwe

BromeTpuyeckasa cuctema

OonucaHue

YCTPOWCTBO AN MPUEMa AaHHbIX KapTbl 4OCTYyMA.
Mperpaxpatoliee yCTPONCTBO A5t pa3rpaHUyeHns AOCTyrnoB
MnaTta ynpaBneHus TOYKON npoxopaa.

LleHTpanbHoe MO pgnsi paboTbl ¢ Apacs. XpaHUT gaHHble
COTPYAHUKOB U NPUHUMAET peLLleHne 0 NpefoCcTaBlIeHNnN AoCcTyna.

KomroHeHT Access, KOTOPbI MPUHMMAET CObbITME C HOMEPOM
KapTbl 1 cObbITUE MaTYMHIa. CPaBHMBAET NOJTyYEHHbI HOMEp OT
YCTPOMCTBA C HOMEPOM, COOTBETCTBYHOLLEM JINLY U MPU UX
coBMageHnn nepefaeTt HoMep KapTbl B ApacsController.

KomnoHeHT Access A/151 NONyYeHMS AaHHbIX OT UCTOYHUKA
BMAeOodaHHbIX. BbibnpaeTcs ncxoas M3 MCnosib3yeMoro yCTponcTaa.

KomnoHeHT Access gns otnpasku B CKY[ Homepa KapTbl. Mpwu
MCMNONb30BaHUM KOHTponepa gate nan pusr Heo6xoaUMo
NCMOb30BaTb COOTBETCTBYHOLLMI KOMMOHEHT.

KomMnoHeHT Access A/1s BbINOHEHUS PEMINKALUN/CUHXPOHU3ALUK
coTpyaHukos n3s CKY[ n npocnywmeaHus cobbitnin CKY[.

KomnoHeHT Access a1 B3aMMOAencTBmMs ¢ BuomeTpuyecknmm
Cuctemamu: gns LP5 31o Luna, gna KBC - COOTBETCTBYHOLWMIA CEPBIC
KBC.

KomnoHeHT Access gnsa oTnpaBku ¢hoTo B LP5. MNogaepxnsaetcs
cepBuc Luna, KOTOPbIN NPOCAYLIMBAET COObITUS MaTYMHTA OT LP5.

JlokanbHas cnucTeMa XpaHeHus cBsi3ein Mexay nepcoHamu CKY/ n
NX BUOMETPUYECKMMUN AAHHBIMU.

Cuctema cpaBHeHVS 3TaNOHHOIo hOTO MEPCOHbI M NTyYLLEro Kagpa,
nosly4eHHOro oT UCTOMHMKA BUAeOoJaHHbIX. B uHTerpaumm
ncnonb3syetca Luna.

9.3. MlocTeBoi Nnpoxopd npu AByXcdakTopHOU ayTeHTUdhUKaLUm

Mpy HeobxogMMOCTUN MPOXOAa FOCTS NMPU aKTUBHOW ABYXaKTOPHOW ayTeHTUdUKaumMm u oTcyT-

CTB/N BO3MOXXHOCTU NOJSTy4eHUA CbOTO rocrs, HGO6XO,D,VIMO BbIMNOIHUTDL Ciegyowme waru:

1. [JobaBbTe nepcoHy B CKY/[] 6e3 dhoTorpadum c ®1O 1 Homepom KapTbl.

2. BknwoumnTe onuuto use_cards_without_face B HacTpoWikax nannariHa Apacs2FA.

000 «BmxH/Tabe»
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9.4. Co3paHue nonb3oBartens B RabbitMQ

[Ansa co3paHmda nonb3osaTtens B RabbitMQ c npaBaMu ToNbKO Ha YTEHMWE U 3aNNCb KOHKPETHOM o4e-
peau, BbINONHUTE CriegytoLlme waru:

[locTynHo Ha cepBepe, rae pa3BepHyT Apacs.
1. OTKpoMTe KOMaHAHY cTpoky Windows.

2. MNepenanTe B AUPEKTOPUIO CNONHSAeMbIX (ainnos gns RabbitMQ:

cd "c:\Program Files\RabbitMQ Server\rabbitmq_server-*.x.x\sbin"

BmecTo cMMBONa x MOACTaBbTE 3HaYeHue Bepcun RabbitMQ Server.

3. JobasbTe nosib3oBaTensa B RabbitMQ:

rabbitmgctl add_user <login> <password>

BmecTo <login> 1 <password> nogctaBsTe CBOM 3HayeHus. MogpobHee cM. Ha oduLMaNbHOM
caunTe.

4. [lo6aBbTe NoNb30BaATENIO NPaBa:

rabbitmqctl set_permissions -p / <login> "“apc.webapi.vl-access-2" ""apc.
webapi.vl-access-2" "“*apc.webapi.vl-access-2"

BmecTo <login> noacTtaBbTe CBOE 3HaYeHue. NogpobHee cM. Ha odurLManbHOM canTe.

[aHHble npaBa AalT BO3MOXHOCTb co34aTth exchange gns CKY[ Apacs, 4Tobbl 3anncbiBaTb B 04e-
penb cobbiTMs 06 M3MEHEHUM NoNb30BaTeNs. TaKkKe 3TV NpaBa AalT BO3MOXHOCTb YNTaTb U3 3TON oYe-
pean cobbiTvs AN1S AanbHelWwen CMHXPOHMU3aLN Nosib3oBaTesien ans Access.

9.5. MeTogbl B3aumopencTems c Apacs

Hayvano aHgpouHTa ans Bcex 3anpocoB (Tabnuua 39): /vl/webapi/v3.

Ta6bnuua 39. Mcnonb3yemble meTogbl CKY APACS

3apava MeTop OnucaHue

ABTopu3oBaTbcs POST /session/login/ AsTopu3saums Access B CKY/[l. ABTopusaums

MPOUCXOANT Npu fo6aBNEHUN CEpBUCA U [0
BbIXOZA M3 CUCTEMBI
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3apava MeTop OnucaHue

BbiiTi n3 POST /session/logout/ OTnpaBnsieTcs Npu nepesanycke Uiy yganeHmm

cUCTeMBI KoMnoHeHTa Apacs

MonyynTb GET /webapi/ping/ MpoBepka goctynHocTy CKY[, pas B MUHYTY.

nHdo o CKY[

Co3pgatb POST /query/ Co3paTb 3anpoc (NoJiy4eHmne faHHbIX COTPYAHMKA,

3anpoc HOMep KapTbl U Tak fanee) n nonyuynts ID 3anpoca
(query_id)

Mony4ntb POST 3anpoc Ha nosiyyeHue pesynstata (500 - yncno

pe3ynbraTt /query/{query_id}/500/ 06bekToB), ¢ ID 06bekTOB (object_id).

3anpoca

Monyuntb POST MonyyeHne gaHHbIX COTPYAHMKA

fdaHHble no ID /object/id/{object_id}/

OTnpaBuTb POST OTnpaBuTb KapTy Ha AAM/AAN KoHTponnep
KapTy AAM /object/execCmd/{object_-

id}

J/cmdEmulateCardByNumber,
OTnpaBuThb POST OTnpaBuTb KapTy Ha Apollo koHTponnep
kapTy Apollo /object/execCmd/{object_-

id}

/cmdSendCard/

9.6. fluarpammbl NpoLEeCCOB B3auMopaencTeus c Apacs
9.6.1. MogxnrwoyeHune cepsuca Apacs

[Awnarpamma npouecca (PucyHok 50).
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1 JNoBasneH cepBMc

‘ ckva ‘ ‘ 5C ‘
2 ABTOPH3IMPOBATLCH : :
POST /session/login/ ! !
- |
3 ToweH [ [
|l‘ -------------------------------------------------- - |
| 4 MonyyuTe MHbo 0 CKY [ | |
' GET /webapi/ping/ ' '
| > |
! 5 Craryc ! !
|,.‘___________________________}I --------------------- -l |
[ 6 Cozpatk ouepeds B rabbitMQ [
: 7 JlaHHBIE ouepeau : :
I*"""""""JEI' """"""""""" I:l' ____________ A 1
: 8 C030aThk 32aNPOC HA PENNUHALMID : :
! POST /query! ! !
[ q W ol |
[ 9 query_id i i
I"i'“““““"““"E““Ij!r """""""""""" A 1
| 10 MonyYnTe COTPYAHUKOE : |
: POST /query/f{query_idy/500/ F: :
| 1. Person_id, ®MO, poto, cTaTyc | '
| 12 ©OTO COTPYAHWHOB | F:
: 13 descriptor_id : |
|* ----------------------------------------------------------------

: 14 [NofaBWTh B XpaHHULLe

p— |

PucyHok 50. [inarpamma npoueccoB npu nogkntodeHnn CKY[

1. MNonb3oBaTenb fobasun B Access cepBuc Apacs.

2. Access oTnpaBnseT 3anpoc Ha aBTopu3sauuto B CKY/.

3. CKy4d BO3BpallaeT TOKeH A/ aBTopu3aumn. TOKEH UMeeT BPeMS XU3HU, MO UCTEYEHUIO KOTOPOTro

Access NMOBTOPHO BbINMNOJIHAET aBTOPU3aLMIO.
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4. Access oTnpaBfsieT 3anpoc Ha nonyyeHne nHgopmaunmn o CKYA.

5. CKY[ Bo3BpauyaeT nHdopmaLmto. Access MCnosib3yeT To/1bKo Bepcuto CKY/] ansi npoBepKu coBMe-
CTUMOCTU 1 MHopMaumn nonb3osaTens B UL.

6. Access OTNpaB/sSeT 3anpoc Ha co3aaHune ovepean B rabbitMQ ang npocMoTpa cobbITUIN COTPYLHU-
KOB.

7. CKY[ so3Bpawaet ID ovepepgn.
8. Access co3faeT 3anpoc Ha penanKauuio coTpyaHukos n3 CKY/.
9. CKY[ Bo3BpalyaeT query_id.
10. Access oTnpaBnsieT 3anpoc Ha NoyYeHre pe3ynsTaToB MO 3anpocy pennKaumm.
11. CKY[ Bo3BpaaeT person_id, ®UN0, ctaTyc, poTo, faTa U Bpems NOCNeqHEro U3MeHeHMs.
12. Access oTnpaBnsieT 3anpoc ¢ ¢poTo coTpyaHuKkoB Kk BC Ha n3BneyeHme descriptor_id (face_id).
13. BC Bo3Bpauaet descriptor_id.

14. Access COXpaHsieT MHOPMALMIO MO KaXXAO0MY COTPYAHUKY B IOKANbHOE XPaHUNLLE.

9.6.2. O6paboTka cobbiTuii Apacs npu 1 akrope

[Anarpamma npouecca (PucyHok 51).

6 MoOMCHHAPT kI

-« |

‘ TepmuHan | ‘ Amess‘ ‘ BEC ‘ ‘GI{‘H}J ‘
1 COTpYOHHH Y TEPMMHANA : :
2 ®oTo _| :
| 3 doTo |
: .4 Matumnr
| 5 descriptor_id

7 Homep kapThl

8 Pewenue of OTHPEITHH

s

- |

1
1
1
1

PucyHok 51. inarpamma npotieccoB npu 1 aktope
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1. CoOTpyZHUK Yy 6BUOMETPUYECKOro TEPMUMHaa Ha TOYKe Npoxoaa.

2. TepMuHan oTnpaBnseT B ACCess NyYllniA Kagp COTpyaHMKa.

3. Access oTnpaBnisieT B bBruomMmeTpuyeckyto cuctemy poTo COTpYAHMKA.

4. BC npon3BoguT cpaBHeHMe oTorpaduen c TepMrMHana 1 CoxpaHeHHoro B 6ase.

5. bC Bo3BpalyaeT B Access pe3ybraT MaTHMHra.

6. Access CpaBHMBAET HOMEP KapTbl MLA U HOMEP KapTbl, MOJIYYEHHbIV OT COTPYAHUKA.
7. Access oTnpasnset B CKY[] HOMep KapThl.

8. CKY[ npuHMUMaeT pelweHne o NPonycKe YyenoBeka.

9.6.3. O6pa6oTka cobbiTui1 Apacs npu 2 cpakTopax

[Awnarpamma npouecca (PucyHok 52).

‘ TepmuHan | ‘ Amess‘ ‘ BEC ‘ ‘GI{‘H’H ‘
1 COTPYAHHK y TepMMHana. | : :
2 il AN . .
\ 2®oTo |
: : 3 ®oTO :
: : .4 Matumnr
: . 5 descriptor_id

CoOTPYAHUK NPUIOKAN

6 HAPTY

-
| 7 TMowuck HAPTH

8 Home {l’ THI
p :HIJ -

9 Pewenne of OTHPLITHK

-

PucyHok 52. lnarpamma npoLeccos npu 2 paktopax

1. CoTpyAHMK Yy BUOMETPUYECKOro TEPMMHaa Ha TOYKe Npoxofa.
2. TepMuHan oTnpaBnseT B ACCESS NYYLLMIN Kagp COTPYAHUKA.

3. Access oTnpaBnsieT B bBuomeTpuyeckyto cuctemy hoTo COTpyaHMKa.
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4. BC npon3BoguT cpaBHeHmne poTorpaduen c TepMrMHana 1 CoxpaHeHHoro B 6ase.
5. BC Bo3BpawaeT B Access pe3ynbTaT MaTYMHra.

6. COTpyAHMK NpUKNaabiBaeT KapTy (MognpoLecc Cnosib30BaHMs KapTbl HE 3aBUCUT OT 06paboTKu
¢oTO, HO, KaK NpaBun/O, CHavyana NpuxoauT ¢ oTo).

7. Access CpaBHMBAET HOMEP KapTbl IML,A U HOMEP KapTbl, MOJIYYEHHbIV OT COTPYAHMUKA.
8. Access otnpasnset B CKY/[ HoMmep KapThl.

9. CKY[J npuHUMaeT peleHne o NPOonycKe YyenoBeKa.

9.7. FAQ Apacs

1. Y70 Takoe Facility_code (kog opraHusauum)?

HoMepa kapT B APACS nmetoT cMeLleHne + HoMep KapTbl. [pu CHUTbIBaHUKM KapTbl, ACCess nosiydyaeT

«KOf, opraHunsauuv + HOMep KapTbli».

B APACS nmeeTcs Tabnmua COOTBETCTBUIA CMELLEHUI U UX KOAOB OpraHunsauuii. lNpu nomMowm Tab-
MLl COOTBETCTBUI MOXHO Npeobpa3oBaTb HOMEP KapTbl B «<KO OpPraHM3auun + HoMep KapTbl B CMe-
LEHMM + HOMEep KapTbl», YTO6bl CONOCTaBUTb C faHHbIMU KapT COTPYAHMKOB B APACS.

2. YenoBek He penauumMpoBancs, YTo genatb?

Ecnv npu pennmkaumm B nore NosiBASETCs OWNOKa penanKaumm coTpygHUKa UKW ero HET B CNINCKe
LP5 (MoxHo yBunaeTb Yyepe3s LUNA CLEMENTINE), xots ecTb B CKY[], To Hy)xHO B CKY/[l nepeiTu B gaH-
Hble COTPYAHMKA > [loCTynbl, OTKAOUYNTb AKTUBHOCTb U COXPaHUTb M3MeHeHUS. [lanee BKAOUYNTL AK-

TUBHOCTb U COXPaHUTb U3MEHEHUA.
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10. CKY[ bacTtuoH

CKY[] CMHXPOHM3UPYET COTPYAHUKOB C JIOKASIbHbIM XPaHUNLLEM MEPCOH U CNYLIAET cobbITUS, Ha
OCHOBE KOTOPbIX pellaeT OTKPbIBaTb UM HE OTKPbIBATb TYPHUKET. [aHHble COBbITUSI FeHepUpPYOTCS B
Access nannnanHom CreateBastionEvent.

» Mogpepxuaemas Bepcusa CKY[ bactnoH: 2.1.11.2337, 2025.1

B MHTerpaumn c BacTMoH 2 Heo6x0AMMO MCMONb30BaTb MalnaliHbl, Bbi3blBatoLLMe 0TOHpaxeHne
TEKCTa Ha TepMunHase (pekomeHayeTcs SendToDevice, nMbo LunaEventListener npu paboTe ¢
Luna).

B nHTerpauun c BacTUoH 3 oTaenbHble NannianHbl 4ns oTobpaxeHns TekcTa He TpebytoTcs - 3Ty
dyHKUMIO BbINOMHSET CreateBastionEvent.

Mpy NOAKNIOYEHUN YCTPOMCTB HEOBXOAMMO YKa3biBaTb MMEHa TOYEK J0CTyMNa, aBTOMaTUYeCKM cre-
HepupoBaHHbIE CEPBMCOM Ha OCHOBE TouYek npoxoaa B CKY/l. YkasbiBatoTcs B Info cepBuca. OHM reHepu-
pytoTcsi B hopMmaTe «MMsl TOUKM LOCTYNa - uaeHTudrKaTop». Hanpumep: «TypHUKeT_BbIXog, - 907efa78-
cb2f-4f46-b374-785c7f9901a5».

I'IonyquHble MMEHa TOYEeK A0CTyMna HeO6XO,lJ,I/I MO YKa3bliBaTb B:

+ Mpu ncnonb3oBaHUKM BHYTPeHHUX ycTporcTB Access (HikvisionTerminal, Panda ...), yka3aTb B no-
ne «name»
+ Mpu ncnonb3oBaHUK LunaStream, ykasaTb B none «source»

10.1. NopaepxuBaembie BapuaHTbl UHTerpauuu CKYQ bactuon

YCTPOWCTBO AeTeKLMM NnL, reHepupyeT cobbiTue, Access nepepaeT cobbiTue B LP5 Ha pacno3HaBa-
Hue, LP5 obpabaTbiBaeT cobbITME 1 BO3BpaLLAeT pe3ynbTaT B Access A AanbHenwen obpaboTku.

MepeHoc fgaHHbIX nonb3oBaTenen n3 CKY/ B LP5 nponcxoguT C MOMOLLbIO ABYX MEXaHW3MOB:

¢ pennnkKauyua - MexaHn3m nepBoHa4asibHOro nepeHocCa AaHHbIX I'IOJ'Ib3OB3T€J'I€I7I;
¢ CMHXPOHM3aUunsa - MEXaHU3M NEPUOJNYHOIO NepeHoCa gaHHbIX nonb3oBartenen npn NaMeHeHnn
COCTa Ba/,Cl,aHHbIX nofib3oBaresnen.

HacTpoliky CMHXPOHM3aLMW/PENINKALUNA CM. B HACTPOMKAX CEPBUCOB.

B ka)xgon nHTerpaumu c LP5 (Tabnuua 40) ncnonb3yetcs cepeuc Luna.

Ecnv TepMMHan He MeeT CPpefCTB BbIBOAA AAHHbIX (HanpumMep, akpaHa), nannnaiiH SendToDevice
He TpebyeTcs.

Tabnuua 40. BapraHTbl MHTerpauum c LP5
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CepBuc YCTpoucTeo NainnaiH

Bastion Beward CreateBastionEvent + MatchByPhoto + SendToDevice
LunaFast2NextGen CreateBastionEvent + MatchByPhoto + SendToDevice
Dahua CreateBastionEvent + MatchByPhoto

Dahua Thermo
Fortuna315
HikvisionCamera
HikvisionCamera Thermo
HikvisionTerminal Thermo
LunaFast4A1

Panda

UniUbi

VKVision02

R20Face

CreateBastionEvent + MatchByPhoto
CreateBastionEvent + MatchByPhoto
CreateBastionEvent + MatchByPhoto
CreateBastionEvent + MatchByPhoto
CreateBastionEvent + MatchByPhoto + SendToDevice
CreateBastionEvent + MatchByPhoto + SendToDevice
CreateBastionEvent + MatchByPhoto
CreateBastionEvent + MatchByPhoto + SendToDevice
CreateBastionEvent + MatchByPhoto + SendToDevice

CreateBastionEvent + MatchByPhoto + SendToDevice

B kaxxgon uHterpaumu c KbC (Tabnuua 41) ncnonssyetcs cepeuc KbC.

Ta6nuua 41. BapuaHTbl MHTerpauunmn ¢ KbC

CepBuc YcTpoicTBO MainnanH
CbsMts + Bastion Beward CreateBastionEvent + MatchByPhoto + SendToDevice
Dahua CreateBastionEvent + MatchByPhoto

HikvisionCamera
LunaFast4Al
UniUbi

CreateBastionEvent + MatchByPhoto
CreateBastionEvent + MatchByPhoto + SendToDevice

CreateBastionEvent + MatchByPhoto + SendToDevice

10.2. CraHgapTHasa MHTErpauma c ucnonbsosaHmnem CKYJ bactmoH

MporpammHble nHTerpaumm MO CKY[ Bastion ¢ 6BoOMeTpUYECKMMM CUCTEMAMW PeaNiu30BaHbl 4/
obecneyeHuns Npoxoga pacno3HaHHbIX UL, Yepe3 TYPHUKET/OBEPb C MAarHUTHbIM 3aMKOM.

CxeMa MHTerpauum Bastion ang npoxoaa pacno3HaHHbIX 1ML, Yepes TYPHUKET/ABEPb C MarHUTHbIM
3aMKoM. lMpu nHTerpaumm ¢ Bastion ncnonb3yroTcs cTaHZapTHbIe KOMNOHEHTbI Access (PUCYHOK 53) u
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(Tabnuua 42).
Touxka npoxoga Access
MCcTOUHKMK CoofeHue MNainnaiin boto—W  ELomeTprUYecKan
e e — na3kpane — . <_| CEpBVIC BC L s
BUE0aHHbIX SendToDevice R T— Cucrema
DU escriptor_id
- L |
| My“wnii kaap * descriptor_id
oot
L |
TypHUKET YcTpolicTeO Mainnadi
a »
2 ypP P OaHHele MatChBYPhOIO
E COTRYQHMKE
(1]
KEDTE" % _ CHMrHan Ha OTHPEBITHE T
E 5 1
= a w w
3 E’ K MainnaitH P Narnsie
o OHTpOANE . -
z P P CreateBastionEvent Pewenme  COTPVAAUKE
2 of oTHpBTUK
4 Homep
CwurHan Ha OTKPBITHUE KapTel
CKY[ BactvioH Cepewc Bastion
-t - A aHHEelE
Pennukauna/

CHHXPOHU3ELMA

Tabnuua 42. OnvcaHve HTerpaunum

COTRYAHWKOE

PucyHok 53. CxeMa KOMMOHEHTOB NpU MHTerpaunm ¢ Bastion

KomMnoHeHT

Yenosek

Toyka npoxopga

NcTOYHUK
BMAEOAAHHbIX

CyunTbiBaTENb
TypHuKeT
KoHTponnep

CKY[ bactunoH

000 «BmxH/Tabe»

OnucaHue

MepcoHa, )enatLas NponTn Yepes TOYKY MPoXoaa.

Habop KOMMNOHEHTOB, MCMOMBb3YEMbIX 415 KOHTPOJIS OCTYMNa YesoBeKa.
Toyek npoxoga MOXeT bbITb MOAK/OYEHA 6olee OgHOW,
orpaHuymnBaeTcs nnueH3snen Ha CKY[. Toyka npoxoga MoXeT
MCMNONb30BaTb KaK Ha BXOA, TaK U Ha BbIXoA,. 15 KaXgoro Hanpae/ieHNUs
NCMOJb3YEeTCS CBOW CHNTLIBATENIb U UCTOYHUK BUAEO4AHHBIX.

YCTpONCTBO A4/15 U3BMIEYEHMS Kagpa ML YesioBeKa. MOXET BbiTb Kak
6rnomeTtpuyeckuii TepmmnHan (LUNA FAST 4A1 u gpyrue), nn6o kamepa,
noaKnrYeHHas Yyepes FaceStream. BoMeTpuYeCcKmii TepMmmHan
NMO3BOJISIET CO3AaTh 06PATHYIO CBA3b A5 AEMOHCTPALMU YEOBEKY
nHdopMaLmm o Npoxoge.

YCTpOWCTBO AN18 NpMeMa AaHHbIX KapTbl 4OCTYNa.
MperpaxpatoLiee yCTPONCTBO A/15 pa3rpaHMyeHns JOCTYNoB
MnaTa ynpaBneHns TOYKOW Npoxoaa.

LleHTpanbHoe MO gnsi paboTbl ¢ Bastion. XpaHUT gaHHble COTPYAHUKOB 1
NPUHUMAET pelleHne O NpefoCcTaBNeHNN AOCTYNa.
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KoMnoHeHT

MarvinnariH
SendToDevice

YCTpONCTBO ...
MannnaiH
CreateBastionEvent
Cepsuc Bastion
Cepsuc bC
MannnaiH
MatchByPhoto

XpaHunuwe

BrnomeTtpuyeckas
cncrtema

OnucaHue

KommnoHeHT Access gfis OTNPaBKM CUTHa/a Ha OTKPbITUE pene B
YCTPOMCTBO ¥ BbIBOAA TEKCTA Ha 3KpaH. Heo6XoguM ToNIbKO Npu
uHTerpauyumn CKY[ Bastion 2

KoMnoHeHT Access Ans NoayYeHus AaHHbIX OT UCTOYHMKA BUAEOAAHHbIX.
BbIbupaeTcs ucxons U3 MCMob3yeMoro yCTpoiCTBa.

KomnoHeHT Access /i NPoc/yLIMBaHuWs ovepenen cobbiTuii B Luna u
reHepaumm cobbiTuin B Access

KomnoHeHT Access A151 BbINONHEHUS PENANKALUN/CUHXPOHU3ALMUK
coTpyaHukoB 13 CKY[ n npocnylimBaHus cobbituin CKY/,.

KoMnoHeHT Access A1 B3anMoaencTBums ¢ BruomeTpuyeckmumum
Cuctemamu: gnsa LP5 3o Luna, gnst KBC - cooTBeTcTBYtOWMIN cepiric KBC.

KomnoHeHT Access a1 B3anMOAeNCTBUS ¢ BromeTpuyeckmumu
Cuctemamu.

JlokanbHasi cucTeMa XpaHeHus cBsizei Mexxay nepcoHamu CKYZ n nx
6MOMETPUYECKNMU JAHHBIMU.

CrcTeMa cpaBHEHUS 3TafIOHHOMO DOTO MEPCOHbI M NTyYLLIEro Kaapa,
MoJly4YEeHHOrO OT UCTOYHMKA BUAEOAAHHBIX. MoXeT 6bITb b0 Luna,
nnbo cepsuc nogaepxmnaemoin KEC.

10.3. HacTpoiika MO CKY[ bacTtuoH 3

1. OTkporiTe MO CKY BacTnoH-3 — MaHenb ynpaeneHus.

2. MNepenpute B pasgen ApaliBepbl > [panBep Face » KoHdurypaTop gpaliBepa «Face» > Obwwne

HacTpoWKK (PUCYHOK 54).
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% BacTuoM-3 — Mawens ynpaenenns Onepatop: q

OcHoBHOE MeHo ¥ [ipansepbl ¥ Kondmrypatop npansepa "Face"

« Ghue o foswaepoies |

y = Cepaepbl BHEWHWX CHCTEM
=

MopT ONVIF: |auag /\|V
y [] PuHecKite To4KW Npoxoda Noruy ONVIE: |username
[ BMPTYankHsie Toukn Npoxoga Mapons ONVIF: | ........
Wcnone3osate SSLTLS: |_]

MpoeepATE CEPTUNKAT KNMEHTa:
KopHesoil cepTudmkaT Ii x
CepTWUKaT cepeepa |b | | x |

Mapons 4n8 cepTdMKaTa:

CepuiHali Homep ONVIF: | serialnumberl
Janpet obpaTHoro npoxoAa & Tevenne 7 cexyHa] |

Ka4ecTeo hoTorpadui, %: 1

BeIB04MTE OWWBKK CUHXPOHMIALMN: ]
CHHXPOHM3NPOBaTE Nponycka Bes doTorpadmi: |_]

ABTOMaTHYeCKN NOATEEPXAATE ACCTYN NpK
noTepe CEA3M C COPBEPAMM BHEIHUX CHCTeM  []
npw OBYXHaKTORHOR 3YTEHTHHUKILNA:

PucyHok 54. KoHdurypauns gpansepa Face

3. YcTtaHoBUTe NOPT, NOruH 1 naponb ONVIF.
4. MepeliguTe B pa3gen «CepBepbl BHELIHUX CUCTEM» U 106aBLTE HOBbIN CEPBEP, HAXKaB «+».

5. BHacTpovike HOBOro cepBepa BBeanTe agpec Access B hopmaTte «host:port» B nons agpeca «cnyx-
6bl ynpaBneHns nporasiMn NEPCOH» N «CYXKObI COBBLITUIN», YCTAHOBUTE IOMMH 1 Napob 06eunx
cnyx6 (PMcyHoK 55).
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g BacTvoH-3 — NaHenb ynpaenedHws OnepaTop: q

OcHOBHOE MeHI0 ¥ [lpaieepsl ¥ Kondurypatop gpadeepa "Face”

s Coune o e

- CEDEEDN BHELWHWX CACTEM

4 Wma cepeepa: ilya |
B ilya Anpec cnywbe ynpasnesns npodunamm nepcon: 10.0.12.206:9091 |
5 Margo Norua: username |
» [ DUsNEcKUe TOYKK Mpoxoaa Napone: | T=mmnees |
Appec cnyx6ul cobumui: .10.0.12.206:9091 |
y [[] BYPTYaMEHEE TOUKW MpoxXoAa L
Noruwa: usermname |
Mapons:  feeeeean. |
Vicnons308aTe SSLITLS: ]

MpoeepATs cepTU(UKAT cepeepa:
MNpoBepATE MMA cepBepa:

KopHeso# cepTuhukaT | %
OTNpaenaTe CepTUUKAT KNMeHTa

CepTMdMKaT KnWeHTa ||| X

Mapons ANA cepTudmkaTa:

PucyHok 55. KoHdburypauus cepepa BHELIHUX CUCTEM

6. MNepenpnTte B pasgen «Pusnyeckme TO4KM Npoxoga» U fobaBbTe HOBYK TOYKY NMPOXOAA, HaXaB

«+»,
7. BbibepuTe Touky npoxoga Asepb N R{N}.
8. B none «OnncaHue» BBeaUTe Ha3BaHMe Kamepbl, paboTatoLweli ¢ 3ToN TOYKON Npoxopaa.
OnuvcaHne TOYKM NPOXOAA AO/HKHO COBMNagaTb C UMEHEM YCTPONCTBA B ACCESS.
9. BbibepuTe pexxum paboTbl «[JOCTyN B pexxume naeHTudukaumnm» (PUcCyHok 56).

Mpy N3MeHeHUN pexurma y ToUuku npoxoga B CKY/J HeobxoamMo nepesanycTuTb cepBuc Bastion B

Access 1 3aHOBO MHNLMNPOBATb pPerninKaLmio.
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IIi.f"' BacTnon-3 - Mawens ynpasnedna Onepatop: q

OcHOBHOE MeHI0 ¥ [Ipaieepsl » KoHurypaTop apaieepa "Face"

4 == CepBepLI BHelHNX CHCTEM [LEEH doorl
=
. onncaHme: | 12 |
E ilya
Permnm paboThl: | DocTyn B pexume naeHTudMKaumn (No nuuy nnvlvl
Margo
E 9 ABTOMATHYECKN nogTeep*AaTe JOCTYN l:l
(BpeMenHan HeWCNPARHOCTE BHELWHER CHCTE MEI):

4[] DWanecKie TOUKK NPOXOA3
Brumarve! Brawovenne pemnma geyxdakTopHoi

doorl ayTenTudMKaLmm TpebyeT BKNIOYUTE PEXUM LOCTYNE C
(N | nogTEepxAeHWeM 0ns cunTeiBaTens 8 CKY[ ELSYS. Bcem
MPONYCKaM, KOTOpLIE AON#HL MMETE AOCTYN Ha HANPaBAEHUAX

4[] BUPTYyankHEIE TO4KK NPOX04a Npoxoga, pafoTaoWwmny B pexuMe ABYXDaKTOPHOR
ayTeHTudnKaLmy, GomxeH BuTs 330aH YPoBeHs NONHOMIYNRA
[ deor2 «[locTyn ¢ NoaTEEpXAeHIem s, NP NePeKNoHeHnH N3 PEXUME

ARYxPAKTOPHOR 3yTeHTUdUKAUMM B NioBol ApyroR HeobxoauMo
y6paThk AOCTYN ¢ NOATEEPHASHHEM ANA CHATLIBATENA W
NRONYCKOB.

PrcyHok 56. KoHdurypaums Toukm npoxoga

10. CoxpaHuTe N3MEHEeHNS, HaXKaB MKOHKY OUCKETbI.
11. HacTpoiTe ynpaBneHue nponyckamu: bacTmoH 3 > Blopo NponycKoB.

12. Co3paiiTe HOBYIO 3asiBKY Ha nponyck. Mepengute B pasgen 3asBku > HaxmuTe «+» Ha naHenu
NHCTPYMeHTOB (PMCyHOK 57).

7| BacTuoH-3 - Biopo npo

Mponyck Pennvkauua CnosapW  WHCTpyMeHTw OT4yéTw  MTN

Q - & Blu@E@
030aTk HOBYK 3ARBKY Ha nponyck (Ctrl+N) - 3ansnn (0) BeigaHHwe (13) Mpocpo4eHHbie (0}

a EPI‘ |@ @ DoTo .tbamunun - .HMSF OT4ecTBO .Taﬁenbuuﬁ HOMep

4 5 Bee (18)
4§ visionlabs (11)
BB otnen KpyTeix (3)
4 [ Oprasnzaums He yrazada

BB OToen He yrazaH

. |

Beero: 18 (107 mannnceryHa) Bwbpado: 0

PucyHok 57. Co3gaHue 3a8BKM Ha NpornycK

13. 3anonHuTe HeobxoguMble Nons U HaxmuTe OK (PucyHOK 58).
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CeoncTBa nponycka

MNepcoda cozgasa: 24.01.2025 11:31:19

i = |E S % MepcoHa | Npomyck YpoeeHs OocTyna MNpodwunn PekxBuanTe MaTepuaneHele Nponyc '_
DamMHnna: |Em
Wma: .Humnaﬁ
OT4ecTBO: . Hukonaesn
Opranvzauna: che .
MecTo paboTui: Bee E%
TabensHeid HoMep:
HonxHecTe: He yrazan v&
KoMMEHTapMA:

PucyHOK 58. 3anonHeHre 3as9BKN Ha NPONyCK

14. Bblgava nponyckoB. MepenanTe B 3asBKM -> BbibepuTte LeneByto 3asBKy > HaxMmuTe «BblgaTth npo-

MYCK» HA NAHeNW MHCTPYMEHTOB (PUCYHOK 59).

7| BacTuoH-3 - Bopo NpoMycKos

Nponyck Penavkauwa Cnosapu WHCTpyMeHTw OT4éTw  MTN

O +-—- -3 6 m&DR B

e

CTpyKTypa opraHnig Ay

4 @ visionlabs (11}
B otnen kpyTeix (3)
4 [ Oprasnsalna He yrasaHa

8 OToen we yrazaH

Beero: 19 (124 mvnnnceryHasl) BeibpaHo: 1

BrigaTs nponyck (Ctri+F5) 3anaKmn (1 BriflaHHRe (12 Mpocposernbie (0)
= - -
5 g @ @oTo | @aMuana v | Wma OTuecTBO TabensHein Homep | b
4 (5 Bee (19) Unckapupse Hukonai Hukonaeewy £

PucyHok 59. Bbigaya nponyckoB

15. OTMeTbTe NMYHKT «BblgaTh HOBYHO KapTy focTyna» -» CreHepmpoBaTh C/ly4aliHbii Kof - Bbigats (Pu-

CYHOK 60).
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Bbinaya nponycka

Uunckapunse HAKonan HAKonaesny
. BLinaTe HOBYK KapTy gocTyna
t- HEX: 0000001BD841

() DEC: (]
\ Cepua/romep:
54, CreHepupoBaTs CyHafHeil Kog

BulfaTk CYLWecTEYIOLULYI KapTy gocTyna

[ | NevaTs nocne euigaun k OTMEHa

PucyHok 60. Bbigaya nponyckos

BblgaHHble NponycKa 0TobpaxatoTCs Ha BK1afKe «BblgaHHbIex.

16. PepakTupoBaHue nponycka. lMepenguTe Ha BKNagKy BoigaHHble > Heobxogumblin nponyck -> CBoW-

CTBa nponycka.

10.4. HacTpouka pByxc¢haKTOpHOU TOYKM gocTyna bacTuoH

1. OTtkponiTe MO CKY[ BacTnoH-3 — MaHenb ynpaeneHus.

2. MepenguTe B pasgen [paiisepbl > [panBep Face > KoHdurypatop gpansepa «Face» > ®dusnve-
CKMe TOYKM Npoxoaa v Bbibepnte/no6aBbTe TOUKY NPOX0Aa.

3. B none «OnucaHve» BBEANUTE Ha3BaHME KaMepbl, paboTatoLel € 3TOM TOYKON Npoxoaa.

OnucaHne TOYKM NPOX0AA AO/MKHO COBNagaTb C UMEHEM YCTPOMCTBA B ACCESS.

4. BbibepuTe pexxum paboTbl «[JocTyn B pexxume aByxhaKTOPHOM ayTeHTUdUKaLMm».
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Mpu n3MeHeHUN pexrma y Touku npoxoga B CKY/J HeobxomMo nepesanycTuTb cepBuc Bastion B
Access.

5. CoxpaHuTe N3MEHEHUSI, HAXKaB UKOHKY AUCKeTbI (PUCYHOK 61).

& BacTHoH-3 — MaHens ynpasneHus Onepatop: o

OCHOBHOE MeHI ¥ Jipaieepsl ¥ KoHdmrypatop npaisepa "Face”

= X
1
. O6uilEorparurs vamenennn (-5 R

4 == CEDBEphl BHELIHWX CUCTEM Mms: doorl
=

. Onucanne: 12
= ilya

Pemum paboTe: |ﬂ,n(Tyn B peMWMe BYX(haKTOPHON ayTeHTHdMKS
B Margo

ABTOMaTHYECKW NOATBERXAATE AOCTYN
{!pﬁ MEHH3A HEMCNMPAaBHOCTE BHELU HEM CUCTEMBI):

4 [[] PHM3NHECKIE TO4KM NPOXOA3

BHUMEHWE! BRAKOYEHWE pEXUMa ABYXDaKTOPHOR

| doorl ayTeHTUdKUKALMK TpeByeT BKAKHHTE PEXWM JOCTYNA C
NOAOTESPXASHNEM ONA C4MTsIBaTENA B CKYM ELSYS, Bcem

APOMYCKaM, KOTOPbIE AONMHE! MMETE AOCTYN Ha HaNPaBNEHWAX

4 [ BYRTYankeHee To4KkN Npoxona npoxoAa, paboTaolwmx B pexuMe qsyXhaKTopHORA
SYTEHTUMKALMM, DONKEH GbiTh 3303H YPOBEHE NONHOMOYMI
E door2 «,U.OCTyrl C noaTeepRASHAEM =, an NEPERNIOHEHAN W3 PEXNME

ABYyx(pAKTOPHON ayTeHTHdUKaLWK B niobol gpyron Hechxogumo
yBpaTe AOCTYN © NOATEEPKASKWEM ANS CYMTHIBITENR W
APOMYCKOB.

PrcyHok 61. KoHdurypaums Touku npoxofa ans 2fa

6. OTkpowTe MaHenb ynpaBneHus 1 nepengute B pasgen Apansepsl > MNpodunm HacTpoek nepco-
Hana (PucyHok 62).
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[#%| BacTuow-3 - Mawens ynpasnexws Oneparop: q

OcCHOBHOE MeHI0 ¥ JlpaWBepbl

[lononHnTenwbHele Nons
%)
'  PepakTHpOBaHWe CrPaBOYHWKa
AONGAHATENBHBIX NOAER ANA
YCTPORCTE

Dpaneep "Face"

#
KoxthurypaTtop
Apaneepa “Face”

Elsys
N -
Pl & = a3
Kouurypatop Menegxep WHwuwanusauna | | BoccTaHoBnexne Npodmnm
HOHUrypauni HICTpOEK npoToKONa HACTPOSK
obopynoBaHns nepcoHana cobeITHA nepcoHana

4

PucyHok 62. Mpodunam HacTpoek nepcoHana

7. BbibepuTe npocunb - MonHOMOUNS 1 BKAOYUTE DYHKLMIO «OCTYN C NOATBEPXAEHNEM»,

8. CoxpaHuTe U3MEHEHUS, HAXXaB MKOHKY ANCKeTbI (PUcyHOK 63).
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[#*| BacTon-3 - Manens ynpaenesnns Onepatop: g

OcHoBHOe MeHio ¥ [lpaneepwl ¥ Elsys. Mpodunu nepconana

HaspaHWe Npodna: | 1o yMondaHn

Wcnone3yeTca gna 19 kapT gocTyna

{3 3anpeT gocTyna

PeXuM OocTyna

[ ] moctyn Tonsko no MUH-koay

[ | Boctyn Toneko no kapte

D Mpoxog B peXUMe crpaHuyeHa ocTyna

[ ] He npepocTaensTe gocTyn

¥npasneHne oxXpaHol
[ | Mpaeo cTasnTe Ha oxpany
[ | npago chumaTe ¢ oxpars

PDopMUpoBaTE cobBITHE
() HeT cobuimuit

) =

(@) LeicTane 1

P -

[ ) DeacTane 2

() BeicTane 3

NoAHOMO4Y KA

o

[ ) ObkiMHuIe

OCTYN C NOATEERHOSEHNEM

() NMpaeo noaTeep#aaTe gocTyn

PUCYHOK 63. BKtoueHve JOCTyna C NOATBEPXKAEHNEM

9. B Ul Access nepenante Ha BKnagKy «CepBUCHI» U HAKMUTE HA KHOMKY pecTapTa KOMMOHEHTa
Bastion. B info komnoHeHTa Bastion npoBepbTe HacTpoliky «enabled_2fa» Toukm goctyna,
KOTOPYIO pefaKTpoBanu Ha npeablgyLiem Lware.

10.5. MeTopbl B3aumopeincTeus ¢ bactuoH

Access BbICTYMaeT B ponun cepBepa 1 knveHTa (Tabnuua 43).

OTnpaBka MeTopoB ONVIF B Access npoucxogmnT Ha aHANounHT POST /vl-access/webhook/service/onvif/{compone
id}.

Ta6bnuua 43. Vicnonb3yemble MeTogbl CKY[ BacTuoH

3apava MeTopg OnucaHue

MonyynTtb POST /onvif/ 3anpoc k CKYA. Mony4yeHue ID Toyek gocTyna (KOHTPO/IepoB)

TOYKM gocTyna  accesscontrol  [Ans py4HOro CONoCTaBNEHMUs KaMep/TEPMUHANOB 1 TOYEK
pgocTtyna
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3apava MeTopg OnucaHme
MonyynTb POST /onvif/ MonyyeHne cnncka component_id ONVIF cepBucoB Access gns
CNUCOK device_service nopgkntoveHus

cepsucoB ONVIF

Co3paHue CreateCredential MeTopg ONVIF
nonb3oBaTesis

O6HoBNEeHME ModifyCredential MeTog ONVIF

nosib3oBatens

YoaneHue DeleteCredential MeTtog ONVIF

noJsib3oBaTens

Co3paHue CreatePullPoint MeTtop ONVIF. Moanucka Ha cobbiTuA.

NoAMUCKN Subscription

MonyunTb PullMessages MonyyeHusi cObbITUS fEeTEKLUMN COTPYAHUKA. 3anpocC
cobbITHS oTnpasngeTcs Kaxable 10 ceKyHA, 1 oXxungaeT 10 cekyH 0o
peteKkumm nosiBfeHuns Kagpa.

10.6. fluarpammbl npoL,eccoB B3aumogencTeus ¢ bactuoH
10.6.1. NopgknroyeHue cepeuca baCTUOH 1 peninKaLuua COTPYAHUKOB

[Aunarpamma npouecca (PUCYHOK 64).
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LUNA Access CKY]] Bastion | @
1 [Io6aBneH cepenc. | : :
'Dl D -"l | ]
| 2 MonyynTE MHGO O TOUKAX AOCTYNa : |
: POST /onviffaccesscontrol F' :
: 3 CNUCOoK TOUEK O0CTYNA : :
o] Y ! I
' MonyyuTe cnucok OMVIF cepeucoe [
L' POST fonvifidevice_service : :
I 5 Maccue compaonent_id ' I
i F i
Pennukauua coTpyoHuKoB ./ : :
| g [MOYUMTE CIIUCOK BCEX NEPCOH | |
i GetCredentiallnfolist | i
I'i 1 ]
: 7 CNUcoM NepcoH B Access : :
| PafoTa ¢ NepcoHanu | |
I 8 CreateCredential / DeleteCradential / I
: ModifyCredential | :
I* ] ]
! 9 ©OTO COTRYAHMHDE !
: S ~
I 10 descriptor_id I
- | |
i 11 JofasuTe B XpaHunuLLe [ i

CofbiTHA npoxogos 1f )/

' 12DTHpblTbnmanHg,rHacnﬁblTHH :
CreatePullPoint Subscription |

MpocnylKeaHke cobuITHi

13 PullMessages

ff

14 CobeiTHe Npoxoaa :
P -

15 Pewenue of
OTHDEITHM TYPHUHETA

PucyHok 64. [lnarpamma npoueccos npu nogxknoveHns CKY/
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10.

11.

12.

13.

14.

15.

MoaknoyeHne cepsuca
Monb3oBaTenb Aobasun B Access cepuc Bastion.

Access oTnpasnseT 3anpoc B CKY/[] ans nonyyeHus Tovek npoxopga. NonyvyeHHble TOYKM Npoxoaa
oTobpaxatoTcs B noJie info cBOMNCTB cepBuMca. 3anNpoc UCNONb3YeTCs B KaYeCTBE NPOBEPKM AOCTYI-
HocTu CKY/.

CKY[l Bo3BpalyaeT TOYKKN gocTyna.

CKY[ oTnpasnseT 3anpoc B Access A9 NONyYeHUs Crncka cepBmMcoB Access NoaaepKMBaroLLmx
npotokon ONVIF.

Access Bo3BpauiaeT component_id ONVIF cepsucos.

Pennukauus coTpyaHUKOB

CKY[ oTnpaBnseT 3anpoc B Access A5 nosiy4yeHns Cnncka Bcex nepcoH.
Access BO3BpaLLaeT CrMCOK NepCoH.

CKY otnpaenset B Access 3anpoc POST /vl-access/webhook/service/onvif/{component_id}
CreateCredential (nnn DeleteCredential ModifyCredential) gns paboTbl ¢ coTpygHukamu B
XpaHununue Access.

Access oTnpasnseT 3anpoc ¢ poTo coTpyaHuKoB k BC Ha nssneyeHune descriptor_id (face_id).
BC Bo3Bpalaet descriptor_id.

Access coxpaHsieT MH(OPMaLMIO MO KaXXAOMY COTPYAHUKY B NTOKaSbHOE XpaHUANLLE.
Co6biTus npu 1 hpakTope

CKY[, oTnpaBnsieT 3anpoc B ACCess Ha OTKPbITUE NOAMMUCKN Ha NoflyYeHre cobbITUI (nyywmne Kag-

pbl YeJIOBEKA Yy TEpMUHana).

CKY[ pa3 B 10 cekyHp oTnpaenseT 3anpoc POST /vl-access/webhook/service/onvif/{component_-
id} PullMessages Ha oxunpaHue cobbiTs npoxoga.

Access Bo3BpaLlaeT cobbiTue npoxoga B CKY/,.

CKY[ npuHMMaeT peweHne 06 OTKPbITUM TePMUHANA.

10.6.2. O6paboTka cobbiTuii BacTuoH npu 2 pakTopax

[Awnarpamma npouecca (PUcyHOK 65).
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CKY]] Bastion LUNA Access @

MpocnylwMeaHue coOLITHA
PullMessages

1

-
2 @oTO COTPYAHMKA

3 ®oTO

4 MaTuuur

-—

*5 PesynsLTaT MaTuMHra |

6 CobuiTHe npoxoaa

1
1
]
1
1
]
1
1
]
1
1
]
rol
PeweHue 06 OTHDLITHM

! 7 TYPHHEETA

PucyHok 65. lnarpamma npoueccoB npu 2 chaktopax

1. Access pa3 B 10 cekyHp oTnpaBnseT 3anpoc PullMessages B CKY/[l Ha oxxugaHue cobbiTusi npoxoga.
2. B Access nocTynaeT nyywWmMiA Kagp cOTpyAgHWKa y TepMUHana.

3. Access oTnpaBnsieT B bruomeTpuyeckyto cuctemy hoTo COTpyaHMKa.

4. BC npou3BoguMT cpaBHeHMe poTorpaduin c TepMmHana n coxpaHeHHou B 6ase.

5. BC Bo3BpaLaeT B Access peLueHmne o NpefocTaBneHy goctyna.

6. Access Bo3BpallaeT cobbiTue npoxoga B CKY/A,.

7. CKY[ npvHMMaeT peLieHne 06 OTKPbITUN TEPMUHANA.
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11. CKY[] bonup,

MporpamMMHo-annapaTHasl UHTerpauus, Heobxogumas ansa ceasm LP5/KBEC n NO CKYA Bonung gns
obecneyeHuns ynpaBneHus CBA3aHHbIM YCTPOMCTBOM (Nprbopbl cepumn C-2000 MK MHbIE COBMECTMMbIE
¢ NO bonug ycTpolicTaa).

Ansa paboTbl fo/MKEH 6bITb YCTAHOBNEH U 3aMYLLEH JIMLEH3NOHHbIA MOAYNb MHTerpauumn OproH
MPO. Bepcua bonng —1.20.3. Bepcusa mogyns uuterpaummn OpuoH lNMpo — 1.4, 1.5.1.

MHdopMauroHHoe B3anMogencTBre obecneymBaeTcs Yepes nakeT NporpaMMHOro obecneyeHns
aBTOMaTM3npoBaHHoe paboyee mecTo (APM) «OpuroH Mpo».

Mopynb nHTerpaumun OpuoH MNPO nnueH3npyeTcs oTAENbHO.

Mopynb nHTerpauun sensetcs SOAP web-cepBMCOM, BOCTYN K KOTOPOMY OCYLLECTBASIETCS MO Npo-
Tokonam HTTP/HTTPS, onucaHue Beb-cepBuca cootTBetcTByeT cneundukaumm WSDL Bepcum 2.0.

CKY[ nogaepxmBaeT paboTty Ha OC Windows 7/8/8.1/10 (32 bit nnu 64 bit).

11.1. MogpepxuBaemMbie BapuaHTbl MHTerpayum CKY[ bonup,

YCTPOWCTBO AeTeKLMM NnL, reHepupyeT cobbiTue, Access nepepaeT cobbiTue B LP5 Ha pacno3HaBa-
Hue, LP5 obpabaTbiBaeT cOObITUE 1 BO3BPaLLaeT pe3ynbtaTt B Access ans ganbHenwen ob6paboTku.

MepeHoc AaHHbIX nonb3oBaTenen n3 CKY[ B LP5 nponcxoguT C MOMOLLbIO ABYX MEXaHM3MOB:

¢ pennunkauyusa - MexaHn3m nepBoHa4asibHOro nepeHocCa AaHHbIX HOﬂb3OBaTeﬂeﬁ;
¢ CMHXPOHM3aUuunsa - MeXaHU3M NepnognyHoOro nepeHocCa gaHHbIX nonb3oBartenen npn NaMeHeHnUn
COCTa Ba/,ﬂ,aHHbIX nofb3oBarenei.

HacTpoliky CMHXpOHM3aLMn/penanKaLmm cM. B HaCTPOMKax CepBUCOB.
B kaxxpgon nHTerpaumu c LP5 (Tabnuua 44) ncnonbsyercs cepsuc Luna.

Ecnn TepMmHan He UMeeT CPeacTB BbiBOAA AaHHbIX (HanpuMep, 3kpaHa), narinnarid SendToDevice
He TpebyeTcs.

Ta6bnuuya 44. BapunaHTbl HTerpauum c LP5

Cepsuc YcTpoiicTBo MainnnaiH
19
Bolid + Beward MatchByPhoto + SendToDevice + SendToController

GateController /
PusrController

LunaFast2NextGen MatchByPhoto + SendToDevice + SendToController
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CepBuc YcTpoiicTBo NainnaiH
Dahua MatchByPhoto + SendToController
Dahua Thermo MatchByPhoto + SendToController
Fortuna315 MatchByPhoto + SendToController
HikvisionCamera MatchByPhoto + SendToController
HikvisionCamera MatchByPhoto + SendToController
Thermo
HikvisionTerminal  MatchByPhoto + SendToDevice + SendToController
Thermo
LunaFast4A1 MatchByPhoto + Custom2FA
Panda MatchByPhoto + SendToController
UniUbi MatchByPhoto + SendToDevice + SendToController
VKVision02 LunaStreams + MatchByPhoto + SendToDevice +

SendToController

R20Face MatchByPhoto + SendToDevice

2¢

Bolid + LunaFast4Al Custom2FA + MatchByPhoto

GateController/
PusrController

B kaxxpgon nHterpaumm c KbC (Tabnumua 45) ncnonbsyetcsi cepeuc KBC.

Tabnuua 45. BapuaHTbl uHTerpaumm c Kb6C

CepBuc YcTpoicTeo MavnnaiH
CbsMts + Bolid  Beward MatchByPhoto + SendToController +
+ SendToDevice
GateController
/
PusrController
Dahua MatchByPhoto + SendToController

000 «BmxH/1abc»

HikvisionCamera

LunaFast4Al

MatchByPhoto + SendToController

MatchByPhoto + SendToController +
SendToDevice
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CepBuc YcTpoicTBO NainnaiH
UniUbi MatchByPhoto + SendToController +
SendToDevice
R20Face MatchByPhoto + SendToController

11.2. CraHgapTHas UHTerpauusa c ucnosbsoBaHmem bonupg

Mpw nHTerpauum c bonmp ncnonb3yroTca CTaHAAPTHbIE KOMMNOHEHTbI Access (PUCYHOK 66) 1 (Tab-

nnua 46).

(2) Mo ——————-]

(1) Kapra—P-

Touka npoxoga Access
CooBweHue
1 o o
MeTounmk i zrpar (npw 16) MannnanH —®oro—M  BuomeTpuueckan
. Cepsuc BC .
BUAEOJaHHbIX SendToDevice R P——— Cucrema
DUO I lescriptor_i
~ .
Jyuw v kagp » . P descriptor_id
YcTpoiictBO ... [ ®oto
Homep kapT - COTPYQHMKES v I
T Mpw 2 MaAnnaiH
F HWHKET
5 yp MaiinAaiin MatchByPhoto
E ‘ Custom2FA Lantbie
] CWrHan Ha oTKpeIThe T COTPYAHWEE
E - PelweHe 06 OTRPEITMI
= LaHHee
o HOHTpO}]J’]ep COTRYAHKWES
KoHTponnep
‘ | GateController
Homep
CurHan Ha OTHRBRITHE
1 KapThI
CKY[ Bonmg Cepswc Bolid
- T HAaHHEIE
Penankaup s/

COTRYAHWKOB
CHHXDOHHIALNAA

PucyHok 66. Cxema KOMMOHEHTOB Npu MHTerpauum ¢ Bolid

Mpu ncnonb3oBaHmu 1 MHTerpawmm (6e3 KapTbl) KOMNOHEHTbI Mepefayn HoMepa KapTbl B Access

He TpebyeTcs.

Ta6bnuua 46. OnvcaHne MHTErpauun

KoMnoHeHT

OnucaHue

YenoBek

Toyka npoxopa

000 «BmxH/abc»

MepcoHa, Xenatowas NPoNTH Yepes TOUKY MPOXoga.

Habop KOMMOHEHTOB, MCNOMb3YEMbIX 419 KOHTPOS JOCTyMNa YesoBeKa.
Touyek NpoXoaa MOXET 6bITb NMOAK/OYEHa 6oiee 0gHON,
orpaHuyunBaeTcs nuueH3uneld Ha CKY[. Touka npoxofa MOXeT
MCMNONb30BaTb KaK Ha BXO[, TaK U Ha Bbixod. 15 KaXaoro Hanpas/ieHNs
NCMNOJb3YeTCS CBOW CYMTLIBATENIb U UCTOYHUK BUAEOAAHHbIX.
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KoMnoHeHT

NCTOYHUK
BUAEOAAHHbIX

CynTtbiBaTEND
TypHuket
KoHTponnep

CKY/, Bolid

MarvinnaniH
SendToDevice

YCTpONCTBO ...

MarinnaiH Custom2FA

KoHTponnep
GateController

Cepsuic Bolid
Cepsuc bC
Mannnaiiu
MatchByPhoto

XpaHunuuwe

BrnomeTtpuyeckas
cuctema

000 «BmxH/1abc»

OnucaHue

YCTPOWNCTBO A5l U3BNIeYEHUS Kagpa nnua YenoBeka. MoxeT 6bITb Kak
6uomeTpuyecknii TepmmnHan (LUNA FAST 4A1 u gpyrue), nnbo kamepa,
nogKato4YeHHas yepes FaceStream. BuoMeTpuyecKuin TepMmnHan
Mo3BOJISIET CO3aTb 06PaTHYHO CBA3b AJ1S1 AEMOHCTPALUY YENOBEKY
NHdopMaumm o npoxoge.

YCTPOWCTBO A/19 NpMeMa JaHHbIX KapTbl 4OCTyNa.
MperpaxpgatoLiee yCTPONCTBO A5 pa3rpaHMyeHns JOCTYNoB
MnaTa ynpaBneHuns TOYKOW Npoxoaa.

LleHTpanbHoe MO gnsi paboThl ¢ Bolid. XpaHWT gaHHble COTPYAHUKOB U
NPUHNMAET peLleHne 0 NpefoCcTaBNeHUn AocTyna.

KomnoHeHT Access N OTNPaBKU CUrHaa Ha OTKPbITUE pene B
YCTPOWCTBO U1 BbIBOJA TEKCTA HA IKPaH.

KoMnoHeHT Access Ans NoayYeHus AaHHbIX OT UCTOYHMKA BUAEOAAHHbIX.
Bbi6upaeTcs ucxons U3 UCMoIb3yeMoro yCTpoucTBa.

KoMnoHeHT Access peanunsyrowmnin 1oruky npu pabote B pexume 2d.

KoMnoHeHT Access A1 B3anMOAENCTBUS C KOHTposinepom CKY/,.

KomnoHeHT Access A/19 BbINOMHEHWUS PENINKALUN/CUHXPOHU3ALNN
coTpygHukoB 13 CKY/] n npocaywmeaHms cobbitmin CKY[,.

KomnoHeHT Access /19 B3auMofaencTeusi c bruometTpuyeckmmm
Cuctemamu: gns LP5 3to Luna, gns KBC - cooTBeTcTBYtOWMIN cepiric KBC.

KomMmnoHeHT Access ona B3aI/IMO[J,el7ICTBMFI C 5I/IOMeTpI/I‘-IeCKI/IMM
Cucrtemamn.

JNlokanbHasi cucTeMa XxpaHeHusi cBsizet Mexxay nepcoHamu CKY/ u nx
6UMOMETPUYECKUMU JAHHBIMU.

CrcTeMa CpaBHEHUs 3TafIOHHOMO DOTO MEPCOHBI U NTyYLLIEro Kaapa,
NoJIy4HeHHOro OT UCTOYHMKA BUAEOAAHHbIX. MoxeT 6b1Tb nbo Luna,
nvbo cepsuc nogaepxmpaemont KEC.
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11.3. HacTtpoiika CKY[ Bonug
11.3.1. NogroToBuTeNbHbIE pgeicTBUsA ¢ MO «OpuoH Mpo»

[Ansa3anycka n HacTpoliku Bolid HeobxogrMo BbINOAHUTL MOArOTOBUTENbHbIE fencTBus ¢ MO «Opu-
OH [po»:

1. 3anycTuTe npunoxeHune LleHTpanbHbil cepBep OpuoH Mpo.
2. 3anyctuTe npunoxeHune 06ono4vka cuctemsl (Orion Shell).

3. Ha naHenu Orion Shell Heobxogumo 3anycTutb Mogynb AB[] (PvcyHOK 67):

=Bl 6@ & D W

03 Ab[l Ptuetel YPB Mexnemkep llepcoHansHan KnueHT uco
Cepeepa KapTo4yka CTaTHUCTMEM

PucyHok 67. 3anyck Ab/] Ha naHenu Orion Shell

4. 3anyctute Mopgynb nHterpauum OpuoH lMpo.

5. 3anyctuTe Ha naHenu Orion Shell OnepaTtuBHble 3agayn (03), ecnn He 3anyCcTUANCL aBTOMaTHYe-
CKWN.

11.3.2. flo6aBneHune coTpyaHukKa B OpuoH Mpo

1. [06aBUTb HOBOIO COTPYAHMKA. 3aN0NHUTL HEOBXOANMbIE MosA (PUCYHOK 68) cornacHo npaBuiam
CO3[,aHUs COTPYAHMKOB Ha 06bEKTE:

2. NepenpguTe B pasgen COTpyaHUKHM
3. HaxmuTe KHOMKy «406aBUTb»
4. 3anonHuTe HeobxoavMble MO COTPYAHMKA

BbibepuTe cTaTyC «XAGMUHUCTPATOP», AN LPYrOl OTAEN C COTPYAHUKAMU, Y KOTOPbLIX €CTb MOJIHbI
[OCTYM K CUCTeMe.
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Hactpoiika Cepeuc  Cnpaexa

QeDP0BRQOSERO g
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e z | | E—
Bee AxTHBHDIE Apxvs e Yeonersl Bes kapT ~_—
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H OTuecTeo [
g Craryc [ Aamrsrcrpatop o
§ WHH =
Pab. Teneddn l
Now. lw
= s (7 il
D Ie"“- CNNCOK -~
Mpuanna
D‘l’m
[ [ TEY
= Noppasnenerme | |
OUCK. N0 DA w
[ % HomunocTs | | b
<

| MNpagwrs Ynane B apus Mesare

PucyHok 68. [lJobaBneHve HOBOrO COTPYAHMKA

5. Jo6aB1Tb HOBOMY MO/Ib30BATENIO YPOBEHD JOCTYNa «MakcMMyM» 1 3agaTb Naponb (PUCyHOK 69).
6. MepenguTe B pasgen Joctyn;

7. HaxxmuTe lo6aBuTh;

8. BbibepuTe HYXKHOFO COTPYAHMKA, BBEAUTE Naposib

9. BbibepuTe ypoBeHb gocTyna Makcumym
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Hacrpotika Cepeuc Cnpaexa

QS90S R@O

| Bce nogpasaenenus

=Y ek

& Napont ANA Nporpant

M PIN - ko

M Gpenok TouchMemory

M Proximity kapra

& Ornevarox nansua Bl0Access

~

[] NpocpoueHHele napo
[ K104 ¢ HEBEPHBIMM AGHHEIMM

Cotpyanux | NaB NABNBNAACT XAN0pNa

Tun kopa | YnanenHoe ynpasnenue ~ | Morwm |1234567
| Kon | [}

Contact 1D [0
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€ [1ai02020 (@000 23 Mo [80a2030 [H|[2359 3D
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a

MNaponu cotpyarukos (7] I

~
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~

‘ X‘ (SauTaTD)

KorteHTapHit

Dara Bpema Dnucanue

e OfMeHs!

Ynanento vomerge LGN

‘ MNpasure. I Dodasuts I Yaanure

PrcyHoK 69. 3agaHune ypoBHS [OCTYNa COTPYLHUKY

11.3.3. flo6aBneHune ycTpoicte B OpuoH Mpo

. Jo6aBuTb HOBbIN pa3gen (PyucyHok 70):
Bbl6paTb BKNaaKy «CTPYKTypa CUCTEMbI»;
BbIGpaTb «pa3gensi»;

BbIOpaTh BCe «Pa3gesnbi»;
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=2 AR Opwon Mpo

Hactpoiika Cepewc Cnpaska

* i ;
(! i L 2 ey ' — - I
% bl € 2 Ly = o

I [Aapec 17, C2000-2 ] Katuer 210

] [fapec 18, C2000-2 1 Tambyp 206

] [Aapec 19, C2000-2 ] KatuHer 332

] [Aapec 20, C2000-2 ] KatuHer 330

I [fapec 21, C2000-2 ] Kopugop 323

] [Aapec 22, C2000-2 | Apuqe oTAENE KAGPOE
] [fapec 23, C2000-2 : Touka goctyna 3.4
] [fapec 24, C2000-2 ] KatuHer 315

] [fapec 25, C2000-2 | Kopugop 311

] [fapec 26, C2000-2 ] Kopuogop 414

] [Bapec 27, C2000-2 1 Touka goctyna 4.2
] [fapec 28, C2000-2 1 TypHuker 1

[[]  [Cwmesarens 1} Tupruket 1 exoa (32]

o--&--E--E-- - - - - - -

IE

[Cuvreisatene 2 TupHket 1 Beiwon
o [Bxog 1} WC T, Npugop 28
85 [Bron 2} WIC 2, Nputop 28
B8 [Bron 3} WC 3, Mputiop 28
oo [Bxog 4] WC 4, Nputop 28

=4 [Bewog 1} Pene 1, Mpugop 28

=4 [Bewog 2] Pene 2, Mpugop 28
0| [Aopec 29, C2000-2 | Katurer 406
0 [Aapec 30, C2000-2 1 Kopuoop 402
0 [Aapec 31, C2000-4 ] KapronpyémHuk
0] [Aapec 32, C2000-2 ] TypHukeT 2
0] [Aapec 33, C2000-2 ] C2000-2 [33]
0] [Aapec 34, C2000-2 ] C2000-2 [34]

[200] 2 aTaw_aAlMNC
[300] FaTaw_AMNC
C

E--E-E

[2]: T naeHeIN BXoa,
[3]: KiorHaTa oxpaHe!
[4]: Bei=oa 1 B aTpiyr
[8]: EysHa

[B]: 3an kysHU

[+ EZ 171 CPI
Hara Bpetaa Onmcanme
28.10.2020 130817 ORIOMN-ARM [127.0.0.1 ). RefrezshT ablesD ata erinonHAsTCA
28102020 130817 . CpaeHeHue WHopmauku & B I W nprdopas
28.10.2020 13:08:44 : Nepezarpyzka b1l & Aagpe saeepweHa, komnetorep ORIOM-ARM [127.0.0.1)
28.10.2020 13:09:56 . RefreshT ablesD ata
28.10.2020 13:09:56 ORIOMN-ARM [127.0.0.1 ). RefrezshT ablesD ata erinonHAsTCA
28102020 13.09:57 . CpaeHeHue WHopmauku & B I W nprdopas
28.10.2020 1310:20 : Nepezarpyzka b1l & Aagpe saeepweHa, komnetorep ORIOM-ARM [127.0.0.1)

Hﬂaﬂﬂe

EEbIE DOMEHE
A [laElTN) )

PucyHok 70. 3agaHue ypoBHS 4OCTYMa COTPYOHUKY
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6. MpuBA3aTb yCTPOMCTBA K BHOBb CO3aHHOMY pa3geny (PucyHok 71):
7. BbibepuTe pa3gen.

8. HaxmuTe KHOMKy «[J06aBUTb».

F R ms et m—mm = — g mprmep am—

[topec 31, C2000-4 ] KapTonpuénHie

#

0| [Aopec 32, C2000-2 ] TypHuker 2
0| [Aapec 33, C2000-2 ] C2000-2 [33)
0| [Aapec 34, C2000-2 ] C2000-2 [34]
=2 (27 Momewenue N106

= [28]: MoreweHue N=103
[29]: MoreweHue N=102

[30]: MoreweHue M101

- 8

3.28.1] TypHuker T BRog

[1.3.28.2] TypHureT 1 BeiFOa

[1.3.32.1] TypHukeT 2 Bxoa
[1.3.32.2] TypHuKET 2 BbiFOa

[44]: K.nanoean M2208

[48]: MoreweHue MN2206

Dara Bpetaa OnucaHu1e

28.10.2020 130817 ORION-aRM [ 127.0.0.1 ) RefreshT ablesD ata et
28.10.2020 130817 . CpaBHEHWE WHPpopMaumK B B 1 nputopas
28102020 130844 : Mepezarpyzka B B Aope 3a8epWEHa, KoMK
23102020 130356 - RefreshT ablesD ata

28.10.2020 13:09:56 ORION-aRM [ 127.0.0.1 ) RefreshT ablesD ata et
28.10.2020 13:09:57 . CpaBHEHWE WHPpopMaumK B B 1 nputopas
28102020 131020 : Mepezarpyzka B B Aope 3a8epWEHa, KoMK

HaaneH EHHEIE TAGMHUEL  CeTepble obmeHs!
Mpal HogaeuTe Ygamire

PucyHok 71. MpuBsi3ka yCTPOMCTB K pa3aeny

9. MepenaunTe K CNUCKY YCTPOMICTB 1 BbibepuTe Heobxogumbie (PUCYHOK 72):
10. BbIAENUTb €ro M HAXXMUTE KHOMKY [>>] AN5 nepeHoca B akTUBHOE MNOJE;
11. NMoaTBepanTe U3MeHeHns Haxas [OK];

12. HaxxmuTe KHOMKy «CoXpaHUTb».
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] [Bapec 25, C2000-2 | Kopuaop 311 2 Onpepenenie cocrasa pasaencs X
[] [Aapec 25, C2000-2 ] Kopuaop 414
0] [fapec 27, C2000:2 } ToukaaocTyns 4.2 (CL Lo . ) Bxopul, cocToRwme B pasgene
£ U [Aapec 28, C20002 ] Tapriacer T - ﬁ ;x::; 1'; EZ;;;; ; ;:;::ﬂ 5" 0 1321k Tpawer 1o
L [Bwmemarens 1} Tuprcer 1 Bxaa [32) F Jaapec 18' 20002 } T awabyp 206 ] [1.328.2] Typruker 1 Bbimon
L [Cwmemarens 2] Typracer 1 eeion 7 Jhapec 13: C20002 } Katurer 33 le [1:3.321] Typruacer 2 euon
= {::x ;} EE ; ;E::z; ;: ] JAapec 20,C20002 } Kabimer 33 I [-3322F Typruer 2 sbnca
32 [Bxon 3} UIC 3 Mputiop 26 o Mawe 2 L0002} KDDﬂ
S B UCA Ttz (L] hapec 22, C2000:2 | Apwd »
2 R B e
4 [Bewon 2] Pene 2, Mpuop 26 = [Auzec 5, A2 | Ko 1
[0]  [Aapec 29, C2000-2 | Katuner 406 c 7 {apec 25’ o002 ]' Copvgon 41
LI [fapee 30, E2002 | Kopuace 402 [0 [Aupes 27, C2000:2 F Towa aoen
] [Bapec 31, C2000-4 | Kapronpuemrie : —
[0 [apec 32, C2000-2 | Typrurer 2 el o bwen: %]’“T"JDLV:K;
0] [Aapec 33 C20002 ) C2000-2 (33) 0 [Comomaron 2] Tarmea
0] [Agpec 34, C2000-2 ]: C2000-2 (34] = .
T T T e
] 129] 1 I0MELEHHE N 1UZ = [Biuon 2: WWC 2, Nputiop 26
a 30} Moraeuerue N1 01 28 [Bxea JELC 3. Mpueiop 20
[31} Momensrusa 2 sTama 22 [Buon 41 WC 4. Nputiop 23 &
o (92} visionlabs - [Bowon 1]: Pene 1, Mpusor
n [1.3.28.1] TypHureT 1 Bron =’ [Bewon 2] Pene 2. Mpution
11,3292} Tapruaer 1 oron 0] Japec 29, C2000:2 | Katuner 40
=l [1.232.1) TuypHuker 2 exon (0| [Aapec 20, C2000-2 | Kopraop 40
[ (12322} Typrurcer 2 semon [0 [bapec 31, 020004 | Kapranpuér
[44]: Knanosan N:208 i 2
[45] Nomewenme N206 e
61} Knanopan He227 Urtena
[53} Momewesrue 3 5Ta%3
JDara Bpera OnueaHue
28.10.2020 130817 ORION-4RM [127.0.0.1 ) RefreshT ablesD ata oinoaasTca
28102020 130817 CpasHenue wrdoprau & B 1 npuiopar
28.10.2020 120844 MNepezarpyska b B Aape sasepweHa, komneiorep ORION-4RM 127.0.0.1]
28102020 130956 FefreshT ablesata
28102020 130556 ORION-4FM [127.0.0.1 | RiefreshT ablesDiata emosetos
28.10.2020 120957 CpasHeHue HHPOptaLmW9 & BJIL W npudopas
020 1310:20 Nepesarpyaka b1 & aaps sasepusHa, komnsiorep ORION-ARM (127.0.0.1)

HOH3MEHEHHEIE TABMMUE  Cerestie ofMeHs

CoxpaHus OrreHa

PucyHok 72. NMpurBsi3Ka yCTPOWCTB K pa3geny

13. OTpegakTupoBaTb ain orion.ini B nanke ¢ yCTaHOBNEHHbIM NpunoxeHnem OpuoH Mpo (pacno-
JIOXKEH No yMon4yaHuto: C: \BOLID\ARM_ORION_PRO1_20_3), nobaB1B B Hero napameTpbl (npu
NX OTCYTCTBUMK):

[Checkerdb]
Remarks=1
timechecker=5
Logon=1
RemoteCmd=1
CmdOn=1
[ChangeDB]
on=1

14. MNepe3anycTnTb BCe NpunoxeHns OpunoH lMpo.

11.3.4. HacTpoiika npunoxeHusa «MOAY/1b UHTErPALLN OPUOH MNMPO»

Ansa HacTponku npunoxenus «MOAY/Tb UHTEMPALUN OPVUOH MPO» Heo6X0AMMO BbINOAHUTL Clie-
aywouine aencTems:
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1. CkayaTb oduUMANbHLIA AUCTPUBYTUB NPUNOXKEHUS «Mogdy/b WHTerpauum OpuoH [po»
no CCbINKe: https://bolid.ru/production/orion/po-orion/po-integration/

mod_integr_orion_pro.html.

2. 3anycTuTb YCTAHOBKY. [1oc/e OKOHYaHUS YCTAHOBKM 3amnyCTUTb MOAY/b, MPOBEPUTb HACTPOMNKU
nogkntoyeHns k b, ecnn Bce BepHO, 3anycTUTb Moayb. Ecnn Bce paboTaeT npaBuabHO HeObXo-

OVMO 3aKpbITb MOAY/b.

3. YcTaHOBUTH MOAYNb ANSA 3aMycKa Kak Cnyx6y, Ans 3Toro Heob6xoaAnMO BbIMONHUTL B TEPMUHANE
KOMaHAay OT UMEeHUN agMUHNCTPATOpPa B NankKe C yCTaHOBNIEHHbIM MOAYyieM (pacnonox(eH no ymon-
YaHuto: C: \BOLID\IntegrServ):

IntegrServ.exe /INSTALL

4. BnaHenu ynpaBneHne CUCTEMOIN HEOBXOAMMO HAaNTU YCTaHOBIEHHYIO CNYXOY M 3anyCTUTb ee, Ha-
)KaB MpaByH KHOMKY MbILIM U BbIGpPAB NYHKT «3anycTuTb» (PUCYHOK 73).

£} MessagingService_41a35 CoyxBa, o..
Q;Microsoftﬁpp-‘u’ Client Manages A...
-E;?;Microsoft Edge Elevation Service (MicrosoftEdgeElevationService) Keeps Micr...
\':;?;NVIDIA Display Container LS Container...  Bel
-E;?;Ofﬁceﬁ-iSDurce Engine CoxpaHeH...

------ Goent to h..

Orion Pro Integration Service

s Unond - Device Interface Mutepded.. Bel
-E;?;Plug and Play Mozsonaer.. Bl
\':;?;PrintWDrlcﬂow_MaBS PaBounii n...
J.‘.;?;Quality Windows Audio Video Experience Cuality Wi...

-.,';3 Realtek Audio Universal Service Realtek Au... Bel
Q;Shared PC Account Manager Manages p...
-.,';3 SMP guckoebix npoctpadcTe (MaikpocodT) CnyscBa ys...
-Ej SQOL Server (SOLSERVER2008) Ocywecte..  Bei
-.,';3 SQL Server (SOLSERVER2012) Ocywects..  Bol

PucyHok 73. laHenb ynpaBneHns CUCTeMO

11.4. MeTogapbl B3aumopgencTteusa c bonug

[Ans obmeHa gaHHbIMK ¢ CKY[ ncnonb3yetcs APl (Tabnunua 47).

Ta6bnuua 47. Vicnonb3yemble meToabl CKY[ Bonvp

3apava Onepauus OnucaHue
MonyyunTb GetService MonyyeHune Bepcuun CKY[, ans npoBepKM COBMECTUMOCTU U
nHdo o CKY[ Info oTobpaxeHus B Ul. MpoBepka goctynHocTn CKY[ (Kaxayo MUHYTY).
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3apava Onepauus OnucaHue
MonyynTb GetDb MonyyeHne cTaTyca NpPaBUALHOCTM BBOAA SIOMMHA/Naponst y4eTHON
cTaTyc ChangelLog 3anucu B CKY[,.
asTopusaummn ItemsCount
ABTopu3oBaTtb GetlLogin AsTtopusaums Access B CKY[]. ABTopur3aL s MPOUCXOAUT Npu
Token pobaBneHnM cepBuca U Nepep NCTeYeHEM TOKeHa (3a 10 MUHYT)
Mpoanutb Extend Mpwv BbINOMIHEHMW 3aMPOCOB MPOBEPSAETCA BPEMS XKU3HU TOKEHA.
TOKeH Token 3anpoc BbINOMHAETCS €C/IM CPOK XM3HU TOKEHA MOAXOANT K KOHLY
Expiration
MonyunTb Get Pennunkauusi U CMHXpOHU3aLuus coTpyaHuKkoB (person_id, ®UO,
COTpYygHMKOB Persons cTaTyc, GoTo, AaTa v BpeMsi nocnegHero nameHeHus) us CKY[ s
NoKanbHoe xpaHunuue. NMponcxoanTt utepayMoHHoO no 500 CTPoK.
MonyynTb Get Mony4yeHne gaHHbIX cOTpyaHMKa u3 CKY[ (person_id, ®U0, cTaTyc,
nHdopma- PersonByld oTo, gaTa 1 BpeMsa nocnegHero n3MeHeHus)
Lm0 o
COTpYAHUKE
MNony4nTb Get Keys MNony4yeHwne kapt Tuna PROXIMITY no Bcem cOTpyaHMKaM.
HOoMep BbibupatoTcs caMble NOCNefHUE ANs KaXA0ro COTPYAHUKA
KapThbl
MonyunTb GetDb MonyyeHne cobbITUIN COTPYAHUKOB (fobaBneHve, U3MEHeHNe nnu
cobbITHA Change yaaneHue) Kaxaple 5 ceKyHa,
Logltems
Count

11.5. lnarpamMmmbl NpoL,eCccoB B3aumogencrTeusa c bonug
11.5.1. MNoaknro4yeHue cepsuca bonupg,

[Awnarpamma npouecca (PucyHok 74).
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1 JofasneH cepeMc

‘ cKa | ‘ 5C |

5 MonyunTe MHpo 0 CKY T | |

GetsSernvicelnfo ! !

- |

3 Bepcwr CKY [ [

4 MpoBepHTE NOTMHMAPONL ! |

GetDI:uChangeLﬂgltemsCﬂunth: :

5 Crartyc ! !

|* ......................... ':". ................. i i

[ 5 ABTOPHAWPOBATLCR [ [

: GetLoginToken : :

] h-I ]

' 7 ToMeH goctyna ' '

:.‘ ...................... ﬂ ..... ':"' ............. : :

' g Mony4ynTE COTPYAHHKOE ' '

: GetPersons : :

1 h-I 1

: g Person_id, MO, poTo, : :

i CTaTyC i i

I...‘ ........................................... [ [

| 10 ©OTO COTPYAHMHOB | |

1 D}rﬂ 1 .rl
: 11 descriptor_id :

.q ...........................................................

PucyHok 74. lnarpaMma npoLeccos npu nogkatoyeHns CKY/

1. Nonb3oBaTensb fobasun B Access cepauc Bolid.

2. Access OTMpaBfisieT 3anpoc Ha nony4vyeHne nHdopmaymm o CKY[.

3. CKY[, Bo3BpalaeT nHdopMauuto. Access npoepsieT gocTynHocTb CKY[ 1 ncnonb3yet Bepcuto

CKY[ ons npoBepKu COBMECTUMOCTM U MHbOpMauum nonb3osatens B Ul.

4, Access OoTMpaBAsieT 3anpoc Ha KOPPEKTHOCTb Napbl IOMMH/Naposb OT y4eTHoM 3anucu B CKY/.

5. CKY[ Bo3BpallaeT CTaTyC aKTUBHOCTW y4€THOM 3anucu. Ec/iv 3anmch akTMBHA, To paboTa Npoaon-
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xaetcs.
6. Access oTnpasnseT 3anpoc Ha asTopu3sauuio B CKY[.

7. CKY[l Bo3BpallaeT TOKEH A/151 aBTOpU3aLnmM. TOKEH UMEET BPEMS XMU3HU, MO UCTEYEH MO KOTOPOro
Access MoBTOPHO BbINOJHAET aBTOPU3aALMIO.

8. Access OTMpaBAsieT 3anpoc Ha nonyvyeHne MHOpMaLMn 0 COTPYAHMKaX A5 penMKaunum JaHHbIX
B /TIOKa/IbHOE XpaHUNLLE.

9. CKY[ Bo3BpalyaeT person_id, PO, cTaTyc aKTUBHOCTU /151 OAHO3HAYHOCTH, hOTO, AaTa 1 BpeMs
NOCNeAHEro U3MeHeHus.

10. Access oTnpaBsnsieT 3anpoc ¢ hoTo coTpyaHnKoB K BC Ha nssneveHue descriptor_id (face_id).
11. BC Bo3BpaLaeT descriptor_id.

12. Access coxpaHsieT MHhOPMaLMIO MO KaXA0MY COTPYAHUKY B IOKaNbHOE XPaHUMLLE.

11.5.2. O6pa6oTka cobbiTu Bonup npu 1 pakrope

[Aunarpamma npouecca (PUCYHOK 75).

| TepmuHan | | Access | ‘ BC ‘ ‘ GateCﬂntrﬂIIer| |CI{¥J] |

1 COTpyaHMK Y TEpMHHANa

2 doTo
3 doTo

4 MaTunHr

-«

]
]
|
5 descriptor_id | |
]
]

6 MOoMCK KAPTH

-«

Y

& Homep HAPTH

|l

9 PelleHre of OTHDLITHK

7 Hownep HapThi
]
]

PucyHok 75. inarpamma npotieccoB npu 1 axktope

1. COTpygHVK Yy BUOMETPMYECKOro TepMMHaNa Ha TOUYKe MPOoXoaa.
2. TepMuHan oTnpaBAsieT B ACCESS NYYLINIA Kagp COTPYAHMKA.

3. Access oTnpaBnseT B buomeTpuyeckyto cuctemy (bC) hoTto coTpyaHuka.
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4. BC npon3BoanT cpaBHeHMe doTorpacdurelt C TepMUHana u CoxpaHeHHoro B 6ase.

5. BC Bo3BpawaeT B Access descriptor_id.

6. Access MLLET HOMep KapTbl COTPYAHMKa Yepe3 cooTHeceHue descriptor_id u person_id.
7. Access oTnpaBnsieT Homep KapTbl B GateController.

8. GateController nepegaet Homep kapTbl B Gate Wiegand, koTopbIli B CBOK OYepefb NepefaeT ero
koHTponnepy CKY[.

9. KoHTponnep CKY[ npuHMMaeT pelieHme o NponycKke COTPYAHMKA.

11.5.3. 06pab6oTka cobbiTU Bonup npu 2 pakTopax

Anarpamma npouecca (PUCYHOK 76).

CoTpyaHuk ‘ Touxa npoxona | Access EC

1 COTPYAHHK ¥ TEPMHHANS
Py ¥ p da a-._

2 ToTo

3 doTo

4 MAaTyWHr

6 MpuHnaaciBasT KapTy

-
T CofbiTHe npoxona

_'B CHUIHAaN Ha OTHDRITKe

PucyHok 76. inarpamma npoueccoB npu 2 hakTopax

1. COTpyAHVK Yy BUOMETPUYECKOTO TEPMMHAsIa Ha TOYKE MPOXoAa.

2. TepMuHan oTnpaBnseT B ACCess NyYlLniA Kagp COTpyAHMKa.

3. Access oTnpaBfisieT B bBruomMmeTpuyeckyto cuctemy poTo COTpYAHMUKA.

4. BC npon3BogmT cpaBHeHMe dhoTorpadumm c TepMmHana 1 CoOXxpaHeHHOro B b6ase.
5. BC Bo3BpalyaeT B Access pelleHne o NnpefocTaBieHnmn gocTtyna.

6. COpr,D,HVIK NPpUKNaabiBaeT KapTy (I'IO,D,I'IpOLLeCC NCNOJIb30BAaHUA KapTbl HE 3aBUCUT OT O6pa6OTKM
$hoT0, HO, Kak NpaBuUNo, CHa4yana NpuxoauT dhoTo).
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7. Toyka gocTyna oTnpasnsieT uHgopmauuio B Access no SSE o npoxope (ID Touykmn goctyna, Hanpae-
neHuve npoxoga v person_id).

8. Access arpernpyeT nHdOpMaLmIo 0 KaXXaoM haKTope 1 OTNPAaBASET HAa KOHTPOANEP CUTHAN Ha
OTKpbITME TOYKM fOCTYNa.

11.6. bonupg FAQ

1. Noyemy He Mory fobaBuTb PoTO COTPYAHMKa pa3mepom 6onee 100 K6?

« B OpuoH Mpo MoxeT cOpocnTca MaKCMManbHO AoNyCcTUMbIN pa3smep ¢oTo Ao 100k6. Heobxoan-
Mo neperitu B AB OpuoH lMNpo HacTpoiika > HacTpoliku > MepcoHan > «<MakcumanbHbIl pasmep
dboTorpacumii coTpyaHMKoB, Kb» ycTaHoBUTL 10240 Kb (10 MB) nnu 6onbue.
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12. CKY] Gate

NHTerpaumoHHbI MOgynb (Sync.exe), 3anycKaemblli B gupekTopumn Gate Server, onpegenseT usme-

HeHus B Bl CKY[]l 1 oTnpaBnsieT MU3MeHeHMs Ha ip:port yka3aHHble B chaiifie HacTpoek .env. Access npu-

HUMaerT, o6pa6aTb|BaeT 3anpocbl U BHOCUT COOTBETCTBYIOLNE M3MEHEHMS B CMUCOK Luna.

MNoppepxnsaemas Bepcus CKY[: Gate Terminal 1.22.95, Gate Server 1.22.95

12.1. NopgpepxuBaemblie BapuaHTbl HTerpayumn CKY/[ Gate

YCTPONCTBO AeTeKuun L, reHepupyeT cobbiTue, Access nepegaeT cobbiTve B LP5 Ha pacno3HaBa-

Hue, LP5 obpabaTbiBaeT cobbiTUE 1 BO3BpalLaeT pesynsTaT B ACCess As fanbHenwen o6paboTku.

MepeHoc fgaHHbIX Nosfib3oBaTenei n3 CKY[ B LP5 nponcxoguT ¢ MOMOLLbIO ABYX MEXaHWU3MOB:

¢ pennnkauuna - MexaHn3m nepBoHa4asbHOro nepeHocCa AaHHbIX I'IOJ'Ib3OBaTeJ'Iel\/'I;

¢ CMHXPOHM3aUunA - MEXaHU3M NEPUOONYHOIO NepeHoCa AaHHbIX nosib3oBaresiei npn N3AMEHEHUN

COCTaBa/maHHbIX NoNb30BaTeNEN.

HacTpoliky CMHXPOHM3aLMK/penINKALUN CM. B HACTPOMKAxX CEPBUCOB.

B kaxxgon uHTerpaumu c LP5 (Tabnuua 48) ncnonbsyercs cepsumc Luna.

Ecnu TepMmnHan He UMeeT CpefCcTB BbiBOAA AaHHbIX (Hanpumep, 3KkpaHa), nannnanH SendToDevice

He TpebyeTcs.

Tabnuua 48. BapnaHTtbl MHTerpauum ¢ LP5

CepBuc YCTpOMUCTBO

NannnaiH

Gate + Beward
GateController /
PusrController

LunaFast2NextGen
Dahua

Dahua Thermo
Fortuna315
HikvisionCamera

HikvisionCamera
Thermo

HikvisionTerminal
Thermo

000 «BmxH/abc»

MatchByPhoto + SendToDevice + SendToController

MatchByPhoto + SendToDevice + SendToController
MatchByPhoto + SendToController
MatchByPhoto + SendToController
MatchByPhoto + SendToController
MatchByPhoto + SendToController

MatchByPhoto + SendToController

MatchByPhoto + SendToDevice + SendToController
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CepBuc YcTpoiicTBo NainnaiH
LunaFast4Al MatchByPhoto + Custom2FA
Panda MatchByPhoto + SendToController
UniUbi MatchByPhoto + SendToDevice + SendToController
VKVision02 LunaStreams + MatchByPhoto + SendToDevice +
SendToController
R20Face MatchByPhoto + SendToDevice
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13. CKYA Parsec

MNoppepxuneaet Bepcuto CKY[ ParsecNET 3: 3.11.629 39.
CepBuc no3BonseT obpabaTbiBaTh 3anpockl oT CKY/], Takme Kak:

+ nepepgaya CNm1cKa COTPYAHUKOB B TOKasbHOE XpaHUNLLE NEPCOH,
+ pobaBneHune/pegakTMpoBaHne/yfaneHve COTPYAHNKOB B IOKaIbHOM XPaHUANLLE NEPCOH,
 MOMy4yeHune cobbITUN AeTEKL MU C YCTPONCTB.

CepBuc BbINoNHAET criegytolwme 3anpocsl B CKY[:

+ otnpa.ka url agpecos ONVIF cepBucos,
+ MonyvyeHne ngeHTNrKaTOpOB TOYEK JOCTYyNa.

Mpu 3anycke cepBuca, CHavana 3anpaLmBaTCs UAEHTUGUKATOPbI TOYEK JOCTYNa U reHepupyoT-

CcAa X UMeHa.

CKY[ onpawwuBaeT Access Ha Hanuune JeTeKTOB, U POPMUPYET OTBET, B KOTOPOM COAEPKMUTCS

naeHTUUKaToOp COTPYAHMNKA, a TaKKe AEHTUhMKATOP TOYKM focTyna.
Mo Mepe BO3HMKHOBEHUS BaMAHOW feTeKLuMmM nua, cepBrc Bo3Bpalyaet oTeeT B CKY/.

Mpy NOAKNHOYEHUN YCTPOMCTB HEOBXOAMMO YKA3bIBAaTb MMEHA TOYEK JOCTYMNa, aBTOMaTUYECKU Cre-
HepMpoOBaHHbIE CEPBMCOM Ha OCHOBe ToueK npoxoaa B CKY/]. YkasbiBatoTcs B Info cepBurca. OHU reHepu-
pytoTcs B hopmMaTe «MMs TOYKM JOCTyNa - uageHTUduKaTop». Hanprumep: «TypHUKeT_BbIXog, - 907efa78-
cb2f-4f46-b374-785c7f9901a5».

Mony4yeHHble UMEHa TOYEK AOCTyNna He0bXoAMMO YKa3blBaTh B:

« MMpu ncnonb3oBaHUKN BHYTPeHHUX ycTpolicTB Access (HikvisionTerminal, Panda ...), yka3aTb B no-

ne «<name»
« [pu ncnonb3osaHnu LunaStream, yka3saTtb B none «source»

13.1. Nopgaep)xuBaemblie BapuaHTbl UHTEerpauumn CKy[ Parsec

YCTPOMNCTBO AeTeKLMn L, reHepupyeT cobbiTue, Access nepefaeT cobbiTue B LP5 Ha pacno3HaBsa-
Hue, LP5 obpabaTbiBaeT cobbiTUE 1 BO3BpaALLAET pe3ynsTaT B ACCess A5 fanbHenwen o6paboTku.

MepeHoc gaHHbIX Nonb3oBaTenen s CKY B LP5 nponcxoauT € MOMOLLbIO ABYX MEXaHU3MOB:

¢ pennnkauyunsa - MexaHn3m nepBoHa4asibHOro nepeHocCa AaHHbIX I'IOJ'Ib3OBaTeI'Iel7I;
¢ CMHXPOHM3aUunsA - MEXaHU3M NEPUOONYHOTIO NepeHoCa AaHHbIX nosib3oBaTesien npn NaMeHeHUN

cocTaBa/faHHbIX Nofib3oBaTenen.

HacTpoiKy CUHXpPOHM3aLUN/pennmKaLmm CM. B HACTPOMKAX CEPBUCOB.

B kaxgown nHterpaumm ¢ LP5 (Tabnnua 49) ncnonb3syeTtcs cepBuc Luna.
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Ecnun TepMUHan He MeeT CPefCcTB BbIBOAA AAHHbIX (Hanpumep, 3kpaHa), nannnaH SendToDevice

He TpebyeTcs.

Ta6bnuua 49. BapvaHTbl nHTerpaumm ¢ LP5

CepBuUC YCTpoOICTBO NaiinnaiH

Parsec  Beward SendToParsec + MatchByPhoto + SendToDevice
LunaFast2NextGen SendToParsec + MatchByPhoto + SendToDevice
Dahua SendToParsec + MatchByPhoto

Dahua Thermo
Fortuna315
HikvisionCamera
HikvisionCamera Thermo
HikvisionTerminal Thermo
LunaFast4Al

Panda

UniUbi

VKVision02

R20Face

SendToParsec + MatchByPhoto
SendToParsec + MatchByPhoto
SendToParsec + MatchByPhoto
SendToParsec + MatchByPhoto
SendToParsec + MatchByPhoto + SendToDevice
SendToParsec + MatchByPhoto
SendToParsec + MatchByPhoto
SendToParsec + MatchByPhoto + SendToDevice
SendToParsec + MatchByPhoto + SendToDevice

SendToParsec + MatchByPhoto + SendToDevice

B kaxxpgon nHterpaumm c KbC (Tabnumua 50) ncnonbsyetcs cepsuc KBC.

Ta6nuuya 50. BapraHTbl nHTerpaumm ¢ KBC

CepBuc YcTpoiicTBo NaiinnaiH
CbsMts + Parsec  Beward SendToParsec + MatchByPhoto + SendToDevice
Dahua SendToParsec + MatchByPhoto

HikvisionCamera
LunaFast4A1l
UniUbi

SendToParsec + MatchByPhoto
SendToParsec + MatchByPhoto + SendToDevice

SendToParsec + MatchByPhoto + SendToDevice
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13.2. CtaHpgapTHas MHTErpayus ¢ ucnosib3oBaHuem Parsec

Mpu nHTerpauum ¢ Parsec ncnonb3yroTCst CTaHAAPTHbIE KOMMNOHEHTbI Access (PUcyHOK 77) v (Tabnu-
ua 51).

Touka npoxopga Access
CooBueHue Ha
3kpaHe ToTo
WeTouHmk - MaitnnaiH | buomeTpudeckas
My o——— . Cepsuc bC -
BUOEO0AHHbIX SendToDevice e EE— Cuctema
I descriptor_id
Tyuwmii SHO 4 descriptor_id

doTo
A
MNannaiin

TypHuret YcTpoHCcTBO ... voro—#=  MatchByPhoto
CurHan Ha OTEPBITHE
1
MNainnaiH
Kormponnep " PeweHue ob
SendToParsec oTHpEITUN Aarineie
Homep COTPYAHWKE
+ COTPYAHW KA
CurHan Ha OTEPBITHE
|
CRY[l Parsec Cepswuc Parsec
-t - AaHHele
Pennukaup s/ COTPYOHHWKOB

CHHXPOHM3ELHA

PucyHoOK 77. CxeMa KOMIMOHEHTOB MNpu UHTerpaumm ¢ Parsec

Ta6auua 51. OnuncaHue MHTerpauun

KoMnoHeHT OnucaHune
YenoBek MepcoHa, xenawLas NpouTH Yepes TOUKY Npoxoaa.
Touka npoxopga Habop KOMMOHEHTOB, MCMNOMIb3YEMbIX 4151 KOHTPOJIS OCTYMNa Yes0BeKa.

Toyek npoxoga MOXeT ObITb MOAK0YEHa 6oslee OgHON,
orpaHuumnBaeTca nuueHsmneli Ha CKY[. Touyka npoxofda MoXeT
MCMNOb30BaTh KaK Ha BXOA, TaK U Ha BbIXoA,. [15 KaXgoro Hanpae/ieHNs
MCMOJb3YEeTCS CBOM CHUTLIBATENIb U UCTOYHUK BUAEOAAHHbIX.

NCcTOYHUK YCTPOWNCTBO A5l 3B/IeYEHUs Kagpa nua YenoBeka. MoXeT 6bITb Kak

BMAEO4AHHbIX 6rnomeTtpuyeckunin tepmmnHan (LUNA FAST 4A1 u gpyrue), nn6o kamepa,
nopaktoyYeHHas Yyepes FaceStream. BuomeTpuyeckuii TepMuHan
Mo3BOJISIET CO34aTb 06PaTHYH CBA3b AJ1S1 AEMOHCTPALMY YENTOBEKY
nMHdopMaLMm 0 NpoxXoae.

TypHUKeT Mperpaxgatollee yCTPONCTBO A5 pas3rpaHNYeHns 4OCTYMNOB

KoHTponnep MnaTta ynpaBneHns TOYKON Nnpoxoaa.
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KoMNOHEeHT

CKY/[, Parsec

MannnanH
SendToDevice

YCTponcTBO ...

MavinnaliH
SendToParsec

Cepsuc Parsec
Cepsuc bC
MannnaiH

MatchByPhoto

XpaHunuwe

BrnomeTtpuyeckas

cncrtema

OnucaHune

LleHTpanbHoe MO ans paboTbl ¢ Parsec. XpaHUT gaHHble COTPYAHUKOB U
NPUHUMAET peLleHne 0 NpeaocTaBaeHn gocTyna.

KomnoHeHT Access ans OTNpaBKK CUIrHana Ha OTKPbITUE pefie B
yCTpOI;ICTBO M BblBOa TEKCTA Ha 3KpPaH.
KoMnoHeHT Access ans nonydyeHnda AaHHbIX OT MICTOYHUKA BUAEOAAHHbIX.

BbibupaeTcs ucxons 13 UCMob3yeMoro yCTpoicTBa.

KomnoHeHT Access anis obMeHa gaHHbiMu ¢ CKY/.

KomnoHeHT Access AN BbINOMIHEHMSA PenNKaLMm/CUHXPOHM3aL N
coTpypHukoB 13 CKY[ v npocnylwmsaHums cobbiTnin CKY[,.

KoMnoHeHT Access A1 B3anMoaencTBums ¢ bBromeTpuyeckmumum
Cuctemamu: gnd LP5 3to Luna, gns KBC - cooTBeTcTBYtOWMIN cepiric KBC.

KomnoHeHT Access A1 B3auMofdencTeusi C buomeTpuyecknumm

Cuctemamu.

JlokanbHasi cuctema XxpaHeHus cBsizein mexxay nepcoHammn CKY n nx
6MOMETPUYECKUMU JAHHBIMU.

CrcTeMa cpaBHEHUS 3TafIOHHOMO DOTO MEPCOHbI M yYLLIEro Kaapa,
NMoJTly4YEeHHOrO OT UCTOYHMKA BUAEOAAHHBIX. MoXeT 6bITb b0 Luna,
nmbo cepsuc nogaepxnaemoin KBC.

13.3. HacTtpouka N0 CKYA Parsec

[Ans 3anycka n HacTpoiikn MO CKY/[ Parsec yctaHoBuTe Parsec.NET v 3anycTute nporpamMmy «Agmu-

HUCTPUpPOBaHME» U NPOBEPLTE HACTPONKM (PUCyHOK T78):

1. Y6eguTbcs, 4TO 3anyLeH «PaclumpeHHbI pexmnm» (Gainn->PacluMpeHHbIN pexum).

2. MepeinTn B pasgen «Pegaktop 060pypoBaHnNs» N y6eanTbCS, YTO KOHTPOAIEPbI MOAK/TOYEHDI.
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NEE
@ JAopynoEaHHE
LIRS

E-[7=) CHCTEMA
HesaperuoTpHpOEaHHEE

E}ﬂ DESKETOP-MICATIS

@) He nogknkqere)

a# |Pideo Camera

® KEYGUARD

- |Z] PROGRAM

=2k UDP:DESKTOP-M3ICATS

S

PucyHok 78. Pa3pen «PegakTop 060pyfoBaHus»

3. B KaXgoM Heobxo4MMOM KOHTpPO//Iepe, YyCTaHOBUTL Cliefytolne HacTPOMKN BO BKNaAKe «Pexu-
Mbl npoxofa» (PMcyHok 79).

4 ParsechlET 3 - SYSTEMparsec (Paciumpentbii pexum)

© aiin Vncrpywentel Bug Momoue

fga-w-& 3-9

| DBopuacEatie

o Coperme |[2) Penaktuposare | XX ) Omenime

P =] ‘ “u i
= CUCTEMA Otue | REHNBHERTE ! Mpasa
- [H Hesaperucrpuposaisie son perie
= i@ DESKTOPMICATIS Onucarme Onucarie asepi
@ He nognovers:
- 8 IPViden Camera OcroBriie HacTpoiiky  Fevumelnponona fonoaHureseHsie GyHKuHA
m KEVGUARD Pestiam ¢ pacnd ML hd
%) PROGRAM
=) ¢ UDP-DESKTOP-MICATIS Pesin svona WeHTubukauya no KapTe Wik iy ~
S

 Kowrpoanep NC-BOK-T (10.16.7.28:1:1) Farieps: | Kanepa rewred CPA1 i
Peskit BoXOAS M eHTHeuK alma No KapTe WK iy ~
Farepa | Kamepa newneri CPA1 ~
Bpema oxuazHuA, © =

MpcKon ties BEpMPUK AL [TECTOBEI D]

Meareepxaskie
Hanpaznemue He neronssceae. v
[—
Mporparoe He nenoneaceate & aEToHoME
Annaparros
Wiegand26

PucyHok 79. Bknagka «Pexumbl npoxopa»

4, I'Iepel7m/| B pa3gen «Pep,aKTop CUCTEMHbIX HACTPOEK», 3aT€M OTKPbITb BK1aAKy «Pacno3HaBaHue
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nuy, (Onvif)» (PucyHok 80).
= ParsecMET 3 - SYSTEM\parsec (PaclwumpeHHBIA pexkm)

Darin HMHcTpymenTel Bua MNomowe

B 89ESa9

- =R
& PeaarkTop cucTe R KTOp CHCTEMHEIX HAacTpOek
B Paznenel (MzmeHerme obwx: HacTpoek)

=

EI@ HacTpoiku

Eli T paHzakLHK

----- 234 Mo HassaHuAm
feiod Mo kaTeropusam

----- ? MHULEHZMM

----- 2 PesepeHoe KONMpOBaHME

QE. CHH¥poHMEaULMA © Active Directony

= EHDME-'TI:II-'I'-IE-'I:F-.EH HOEHT P HE ALLWA

% B30P

i HacTpolikk patodel cTaHwKKI

PucyHok 80. Bknagka «PacnosHaBaHue nu (Onvif)»

5. BokHe «PacnosHaBaHwue nny (Onvif)» HaxkaTb KHOMKY U3MEHUTb U yBeanTbCs, YTO NyHKT «Mcnosib-
3oBaTb CP/1» BKAtoYeH, a «Tun CP/1» ycTaHoBneH «Pacno3HaBaHue nny Onvif».

6. Brnons «IP Agpec» n «[MopT» BBECTM gaHHble cepBepa Access.

IP agpec BCEX KOMMNMOHEHTOB A0J/>XeH BECTU Ha CepBep Access.

7. KHonky «[MpoBepKa NOAKMOYEHUS» HAXXMMATb TOMbKO NOC/Ie HACTPOWKM Access, 415 3TOro noTpe-
byeTcsa «Knwoy nHTerpauum».
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8. Mocne HaxkaTna Ha KHOMKY <<I'IpOBepKa noaKNr4eHnA», Nona B 610Ke «CepBVICbI CnCTEMbI pacno-
3HaBaHUA NNL» 3aNOTHATCA aBTOMaTUYECKN.

9. HaxaTb KHoMKy «CoXpaHuUTb».

10. PennmMumnpoBaTb COTPYAHUKOB B CMMCOK Luna nyTeM Ha)kaTua KHOMKK «lepegaya cCOTpYAHMKOB
n nocetuTenens. Mepen 3TM ybeanTech YTO BCE COTPYAHUKN KOPPEKTHO f06aB/eHbl B pasgene
«PepakTop nepcoHana» cMm. n. «[JobaeneHue cotpyaHukos B CKY/ Parsec»

Mpumep oTobpaxeHus coTpyaHnKa BbirpyxeHHoro ns CKY[ Parsec B cnncok LUNA PLATFORM (Pu-
CyHOK 81).

1 (Konuuecteo nuu: 275)

8 B S

PucyHok 81. OTobpaxeHue coTpygHmka B LUNA PLATFORM

13.3.1. Hactpoiika rpynn goctyna B CKY[] Parsec
1. MNepenTn B pasgen «PegakTop rpynn goctyna».
2. [obaBbTe HOBYIO Fpynny JOCTyna.

3. JobaBbTe TeppMTOPMIO JOCTYNA KyAa BXOAST TOYKM gocTyna (PUcyHok 82).
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& ParsecNET 3 - SYSTEM\parsec (PaclumperHbIf pesxam)

- ®aiin WHctpymenT Bug Momows

(-9

Qe EEIEEGA-v-&

@ Penaxtop rpynn poctyna

lpynna noctyna - Hosan pynna nocTyna [PenakTuposanne]
B Coxparnme [ Viemennts 2 @) Ormena
Haimerosarme

[ Hosar Mpynna noctyna
9 NemorcTpaumorHas ... Moacuctema aocTyna

3 Hosan Mpynna poctyna MoacucTema pocTyna “Parsec”

i [flobaente @ VismenuTs pacnucanmne X = _?J £ -

Hassarme Onucarve KoHTenrep Pacrmcarmne Ws rpynne:
SYSTEM (2)

[l Oseps (Kormponnep NC-8000 / 10.16.7.27:1:1) Orwmcarve psepn  SYSTEM Kpyr nocyTouroe

T Typruer (Kormponnep NC-60K-T / 10.16.7.28:1:1) Ormcarve nsepn  SYSTEM KpyrnocyTourioe
'r_'-] Tepputopum X

[JIE= SYSTEM
[0 Osepe (Kontponnep NC-2000/ 1)
~[OH Deepe (Kontponnep NC-2000/ 2)

] Oseps (Kowtponnep NC-2000/ 3)

ok ]/ omes

<

> || Mpvsnnernm noymonsano [Het

@ Penakrop oSopynceanun ¥ Penaktop cucTemibix HacTpoek IE Moturop coSbmuit jﬁ. Penaktop nepconana z PepaxTop onepatopoe | ) PegakTop rpynn aoctyna Pepakrop oprati

PucyHok 82. HacTpolika rpynn gocTyna

4. Haxmute KHOMKy «CoOXpaHUTb».

13.3.2. flo6aBneHune coTpygHukos B CKY[ Parsec

[JobasneHne cotpygHukoB B CKY[] Parsec Heobxogumo gas ux nocnegyrouei Boirpysku 8 LUNA
PLATFORM (PucyHok 83).
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¥ ParsecNET 3 - SYSTEM! parsec (Paclumpenneiid peskium)

= ain WHeTpymentel Bua Momowe

3 @@ ia-v-4 8-

CorpyaHik - Naekpadt Mosapa FPunnunc [PenakTiposatiie]
- g Peaktupoeate < M) Otmennts 4b & 5 4%
o

We " PacrvcaHwe pabosero pemern  HononHutensHele nonA  MoeHmadukatoper  Ayout usmederwi  FacelD

-

Pamunua  [NaskpanT

Mg losapa 3

Omecteo  Punnunc

) " "
“% ToacwcTema goctyna "Parsec

| Kog kapTel 00437667 Hex 5
NH 00439 2\
/\

HaumeHosaHe | | %
Mpynna aocTyna

ﬂ Hosan Mpynna gocTyna % -] 6
Mpwernerian |HeT hd |

[ Bpementit [22.09.2023 | - [2209.2023 |

[] Bxon sanpewen [] Boixon sanpewen

[ Mt npoxoaos 0 =

[1 Pone rpynnosoro npoxona |5§ HET 34

[

[ Bnaneneu katumeTa | -

[1 AnkoTecposaie Omniouero )

PucyHok 83. Pazpen «PegakTupoBaHue nepcoHasna». [lobaBneHne HOBOro COTpYAHMKaA

1. MepeliTn B pa3gen «PegakTop nepcoHanas.

2. HaxaTb KHOMKy A06aBfieHVst HOBOFO COTPYAHUKA.

3. 3anonHuTte nonsa «@ammansa» n «Mmsa».

4. [obaBbTe hOTO COTPYyAHMKA.

5. 3anonHuTte none «Kog KapTbl». [pun 3ToM none «MUH» 3anonHsaeTcs aBTOMaTUYECKN.

Ecnun npoxog no KapTam He NpeaycMOTPeEH Ha 06beKTe UAN Y aHHOTO COTPYAHUKA HET KapTbl —

BBeAmMTe Ntoboe 3HaveHue B none «Kog KapTbi».

6. BbibepeTe rpynny fOCTyna COTPYAHMKa.
7. HaxxMnTe KHoNKy «CoXpaHUTb».

Mpv KOppeKTHOM f06aB/IEHNN COTPYLHUKOB BCE HOBbIE UM U3MEHEHHbIE faHHble byayT fobasne-
Hbl B 6a3y LUNA PLATFORM aBTOMaTM4eCKMN.
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13.4. MeTopbl B3aumogencreus c Parsec

Access BbICTynaeT B po/in cepBepa 1 knveHTa (Tabnuua 52).

OTtnpaBkaMeTogoB ONVIF B Access npoucxoguT Ha aHANouHT POST /vl-access/webhook/service/onvif/{compone

id}.
Ta6bnuua 52. Vicnonb3yemble MmeTogbl CKY[, Parsec
3apava MeTop OnucaHue
MonyynTb POST /onvif/ 3anpoc k CKY/l. NMony4yeHue ID Toyek goctyna (KOHTPONIepoB)
TOYKM focTyna  accesscontrol AN pYyYHOro COMOCTaBNEHNS KaMep/TePMUHAJIOB U TOYEK
pocTyna
MonyunTb POST /onvif/ MonyyeHwne cnncka component_id ONVIF cepsucoB Access ans
CMNCOK device_service nopKn4eHUs
cepsucoB ONVIF
Co3paHue CreateCredential MeTopg ONVIF

nonb3oBaTesnisa

O6HoBNEHME ModifyCredential MeTog ONVIF

nonb3oBaTens

YpaneHue DeleteCredential Metog ONVIF

nonb3oBaTtens

Co3paHue CreatePullPoint MeTtopg ONVIF. Moanucka Ha cobbiTuS.

noamnmcKu Subscription

MNony4nTb PullMessages MonyyeHns CObbITUS feTeKLMN COTPYAHMKA. 3anpoc
cobbITHA oTnpasnaeTca Kaxable 10 ceKyHA 1 oXxunpaeT 10 ceKyHA A0
aetexkunu nosBfeHUs Kagpa.

13.5. fluarpammbl npoL,eccoB B3ammopencTeus c Parsec
13.5.1. MNogknroyeHue cepeuca Parsec

[Awnarpamma npouecca (PucyHok 84).
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oon) [

1

]

1 NoBaeneH CepBHC |
- —

MoNy4YdTE MHGO O TOYKAX
2 AocTyna
POST /fonviflaccesscontrol

3 Tousu AocTyna : :
... 3 Toumm noctyna : :
MonyuuTe cnucok ONVIF :

4 CEPBUCOB i i
POST /onvifidevice _service : :

9 Maccue component_id

C030aTkL COTPYAHHKA

6 CreateCredential
i
T PoTO COTPYAHWHOE
Py, >
8 descriptor_id [
A e T e e i

9 NoBABMTE B XPaHKNKLLE

< |

OTHDBITE NOANKCHY Ha
10 cOOLITHA _
CreatePullPoint
Subscription

PucyHok 84. lnarpamma npoueccos npu nogkntoveHns CKY/[

1. Nonb3oBaTenb fobasun B Access cepsuc Parsec.

2. Access otnpasnsiet 3anpoc B CKY/] ans nonyyeHus Toyek focTynos. [osyyeHHble TOYKM fOCTyna
oTobpaxatoTcs Bnoneinfo cBoMcTB cepBrca. 3anpoc MCNOoNb3yeTcs B KaYecTBe NPOBEPKM JOCTYN-
HocTum CKY/.

3. CKY/[l Bo3BpallaeT TOYKU JOCTyna.

4. CKY[ otnpasnsieT 3anpoc B Access A5 NONy4YeHns CNUCKa cepBMCOB Access NOoAaEPIKMBAIOLLNX
npotokon ONVIF.
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5. Access Bo3Bpalyaet component_id ONVIF cepsucos.

6. CKY[ otnpaBnsetr B Access 3anpoc POST /vl-access/webhook/service/onvif/{component_id}
CreateCredential gnsa nepegayun coTpyaHUKOB B XpaHunuue Access.

7. Access oTnpaBnsieT 3anpoc ¢ hoTo coTpyaHUKOB K BC Ha nsBneveHue descriptor_id (face_id).
8. BC Bo3Bpalyaet descriptor_id.
9. Access coxpaHseT MHPOPMaLMIO NO KAaXA0MY COTPYAHUKY B JIOKafbHOE XpaHUULLE.

10. CKY[ oTnpaBnseT 3anpoc B ACCess Ha OTKPbITUE MOAMMUCKN Ha MoslyYeHne cobbITuiA (nyywme Kag-
pbl YeJIOBEKA Yy TEpMUHana).

13.5.2. O6pa6oTka cobbiTui1 Parsec npu 2 pakTopax

[Awnarpamma npouecca (PucyHok 85).

MpocnylwKeaHue coBLITHA

1 |
] |}
1 _I |
: PullMessages :
1 |
' 2 ©OTO COTPYAHUKA :
1 |
I 3 doTOo [
| >
1 |
i & MaTuMHr
]
1
1
| 5 Pe3ynbTar MaTy4Hra
o e T
1
i 6 CobuiTHe npoxoaa

......................................... [

PeweHue 06 OTHDEITHH
' TYPHUHETA

:I

PucyHok 85. inarpamma npoueccoB npu 2 chaktopax

1. CKY[J oTnpasnsieT pa3 B 10 cekyHpg 3anpoc POST /vl-access/webhook/service/onvif/{component_-
id} PullMessages Ha oxunpaHue B TeyeHUn 10 ceKyHf cobbITUS Mpoxoaa.

2. BAccess nocTynaeT nyywuii Kagp COTPyAHMKA Yy TepMUHana.
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3. Access oTnpaBnsieT B bruomeTpuyeckyto cuctemy hoTo COTpyaHMKa.

4. BC npou3BognT cpaBHeHMe poTorpacmin c TepMmnHana u COXpaHeHHoN B 6ase.
5. bC Bo3BpaLlaeT B Access pelleHne o NpefoCcTaBieHnmn gocTtyna.

6. Access Bo3BpaLliaeT cobbiTue npoxoaa B CKY/A,.

7. CKY[ npvHMMaeT peLieHne 06 OTKPbITUN TEpMUHANA.
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14. CKY[, PERCo-Web

MporpammHble nHterpaumm MO CKYA PERCo-Web ¢ LP5 peanvsoBaHa gis obecneyeHns npoxoga
Pacrno3HaHHbIX /UL, Yepe3 TYPHUKET/ABEPb C MAarHUTHBIM 3aMKOM.

« MoppepxusaeT Bepcun PERCo-Web cuctembi 2.0, Homep c6opkn PERCo-Web 4.30.

BbINOMHAET pennnKaumio JaHHbIX nofb3oBaTenen ns CKY PERCo-Web v reHepupyeT KOHTpone-
pbl PercoController 13 nony4eHHOro cnycka ycTpomncTB ANs NOCnefyoLero BbiNOMHEHMS 3aNpPoCoB Ha
BXO/, UM BbIXOS.

14.1. NopgpepxuBaemMble BapuaHTbl MHTerpauum CKYQ PERCo-Web

YCTpONCTBO AeTeKLMM NINL, FeHepupyeT cobbiTue, Access nepepaeT cobbiTve B LP5 Ha pacnosHaBsa-
Hue, LP5 obpabaTbiBaeT cobbITUE M BO3BPaLLaeT pe3ynbtaTt B Access ans ganbHenwen ob6paboTku.

MepeHoc AaHHbIX nonb3oBaTenen n3 CKY[ B LP5 nponcxoguT C MOMOLLbIO ABYX MEXaHM3MOB:

* pennnkKauuna - MexaHn3m nepBoHa4YasbHOro nepeHoca AaHHbIX HOﬂbBOBaTeﬂeﬁ;
¢ CMHXPOHM3aUuunsa - MeXaHU3M NepnognyHoOro nepeHocCa gaHHbIX nonb3oBartenen npun N3MeHeHUN
COCTa Ba/,CI,aHHbIX nofb3oBaresnen.

HacTpoliky CMHXpOHM3aLMmn/penanKaLmm cM. B HaCTPOKax CepBUCOB.
B ka)xpgon nHTerpaumm c LP5 (Tabnuua 53) ucnonbsyetcs cepeuc Luna.

Ecnn TepMuHan He UMeeT CPeacTB BbiBOAA AaHHbIX (HanpuMep, 3kpaHa), narnnaliH SendToDevice
He TpebyeTcs.

Ta6nuua 53. BapnaHTbl UHTErpauum c LP5

Cepsuc YcTpoiicTBo MannnaiH

PercoWeb + Beward MatchByPhoto + SendToController + SendToDevice
PercoController

LunaFast2NextGen MatchByPhoto + SendToController + SendToDevice
Dahua MatchByPhoto + SendToController

HikvisionCamera MatchByPhoto + SendToController

LunaFast4A1 MatchByPhoto + SendToController + SendToDevice
UniUbi MatchByPhoto + SendToController + SendToDevice
VKVision02 MatchByPhoto + SendToController + SendToDevice
R20Face MatchByPhoto + SendToDevice / SendToController +

SendToDevice
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14.2. CtaHpgapTHasA UHTerpauus c ucnonbsosaHnem PERCo-Web

MopaepxunBaeTcs Tonbko 1d nHTerpaums (PucyHok 86) n (Tabnuua 54).

TouKka npoxopga

NcTouHmK
BUIE0AaHHbIX

Access

CoobBueHue

-l
-

Ha 3KpaHe

‘I:/J'Imu,o—h-

o

Tyywmia

Kaap

TypHurer

}

CWrHan Ha oTERpEITHE

CRY/] PercoWEB

Homep

COTRYAHUKE

-

MainnainH ———®PoTo—

SendToDevice

Buomerpuueckan

C BC
epeuc Cuctema

-4
descriptor_id

-

Lule]

L

I
+ descriptor_id
doTo

|

-

v, . MNainnaiH -t
CTPOMCTEO ...
P voro—=  MatchByPhoto
T
PeweHne of
OTEPBITHH
Kontposnnep | Maiinaitx AaHsle
COTPYAHUKE
PercoController | controller_ig| SendToController
Cepeuc -
> PercoWeb AztHbie w
COTPYL4HW KOB

Pennukaup A/

CHHXPOHW3ELHA

PucyHok 86. Cxema KOMMoOHeHTOB npu 1¢ nHTerpaumm c PERCo-Web

Tabnuuya 54. OnuncaHve NHTerpauum

KoMnoHeHT

YenoBek

Touka npo

NCTOYHUK

TypHuket

xona

BU/EOAAHHbIX

CKY[ PercoWEB

000 «BmxH/Tabe»

OnucaHue

MepcoHa, xenarowas NPONTU Yepes TOYKY Npoxoga.

Habop KOMMNOHEHTOB, MCNONb3yeMbIX A/151 KOHTPONA AOCTYNa
yenoseka. Toyek NpoxoAa MoXeT 6bITb NOAKOYeHa 6onee ogHOMN,
orpaHunymBaeTcs nuueH3sneit Ha CKY/]. Touka npoxoaa MoXeT
NCNONb30BaTb KaK Ha BXOf, TaK U Ha Bbixofd. na Kaxgoro
HanpaBieHNs NCNOMb3YeTCs CBON CHUTLIBATENb U UCTOYHMK
BUOEOOAHHbIX.

YCTPOWCTBO AN U3BNIEYEHUS Kafpa N1La YenoBeka. MoxeT 6bITb
Kak bromeTpuyeckmii TepmumHan (LUNA FAST 4A1 u gpyrue), nn6o
Kamepa, noaknYeHHas Yepes FaceStream. BuomeTtpuyeckmii
TepMMUHaN NO3BOSET CO3AaTb 06PATHYHO CBSA3b A1 AEMOHCTPALMM
YyenoBeKy MH(OpMaLUKM 0 Mpoxofe.

MperpaxpatoLiee yCTPONCTBO A5 pa3rpaHNyYeHns JOCTYMNoB

LleHTpanbHoe MO gns pabotbl ¢ PercoWEB. XpaHUT AaHHble
COTPYAHUKOB N NPUHMMAET pelleHne o NpefocTaBieHnmn focTyna.
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KOMMNoOHeHT

MannnatiH SendToDevice
YCTPONCTBO ...
KoHTponnep
PercoController

Cepsuc PercoWeb

Cepsuc bC

MannnainH MatchByPhoto

MannnaiiH SendToController

XpaHunuue

BruomeTpuryeckas cuctema

OonucaHue

KomnoHeHT Access i1 OTNPaBKM CUFHaNa Ha OTKPbITUE pefie B
YCTPOWCTBO U BbIBOAA TEKCTA Ha IKpaH.

KomnoHeHT Access 415 NONyYeHMs AaHHbIX OT UCTOYHUKA
BMAEOLaHHbIX. BbiGMpaeTcs ncxoas U3 MCMosib3yeMOro yCTPOMCTBa.

KomnoHeHT Access gns otnpasku B CKY/[l HoMepa KapTbl.

KomMmnoHeHT Access A/1s BbINOHEHUS PEMINKALUN/CUHXPOHU3ALUK
coTpyaHukos 13 CKY[ n npocnywmBaHus cobbitnin CKY[.

KoMmnoHeHT Access /15 B3aMMOAencTBMs ¢ BuomeTpuyecknmm
Cuctemamu: gns LP5 3to Luna, gna KBC - COOTBETCTBYHOLWMIA CEPBUC
KBC.

KomnoHeHT Access /i B3aUMOZENCTBUSA ¢ BuomeTpuyeckumm
Cuctemamum.

KomnoHeHT Access nepepaeT MAEHTUPUKATOP COTPYAHMKA B
PercoController nocne maT4nHra YyenoBeka n NOATBEPXKAEHNS
HOMepa KapTbl B Access.

NokanbHas cucTemMa XxpaHeHus cBs3el Mexay nepcoHamu CKYA u
X BUOMETPUYECKNMUN AAaHHBIMU.

CucTemMa cpaBHEHUS 3TANOHHOTO (hOTO NEPCOHBI M NyHLLIEro Kagpa,
MoMly4YeHHOTO OT MCTOYHMKA BUAEOAAHHbIX. MOXeT 6bITb 6o Luna,
nnbo cepeuc nogaepxmpaemoit KEC.,

14.3. MeTopbl B3aumogeicteus ¢ PERCo-Web

Hayvano aHgnouHTa ans Bcex 3anpocos (Tabnuua 55): /api.

Ta6nuua 55. Vicnonb3syembie meToabl CKY[, PERCo-Web

3apava MeTopg

AsTopusoBaTtbcsi POST

OnucaHue

AsTopu3aums Access B CKY[. ABTopu3saLms NponcxoguT npu

/system/auth  pobaBneHUn cepBurca AN NoAyYeHUs TOKeHa. BpeMs )u13Hu
TOKeHa - 840 ceKyHf,
NpoBepka GET MpoBepka goctynHoctu CKY[. BoinonHsaeTca pa3 B MUHYTY
AOCTYMHOCTU /system/language/
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3apava MeTop OnucaHue
MonyynTb GET /devices MonyunTb device_id KOHTpPONNEPOB A5 CO3daHMs B Access
KOHTpoO/epsl PercoController.
MonyynTb GET Mony4nTb MHOPMaLMIO 0 KOHTPOANEepe No ero id, eciv oH
nHdopmaumo o /devices/{device_akTnBeH.
KOHTponnepe id}
CuHxpoHumsauna GET Mony4nTb MHPOPMALUIO O COTPYAHMKAX: Hanuune GoTo,
COTPYAHMNKOB /users/staff/tabl ctatyc aktuBHocTN, N0 1 person_id.
Monyuntb hoto  GET Mony4nTb POTO COTPYAHMKA
COTPYAHMKOB Jusers/{user_-

id}/image
Monyuntb GET 3anpoc Ha nonyyYeHne cobbITUN U3MEHEHWS COTPYAHUKOB.
cobbITuS /eventsystem  3anpoc oTnpasnseTcs Kaxpable 10 CEKyHS.
OTKpbITb POST OTnpaBKa 3anpoc A5 OTKPbITUSA AOCTYMa YE0BEKY HA TOM e
TYPHUKET /devices/{device_koHTponnepe, oT KAKOro NPULLIO CObbITHE.

id}/pass

14.4. Anarpammbl npoueccoB B3aumogencteus ¢ PERCo-Web
14.4.1. NogknioyeHne cepBuca PERCo-Web

[Awnarpamma npouecca (PucyHok 87).
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ss. PykoBofcTBO nonb3oBaTens

1 NoBasneH cepeMC

_‘12 person_id, ®MO, HanKuMe ¢oTo, CTaTyC

MonyYuTE hoTo

13 GET /usersfuser_id}/image

fo-
14 doT0

-
15 ©0TO COTPYAHHHOE

-

16 descriptor_id
-

17 DoBaBHTE B XpaHMnuLE

-

MonyunTh GoTo

18 GET feventsystam

19 CofLiTHA

-

(orm] 56 [spmmnn
. : : :
| o ABTOPH3UPOBATECA : : :
! POST /system/auth ' ' |
| = :
| 3 ToweH ' ' '
il i i
i 4 MonyuKTE MHbo 0 CEY L i i i
: GET /system/language/ h: : |
[ 5 CTaTyc ! ! '
= | .!'r 1 ! !
| 6 Mony4YuTE KOHTPONNEPL I I '
: GET /devices : | :
] hl ] ]
! 7 device_id ' ' |
- - : |
| 8 Mony4YnTE KOHTPONNep I ! '
: GET /devices/{device_id)} h: : :
:‘. 9 MHbo 0 HOHTpONNEpE : : :
"' 10 Coz0aTk KOHTpONNEpk : : |
11 MonyudTe COTRYOHUKOE : : |
GET /users/stafftable h. i i
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10.

1.

12.

13.

14.

15.

16.

17.

18.

19.

14.4

. Nonb3oBaTtenb gobaeun B Access cepeuc PERCo-Web.
Access oTrnpasnseT 3anpoc Ha asTopu3auuio B CKY/.

CKY[l Bo3BpaLLaeT TOKeH A5 aBTopmn3aumn. TOKEH UMeeT BPEMS XKMU3HU, MO NCTEYEHUIO KOTOPOTO
Access MoBTOPHO BbINOJHAET aBTOPU3aALMIO.

Access oTnpaBnsieT 3anpoc GET /system/language/ ons onpegeneHns akTUBEH v cepBuC.
CKY[l Bo3BpalyaeT OTBeT.

Access oTnpaBnseT 3anpoc Ha NolyYeHNe CNMCKa akTUBHbIX KOHTPONNEPOB.

CKY[ Bo3BpawaeTt maccus device_id.

Access oTnpaBseT 3aMpoc Ha nosfyyeHne nHopMaLumn 0 KOHTPOEpe, AN KAaXKA0ro NoayyeH-
Horo device_id.

CKY[l Bo3BpalyaeT faHHble KOHTpoepa.

Access co3paeT PercoController no konnyecTBy nony4yeHHbix device_id.

Access 0TNpaBAsieT 3anpoc Ha penanKaumoo coTpyaHuKos ns CKY,.

CKY[] Bo3BpaLaeT faHHble COTPYAHUKOB.

Access 0TNpaBAsieT 3anpoc Ha nofyyeHne hoTo COTPYLHUKOB, KOTOPbIE aKTUBHbI U UMEIOT oTO.
CKY/[ Bo3BpalyaeT poTo COTPYAHUKOB.

Access oTnpasnsieT 3anpoc ¢ ¢oTo coTpyaHMKOB K BC Ha nssneveHune descriptor_id (face_id).

BC Bo3Bpawaet descriptor_id.

Access coxpaHsieT B XpaHW/MLLE faHHble COTPYAHMKOB.

Access oTnpaBnsieT 3anpoc kaxgble 10 cekyHA Ans NonyvyeHus cobbiTnii 06 M3MEHEHUN COTPYAHM-
KOB N4 BbINOMHEHUA CUHXPOHMN3aLUNN.

CKY[ Bo3BpalLaeT cobbITHS.

.2. 06paboTka cob6biTuii PERCo-Web npu 1 pakTope

Ownarpamma npouecca (PucyHok 88).
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[ TepmuHan | I Access |

1 COTPYIHMK Y TEPMHHANA

[
-

[ BC | [ PerchntruIIer|

3 ¢oTo

oy

4 MaTtuuHr

—

5 descriptor_id

6 MoucK CoTpYaHHHA

7 Homep coTpyaoHuKa

\J

B8 Homep COTPYAHMHA
f=

9 PaweHue of OTHPLITHH

PucyHok 88. lnarpamma npotieccos npu 1 aktope

1. COTpyaHVK Yy BUOMETPMYECKOro TepMMHaia Ha TOUYKe MPOXoaa.

2. TepMuHan oTnpaBAsieT B ACCESS NYYLINIA Kagp COTPYAHMUKA.

3. Access oTrnpaBnisieT B BruomeTpuyeckyto cuctemy poTo COTpyaHMKa.

4. BC npon3BoAnT cpaBHeHue hoTorpadueit c TepMmUHana 1 CoxpaHeHHoOro B H6ase.

5. BC Bo3Bpawaet B Access pe3ynbraT MaTYMHra.

6. Access MLLEeT HoMep COTPYAHMKa No nonyveHHoMy descriptor_id.

7. Access oTnpasnset B CKY[] HoMep coTpyaHMKA.

8. CKY[ npuvHuMaeT pelleHne o NponycKe 4YesioBeka.
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15. CKY RusGuard
MporpammHble nHterpaumm N0 CKY Rusgurad ¢ 6oMeTpryecKMMM CUCTEMAMU PEASTU30BaHbI 415
obecneyeHns Npoxoga pacro3HaHHbIX /UL, Yepe3 TYPHUKET.

Access pennununpyet coTpyaHunkos 13 CKY/la B cBoto B[], 3anpawmBas ngeHTudurkaTop AecKpmunTo-
pa B KBEC no doTorpadum coTpyaHuka. ns akTyanusaumnm gaHHbIX ceccus penamKauum no yMoyaHuio
nepesanyckaetcs Yepes 5 cekyHf nocne 3aBepLieH s (3afAaeTcs B HAaCTPOMKax CepBuca).

 Mogpepxusaet Bepcuun: Cuctema - 3.3.1, basa gaHHbix - 3.3.1

15.1. NogpepxuBaembie BapuaHTbl UHTerpayum CKYJ RusGuard

YCTpONCTBO AeTeKLMM NINL, FeHepupyeT cobbiTue, Access nepepaeT cobbiTve B LP5 Ha pacnosHaBsa-
Hue, LP5 obpabaTbiBaeT cobbITUE M BO3BPaLLaeT pe3ynbtaTt B Access ans ganbHenwen ob6paboTku.

MepeHoc gaHHbIX NoJsib3oBaTenen 3 CKY B LP5 nponcxoguT C MOMOLLbIO pennKaLmm - MeXaHn3Ma
NMepBOHAYaIbHOIO NEPEHOCA JAHHBIX NMOIb30BATENEN.

HacTpolKky pennnkaumm CM. B HACTPOMKAxX CEPBUCOB.
B ka)xpgon nHTerpaunmu c LP5 (Tabnuua 56) ncnonbsyercs cepsuc Luna.

Ecnn TepMuHan He MMeeT CpeacTB BbiBOAA AaHHbIX (HanpuMep, 3kpaHa), narnnariH SendToDevice
He TpebyeTcs.

Tabnuuya 56. BapvaHTbl MHTerpaumm ¢ LP5

CepBuc YcTpoiicTBo MannnaiH

Rusguard + Beward MatchByPhoto + SendToController + SendToDevice
GateController /
PusrController

LunaFast2NextGen MatchByPhoto + SendToController + SendToDevice

Dahua MatchByPhoto + SendToController
Dahua Thermo MatchByPhoto + SendToController
Fortuna315 MatchByPhoto + SendToController

HikvisionCamera MatchByPhoto + SendToController

HikvisionCamera MatchByPhoto + SendToController
Thermo

HikvisionTerminal = MatchByPhoto + SendToController + SendToDevice
Thermo
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CepBuc YcTpoiicTBo NainnaiH
LunaFast4Al MatchByPhoto + SendToController
Panda MatchByPhoto + SendToController
UniUbi MatchByPhoto + SendToController + SendToDevice
VKVision02 MatchByPhoto + SendToController + SendToDevice
R20Face MatchByPhoto + SendToController + SendToDevice

B kaxxpgon nHterpaumm c KbC (Tabnuua 57) ucnonbayetcs cepeuc KbC.

Ta6nuua 57. BapuaHTbl nHTerpaumm ¢ KBC

CepBuc YcTpoiicTBo NaiinnaiH
CbsMts + R20Face MatchByPhoto + SendToDevice
Rusguard +
LunaStreams
BioSmart MatchByPhoto + GateController /
PusrController + SendToDevice
Dahua MatchByPhoto + GateController /
PusrController + SendToDevice
Dahua Thermo MatchByPhoto + GateController /
PusrController + SendToDevice
Fortuna315 MatchByPhoto + GateController /
PusrController + SendToDevice
HikvisionCamera MatchByPhoto + GateController /
PusrController + SendToDevice
HikvisionCamera Thermo MatchByPhoto + GateController /
PusrController + SendToDevice
HikvisionTerminal Thermo MatchByPhoto + GateController /
PusrController + SendToDevice + SendToDevice
LunaFast4A1 MatchByPhoto + GateController /
PusrController + SendToDevice
Panda MatchByPhoto + GateController /
PusrController + SendToDevice
UniUbi MatchByPhoto + GateController /
PusrController + SendToDevice
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CepBuc YcTpoicTBO NainnaiH

VKVision02 MatchByPhoto + GateController /
PusrController + SendToDevice + SendToDevice

R20Face MatchByPhoto + GateController /
PusrController + SendToDevice + SendToDevice

15.2. CraHpapTHas MHTerpayusa c ucnosbsosaHmem RusGuard

Mpwv nHTerpaunn c RusGuard Mcnonb3yoTcs CTaHAAPTHbIE KOMMNOHeHTbI Access (PrcyHok 89) u (Tab-
nmua 58).

Touka npoxopga Access
CooBueHue Ha
3IKpaHe doTo
WcTouHmk - Maitnnaitx | BuomeTpudeckas
Mnyoe——— R Cepuc BC |
BUASOOAHHbIX SendToDevice - Cuctema
I descriptor_id
4 descriptor_id

Tiyywmia Lile]

doTo
A
MNaAnnaiin

Typumker YCTPOWCTEO ... voro—#  MatchByPhoto
CHIHaN Ha OTHPBITHE
1
MaitnnaitH
KoHTponnep 47PELUEHME ob
SendToController OTKPEITHI Aanrsie
Homep COTRYAHWKS
+ coTpyarvka
CHIHaN Ha OTHPBITHE
|
Cepsuc
CKY[] RusGuard
- el Rusguard AaHHele
Penankaup s/ COTPYAHUKOB

CHHXPOHHIELHA

PucyHok 89. CxemMa KOMNOHEHTOB Npu UHTerpaumm ¢ RusGuard

Tabnuua 58. OnuvcaHve nHTerpaunm

KOMMNoOHeHT OnucaHue
Yenoek MepcoHa, xenatowas NPoNTHN Yepes TOYKY Npoxopa.
Touka npoxopga Habop KOMMOHEHTOB, UCMOMb3YEeMbIX A5 KOHTPOJIS OCTyNa

yenoBeka. ToUeK MPOXoaa MOXET ObITb NOAK0OYeHa bonee ogHoOM,
orpaHunymBaeTcs nuueH3sneit Ha CKY/]. Touka Npoxoaa MoXeT
NCNONb30BaTb KaK Ha BX0Of, TaK M Ha Bbixofd. s Kaxgoro
HanpaB/IeHNS UCMOMb3YeTCs CBON CYUTBIBATENb U UCTOYHUK
BMAEOHAHHDbIX.
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KOMMNoOHeHT

NCcTOYHMK BUaeodaHHbIX

TypHuket
KoHTponnep

CKYQ RusGuard

MannnavH SendToDevice

YCTpONCTBO ...

MannnaiH SendToController

Cepsuc Rusguard

Cepsuc bC

MarnnanH MatchByPhoto

XpaHunuue

EI/IOMeTpM‘-IeCKaﬂ cncrtema

OonucaHue

YCTPOWCTBO A5l U3BNEYEHUs Kagpa nnua YenoBeka. MoxeT 6biTb
Kak 6romeTpuyeckmii TepmuHan (LUNA FAST 4A1 u gpyrue), nn6o
Kamepa, NoAKIYeHHas Yepes FaceStream. BuomeTpuyeckmii
TEepMUHa/ MNO3BOJISIET CO3AaTb 06PATHYHO CBSA3b A1 AEMOHCTPALMM
4yenoBeKy MHdopMaL MK 0 Npoxoae.

Mperpaxpatollee yCTPONCTBO A5t pa3rpaHMyeHns 4OCTynoB
MnaTa ynpaBneHUs TOYKOWN Npoxoaa.

LleHTpanbHoe MO gns pabotsl ¢ RusGuard. XpaHUT gaHHble
COTPYAHMKOB M NPUHMMAET peLleHre O MPeaoCcTaBNeHNIN JOCTyna.

KomnoHeHT Access ans OTNpaBKN CUIrHasla Ha OTKPbITUE pefie B
yCTPOVICTBO M BblBOa TEKCTA Ha 3KpPaH.

KoMnoHeHT Access A5 NonyYyeHus JaHHbIX OT MCTOYHMKA
BMAEOAAHHbIX. BblbMpaeTcs Mcxoas M3 NCNob3yeMOro yCTponcTBa.

KomnoHeHT Access ana OTNPaBKM JaHHbIX COTPYAHNKA B
KoHTponnep CKY[ nocne matymHra ¢oto.

KomnoHeHT Access ans oTnpaBKM 3anpocoB 1 06paboTKM faHHbIX
ot CKy/.

KomnoHeHT Access A/151 B3auMoaencTBns ¢ BruomeTpuyeckmmm
Cuctemamu: gns LP5 3to Luna, gna KBC - COOTBETCTBYHOLWMIA CEPBUC
KBC.

KomnoHeHT Access afis B3auMOLeNCcTBUsi ¢ bBuometTpnyeckmmm
Cucremamu.

JlokanbHas cucteMa XpaHeHus cBasen Mexxay nepcoHamm CKY/ u
nX 6IOMETPUYECKMMM BAHHBIMU.

Cuctema cpaBHeHWS 3TaNOHHOIo hOTO MEPCOHbI U NTyYLLEro Kagpa,
MOJTly4YEHHOrO OT UCTOYHMKA BUAEOAAHHBIX. MOXeT 6bITb b0 Luna,
nnbo cepeuc nogaepxmaemoin KEC.

15.3. MeTogabl B3aumopgeuncreus ¢ RusGuard

Ansa obmeHa gaHHbIMK ¢ CKY[ ncnonb3yetcs APl (Tabnuua 59).

Tabnuua 59. Micnonb3yemble meTogbl CKY/[ RusGuard
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3apava MeTop OnucaHue

MonyunTtb TUNbI KApT  GET /GetCardTypes MonyunTb TMNbI KapT B CKY/,.
Wcnonb3yeTcs gng npoBepKu
coeguHeHus co CKY[

Mony4nTb nHdO 0 GET /GetAcsEmployeePhotolnfos Mony4nTb MHoOpMaLMIo 0

¢ oTO COTPYAHMKOB doTorpadumsax cotpygHukos B CKY/]
Mony4nTb CNNCOK GET /GetAcsEmployeeGroups Mony4nTb CNUCOK rpynn

rpynn coTpyaHUKOB coTpyaHukoB B CKY/]

Mony4ymTb CNNCOK GET /GetAcsEmployeesinGroup Mony4nTb CNNCOK COTPYAHMKOB 13
COTPYOHWKOB 13 rpynnbl B CKY[

rpynnebl

MonyunTb hoTO GET MonyunTb hOTO COTPYAHUKA B
COTPYAHUKA MO /GetPhotoEmployee?PersonGuidld= ¢dopmaTe base64 no ero
npeHTuduKaTopy employee_- npeHTuduKkaTopy

id&photoNumber=photo_number

15.4. ilnarpammbl NpoL,eccoB B3aumopencreusa c RusGuard
15.4.1. inarpamma B3aumopeincteusa RusGuard c Access

[Awnarpamma npouecca (PucyHok 90).
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1 NoBasneH cepeuc
I p -

|
|
|
|
|
ﬂDJ'I}”-IHTI:rTHI'II:I HapT i
|

2 GET /GetCardTypes

.‘--
4

-
3 Tunwl KAPT H

MonyYyuTE MHGO O MEMEHEHWAX OTO COTPYAHHHOE |
GET /GetAcsEmployeePhotolnfos '

-
5 Hanuuyue GOTO KW AaTEI NOCNEdHMX MEMEHEHWH

MoNyYnTE CNMCOK IPYNN COTPYAHMHOB

11

6 GET /GetAcsEmployeeGroups -
< T CnUcox rpynn coTpyaHUKOE H
g [10MY4NTb CIIUCOK COTPYOHMKOB W3 rpynn E
GET /GetAcsEmployeesinGroup >
» 9 CnNMCOK COTPYAHWKOE M3 rpynn H
10 lMNpoeepya yCcNoBKWA (ycTapena nu ¢goTorpad i)

MonyyuTe GOTO COTPYAHHKA NO WASHTHGHKATOPRY
GET /GetPhotoEmployee

P |

-
12 ©OTO COTPYAHHHA H

i}
13

No6aBHTL B XpaHMnuLLe

« §

PucyHok 90. luarpamma B3ammopgerncteust RusGuard c Access

1. Nonb3oBaTenb fobasun B Access cepsuc Rusguard.

2. Access oTnpaenseT 3anpoc GET /GetCardTypes Ha nosiyseHune TunoB KapT B CKY/], A5 NpoBepKu

coeiHeHus.

3. CKY[ Bo3BpaluaeT maccus card_types.
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4. AccessoTnpaenset3anpoc GET /GetAcsEmployeePhotolnfos Ha nonyyeHus nHdopmaumm o Hanu-
Ynn HOTO COTPYAHMUKOB M AAThbl UX MOCNEAHUX U3MeHeHMI B CKY/,.

5. CKY[] Bo3Bpaliaet maccus photos.

6. Access oTnpasnsieT 3anpoc GET /GetAcsEmployeeGroups Ha nofy4yeHUs cnucka rpynn CoTpyaHU-
koB B CKY/.

7. CKY/[ Bo3BpalLaeT MacCUB C faHHbIMU Fpynn (MAEHTUPUKATOP U UMS TPYNbl).

8. Access oTnpasnsieT 3anpoc GET /GetAcsEmployeesinGroup Ha nofly4yeHne COTPYAHMUKOB U3 Fpyn-
Mbl, 4715 KQXAOM rpynnbl U3 NPOLWJIoro 3anpoca.

9. CKY/[ Bo3BpallaeT MacCmB C flaHHbIMU MO KaXXAO0MY COTPYOHUKY.
10. Access BbINOJIHAET NPOBEPKY ycTapena nu dhoTorpadums coTpyaHmKa

11. AccessotnpasnseT3anpoc GET /GetPhotoEmployee?PersonGuidld=employee_id&photoNumber=photo_-
number Ha nonyyeHne GoTO NO KaXKAOMY COTPYLAHUKY U3 NMPOLLIOro 3anpoca, rae:

« employee_id - ngeHTUdMKaTOP COTPYAHNKA
« photo_number - Homep doTorpacmn B CKY[,

12. CKY[ Bo3BpalLaeT oTBET ¢ hoTorpacduert coTpygHuKa B hopmaTe base64 no Kaxgomy CoTpyaHu-
Ky.

13. Access coxpaHseT B XpaHunuLie gaHHble COTPYAHMKOB.

15.4.2. finarpamMmma B3aumopencTeusa Access ¢ 6MoMeTpUYECKON CUCTEMOM

[Awnarpamma npouecca (PucyHok 91).

‘ TepmuHan ‘ | Access ‘ | EG| ‘ Koutponnep

1 COTPYOHMK Y TEPMUHANA

2 PoTo

3 PoTO

4 MaTyuHr

5 Pe3ynbTaT MaTUYMHIa |

-
: -

|
6 CWrHan Ha oTHpPRITUE
I

PucyHok 91. lnarpamma B3ammMmopeincTeus Access ¢ 6MOMETPUYECKON CUCTEMO
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1. CoOTpyZHUK Yy 6BUOMETPUYECKOro TEPMUMHaa Ha TOYKe Npoxoaa.

2. TepMuHan oTnpaBnseT B ACCESS NYYLLMIN Kagp COTPYAHUKA.

3. Access oTrnpaBnisieT B BruomeTpuyeckyto cuctemy poTo COTpyaHMKa.

4. BC npon3BoguT cpaBHeHMe poTorpaduen c TepMrMHana 1 CoxpaHeHHoro B 6ase.
5. BC Bo3BpaluaeT B Access peLleHue o npefocTaBieHnn focTyna.

6. Access no nonyyeHHoMmy 13 BC geckpunTopy onpegenset HoMep KapTbl 4OCTYNa COTPYAHMKA U
OTNpaB/ISeT Ha KOHTPOJIIEP CUTHAJ Ha OTKPbITME TOUYKM A0CTYNa, YKa3bliBasg UMEHHO 3TOT HOMep
kapTbl. Ha CKY[] nepepaétcs cobbiTue npoxoaa
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16. CKY/] SALTO

CKY[] CMHXPOHU3UPYET COTPYLAHUKOB CO CMMCKOM B Luna v ciiywaeT cobbITUsi, Ha OCHOBE KOTOPbIX
pelaeT OTKPbIBATb UM HE OTKPbIBaTb TYPHUKET. [laHHble cobbITUS FreHepupyloTcs B Access narnnnamn-
Hom SendToSalto.

» Mogpepxusaet Bepcuio CKY[ SALTO: 6.6.3.0.

BbINoNHAET pennunKaumio gaHHbIX nonb3oBaTeneit 3 CKY/[ SALTO B yka3aHHbIN cnncok Luna v re-
HepupyeT KoHTponsepsbl SaltoController 3 nony4YeHHOro cNMcKa ABepen s NOCAeayoLLero BbiNnoaHe-
HMS 3aNpOCOB Ha Npoxog,.

HacTpoiky MO CKY[ SALTO cM. B ochnLManbHON fOKYMEHTaL MW,

16.1. NMoppepxuBaembie BapuaHTbl UHTerpauum CKy[ SALTO

YCTPOMCTBO feTeKuUn L, reHepupyeT cobbiTue, Access nepegaeT cobbiTve B LP5 Ha pacno3HaBga-
Hue, LP5 obpabaTbiBaeT cobbiTUE 1 BO3BpaLLaeT pe3ynsTaT B ACCess A5 ganbHenwen o6paboTku.

MepeHoc gaHHbIX Nonb3oBaTenei s CKY[ B LP5 nponcxoauT C MOMOLLbIO ABYX MEXaHU3MOB:

* pennuKaums - MexaHu3M nepBoHaYanbHOro NepeHoca AaHHbIX Nob30BaTenen;
¢ CMHXPOHM3aLMsI - MEXaHM3M NEPUOAMUYHOIO NEPEHOCA AAHHbIX MOb30BaTENEN MPU U3MEHEHUN
coCTaBa/faHHbIX Nofib3oBaTeNen.

B kaxgown nHterpaumm c LP5 (Tabnuua 60) ncnonbsyetcs cepsumc Luna.

Tabnuuya 60. BapnaHTbl UHTerpauum c LP5

CepBuc YcTpoiicTBo MainnaiH

Salto + SaltoController Beward MatchByPhoto +SendToSalto
LunaFast2NextGen MatchByPhoto +SendToSalto
Dahua MatchByPhoto +SendToSalto

HikvisionCamera MatchByPhoto +SendToSalto

LunaFast4A1 MatchByPhoto +SendToSalto
UniUbi MatchByPhoto +SendToSalto
VKVision02 MatchByPhoto +SendToSalto
R20Face MatchByPhoto +SendToSalto
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16.2. CtaHgapTHasA UHTerpaums ¢ ucnonbsoBaHuem Salto

MHTerpauyms Salto (PucyHok 92) u (Tabnuua 61).

Touka npoxoga Access
voro—W  Fyomerpudeckan
ﬂ‘,fHLLIMﬁ_-.. v
koan yCTpO MUCTBO ... CepBMC BC —descriptor_id—| Cuctema
T
g McTouHumk I ®oto + descriptor_id
BUAEOAaHHbIX + e +
JaHHele l
Coobuenme MainnaiiH COTPYAHMKE MainnaiH
Razpe Tl sendToSalto | MatchByPhoto
I
HDMED COTRYOHWES
TypHuret
T KonTtponnep OanHele
SaltoController coTPYAHMKE
CUrHaN Ha OTHPBITHE Homep
COTPYOHH KE
CRYA SALTO | o »| Cepsuc Salto Rorme
COTPYAHUKOB

Pennukaums,
CHHXpPOHW3aUKWA

PucyHok 92. Cxema KOMNOHeHTOB Npu 1 nHTerpaunm ¢ Salto

Tabnuya 61. OnncaHne NHTerpayum

KoMnoHeHT OnucaHue
Yenosek MepcoHa, xenatowias NPonNTM Yepes TOYKY Npoxoaa.
Touka npoxoga Habop KOMNOHEHTOB, UCMONb3YeMbIX A1 KOHTPOIS 4OCTYNa

yenioBeka. ToUYeK MPoxXoaa MOXeT BbITb NoAgKIYeHa bonee ogHoM,
orpaHunymBaeTcs nuueH3sneit Ha CKY/]. Touka npoxoaa MOXeT
MCNOJIb30BaTh KaK Ha BX0O[, TaK U Ha BbIXoA,. NS Kaxaoro
HanpaBAeHUs NUCNOJIb3YEeTCst CBON CYNTLIBATENb U UCTOYHUK
BUAEOAAHHbIX.

MCTOYHMK BUAEOAHHbBIX YCTPOWCTBO AN U3BNIEYEHUS Kagpa N1La YenioBeka. MoXeT 6bITb
Kak 6uomeTpuyeckuii TepmmuHan (LUNA FAST 4A1 u gpyrue), nn6o
Kamepa, NofaKntoYeHHas Yepes FaceStream. bBuomeTpuyeckuin
TepMUHa No3BONSET CO3AaTb 06PATHYIO CBA3b A/151 AEMOHCTPALMM
YyenoBeKy MHMOPMaLMK O MPOXOAE.

TypHUKeT Mperpaxpatowee yCTPONCTBO A5 pa3rpaHUYeHunst 4OCTYMNOB

CKY[ SALTO LleHTpanbHoe NO gnsi paboThbl ¢ Salto. XpaHUT gaHHbIe
COTPYAHWKOB M MPUHMMAET peLleHne o NpegocTaBAeHnmM gocTyna.
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KOMMNoOHeHT

YCTpOWCTBO ...

MannnaiiH SendToSalto

KoHTponnep SaltoController

Cepsuc Salto

Cepsuc bC

MannnainH MatchByPhoto

XpaHunuue

BromeTpuyeckasa cucrema

OonucaHue

KomnoHeHT Access ana nonyyeHmsa aaHHbIX OT UCTOYHKUKaA
BnaeoaaHHbIX. BbI6VIpaeTC$| ncxoga n3 NCnonb3lyemMoro yCTpOVICTBa.

KomnoHeHT Access gnis obMeHa gaHHbIMu ¢ CKY[] 1 nepegayu
[AHHBIX 4119 0TOHBPaXKEHMS HA IKpaHe YCTPOMCTRaA.

KomnoHeHT Access gna otnpasku B CKY/l 3anpoca Ha OTKpbITUe
L,BepU onpepeneHHON TOUKM JocTyna.

KomMmnoHeHT Access A/1s BbINOHEHUS PEMINKALUN/CUHXPOHU3ALUK
coTpyaHukos 13 CKY[ n npocnywmBaHus cobbitnin CKY[.

KoMmnoHeHT Access /15 B3aMMOAencTBMs ¢ BuomeTpuyecknmm
Cuctemamu: gns LP5 3to Luna, gna KBC - COOTBETCTBYHOLWMIA CEPBUC
KBC.

KomnoHeHT Access /i B3aUMOZENCTBUSA ¢ BuomeTpuyeckumm
Cuctemamum.

JlokanbHas cucteMa XpaHeHus cBaseln Mexxay nepcoHamm CKY n
NX BUOMETPUYECKMMUN AAHHBIMU.

Cuctema CpaBHEHUA 3TaTOHHOIO qDOTO nepcoHbl 1 ny4vlwero Kagpa,
NOTy4EHHOTO OT NCTOYHWKA BUAEO4AaHHDbIX. I'Iop,p,ep)KMBaeTcn Luna.

16.3. YpoBHU poctyna CKY/[ SALTO

B CKY[, SALTO, nnTerpupoBaHHoi ¢ LUNA Access, peannsoBaHa rubkas cuctema ypoBHew gocTyna.

YPOBHM JOCTYMNa MOTYT HAa3HAYaTbCs KaK ABEpPSIM, TaK U COTPYAHUKAM. KaXkablii COTPYLHUK U KaX-

[as ABepb MOTYT UMETb CMUCOK NAEHTUHUKATOPOB YPOBHEN OCTYNa.

XpaHeHue nHpopmauuu:

« YpOBHM AOCTyNa fgBepeli CoxpaHstoTcs B nose info cooTBeTcTBYOWMX KOHTpOosiepoB B LUNA

Access.

* YPOBHUM fOCTYNa COTPYAHUKOB XPaHATCS B /IOKAJIbHOM XpPaHUNULLE NepCOH.

MpoBepka pocTyna:

Mpun nonbiTke oTKpbITUA aBepy LUNA Access cpaBHMBaeT YpOBHM AOCTYNa COTPYygHUKA U ABEpU.

[lBepb OTKpOEeTCA TOMbKO B C/lyyae, ec/in Yy COTPYAHMKA eCTb XOTH 6bl OAMH ypoBeHb A0OCTYyNna, coBna-

[AOLWNIA C OGHMM M3 YPOBHEN, Ha3HAaYEeHHbIX ABEPU.

0Co06eHHOCTU MHTEerpaLun:
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3anpoc Ha oTKpbITUE aBepy oTnpaBnseTcsa B CKY/ SALTO B obe3nnyeHHOM Buge. B cobbiTusax npo-

xofa CKY[] He oTo6parkaeTcst KTO MMEHHO MPOLLEN No bruoMeTpun — cobbiTre PUKCUMPYETCS KaK OTKPbI-

Tue aBepu onepatopom CKy/.

16.4. MeTopbl B3aumopgeicTeus c Salto

Hayano aHgnouHTa ans Bcex 3anpocos (Tabnuua 62), KpomMe aBTOpM3aLmu: /rpc

Tabnuua 62. Vicnonb3yemble meTogbl CKY/[ Salto

3apava

3H,D,I'IOVIHT aBTopu3aunmn

Monyuntb Bepcuto CKY[

M OJTy4NTb TOYKHM OOCTYyNa
cKyf

Monyy4nTb CNNCOK
coTpygHnkoB B CKY[]
(pennukaums)

Mony4ynTb CNNCOK
cobbiTnin B CKY[,
(cMHXpoHM3aLms)

MeTop

/oauth/connect/token

POST

OnucaHue

3anpoc TokeHa aBTopu3sauuun CKYA,.
ABTOpM3aLMS MPOUCXOAMUT NpK
pobaBneHnn cepeuca

MonyunTb Bepcuto CKY[,

/GetBootstrapConfiguration

POST
/GetDoorlListStarting
Fromltem

POST
/GetUserListStarting
Fromltem

POST

/GetStatusOfGetSystem
AuditorEventList

3anpoc Ha nonyyYeHne ToYeK JocTyna
CKYA

3anpoc Ha NonyyYeHme CrmcKa Bcex
coTpyaHukos B CKY[

3anpoc Ha nosfyyYeHune Crnmncka NocneagHmnx
cobbiTnii B CKY[,

16.5. filnarpamma npoueccoB B3aumopencTeus c SALTO

[Anarpamma npouecca (PucyHok 93).
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1 JobaeneH cepeMC
I p -

000 «BmxH/1abc»

cKvI

MoNyYuTEL TOKEH ABTOPH3ALMK

2 foauth/connectioken
-
3 TomeH H
| .
4 MonyynTe Bepcue CKY L [
POST /GetBootstrapConfiguration - '
5 Bepcua H
-l

Pennukauymwa

MonyunTe ToukK noctyna CKY [

6 POST /GetDoorListStartingFromitem

i}

7 CNACOK TOYEH JOCTYNA H

8 Coszparte KoOHTpONneps! SaltoController

<

9

MonNy4YMTE CNMCOK COTRYAHKKOE B CKY ]
POST /GetUserListStartingFromitem

o}

-
10 CNUCOK COTPYAHHHOR H

11 JobBaBnTe NaHHLIE B XPAHWMHLLE

-«

CuHXpoHM3aUMR  /

12 Mo

POST /GetStatusOfGetSystemAuditorEve ntList.. |

NYYATE CITHCOK NOCNeAHUy coORITHA B CKY

i}

13 Cnucox cobbITHA H

14

-«

NoGaBUTE/OOHOBUTRYAANKTE

i
i
i
A2 HHEIE B XpaHMnULWe i
i
i
i

PucyHok 93. inarpamma B3anmogeiicteumsa CKY[, SALTO c Access
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10.
1.

12.

13.

14.

. NMonb3oBaTtensb fobaBun B Access cepsuc Salto.

Access oTrpaBnseT 3anpoc Ha Nony4YyeHne TokeHa asTopusaunu B CKY/.

CKY[l Bo3BpaLLaeT TOKeH A5 aBTopmn3aumn. TOKEH UMeeT BPEMS XKMU3HU, MO NCTEYEHUIO KOTOPOTO
Access MoBTOPHO BbINOJHAET aBTOPU3aALMIO.

Access 0TnpaBnsieT 3anpoc Ha nonyyeHve nHdopmaumm o CKY/,.

CKY[ Bo3BpalaeT nHdopmaumto. Access MCnosb3yeT ToNbko Bepcuto CKY/ ans npoBepku coBMme-
CTUMOCTU 1 BbiBOA,a Bepcumn B UI.

Access oTrpaBnseT 3anpoc Ha NonyyYeHme To4eK focTyna, co3gaHHbix B CKY/.

CKY[ so3spalaet ID Tovek goctyna.

Access co3paeT KoHTponnepsl SaltoController B cooTBeTcTBUM € NoydYeHHbIMK ID.
Access oTnpaBnseT 3anpoc Ha Nony4YeHne CnuckKa cotpygHukos B CKY/.

CKY/[ Bo3BpalLaeT CNCOK COTPYAHUKOB.

Access coxpaHsieT MH(OPMaLUIO NO KaXZoMy COTPYAHUKY B JIOKaIbHOE XpaHUAuLLe.

Access oTnpaBnsieT 3anpoc kaxgble 10 ceKyHA Ans NonyvyeHus cobbiTnii 06 M3MEHeHUN COTPYAHM-
KOB/ABepeW ANs BbINONHEHUS CUHXPOHU3ALUN.

CKY[l Bo3BpalLaeT cobbITuS.

Access iobaBnsieT/06HOBASAET/yaansieT UHMOPMaLMIO MO KaXXA0MY COTPYAHMUKY B TOKaNbHOM Xpa-
HUAnLWE.
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17. CKY[, Sigur

CKY[] CUHXPOHM3MPYET COTPYLHUKOB CO CMUCKOM B BUOMETpUYECKol CMCTEME U ClTyLIAET CObbITUS,
Ha OCHOBE KOTOPbIX PeLlaeT OTKPbIBATb UM HE OTKPbIBATb TYPHUKET. [laHHble COBbITUS reHepupyoTCs
B VL Access nannnanHom SendToSigur. icnonb3ayembiii npoTokon: HTTP.

« NMoppepxuBaeT Bepcuto CKY[ Sigur: 1.6.3.18.s.

17.1. Nopgpep)xuBaemMbie BapuaHTbl MHTerpauuu CKY/ Sigur

MporpammHbie nHTerpaumm ¢ MO CKY/ Sigur peanv3oBaHbl 415 B3aUMOLENCTBUS:

« ¢ LP5 1 KBC gns npoxofa pacno3HaHHbIX /UL, Yepe3 TYPHUKET/[BEPb C MarHUTHbLIM 3aMKOM.
« ¢ LUNA CARS pns obecrnedyeHns KOHTPOS JOCTyNa TPAHCMOPTHbIX CPeCTB NpY Npoe3ae Yyepes
nperpaxgatolyme ycTponcraa.

YCTpOWCTBO AeTeKUUM L, reHepupyeT cobbiTue, Access nepepaeT cobbiTue B LP5 Ha pacrnosHaBga-
Hue, LP5 obpabaTbiBaeT cobbITUE 1 BO3BPALLAET pe3ynsTaT B ACCESS A5 fanbHenwen o6paboTku.

MepeHoc gaHHbIX Nofb3oBaTenei 3 CKY B LP5 nponcxoanT € MOMOLLbIO ABYX MEXaHU3MOB:

¢ pennunkayunsa - MeXxaHn3m nepBoHa4YasibHOro nepeHocCa AaHHbIX I'IOJ'lb3OBaTeJ'Ie|7I;
. Cl/IHXpOHVI3aLU/Iﬂ - MEXaHNU3M I'Iepl/IO,D,VNHOFO nepeHoca OAaHHbIX I'IOJ'Ib3OBaTeI'Iel7I I'Ipl/l N3MEHEHUNN
COCTaBa/AaHHbIX No/ib30BaTeNeN.

HacTponKy CMHXPOHM3aLMN/peNIMKALMN CM. B HACTPOIKAxX CEPBUCOB.

Ecnu TepMmUHan He UMeeT CpefCTB BbiBOAA AaHHbIX (Hanpumep, a3kpaHa), nannnanH SendToDevice
He TpebyeTcs.

17.1.1. BapuaHTbl MHTerpauum c LP5

B kaxxgon nHTerpaummu c LP5 (Tabnnua 63) ncnonbsyetcs cepsuc Luna.

Tabnuua 63. BapuaHTbl UHTErpaumm ¢ LP5

CepBuc YcTpoiicTBo NMainnaiH
Sigur / Sigur + Beward SendToSigur + MatchByPhoto + SendToDevice
LunaStreams

LunaFast2NextGen MatchByPhoto + SendToSigur + SendToDevice

Dahua MatchByPhoto + SendToSigur
Dahua Thermo MatchByPhoto + SendToSigur
Fortuna315 MatchByPhoto + SendToSigur
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CepBuc

YcTpoiicTBo

NannaiH

HikvisionCamera

HikvisionCamera

Thermo

HikvisionTerminal

Thermo

LunaFast4A1
Panda
UniUbi
VKVision02

R20Face

MatchByPhoto + SendToSigur
MatchByPhoto + SendToSigur

MatchByPhoto + SendToSigur + SendToDevice

MatchByPhoto + SendToSigur + SendToDevice
MatchByPhoto + SendToSigur

MatchByPhoto + SendToSigur + SendToDevice
MatchByPhoto + SendToSigur + SendToDevice

MatchByPhoto + SendToSigur + SendToDevice

17.1.2. BapuaHTbl uHTerpauum c EBC/KBC

B kaxxpgon nHTerpaumm c EBC/KBC (Tabnuua 64) ncnonbsyetcs cepsuc EBC/KBC.

Ta6bnuua 64. BapvaHTtbl uHTerpaunm c EBC/KBC

CepBuc YCcTpoiCcTBO NainnaiH
Ubs + Sigur + Beward SendToDevice + SendToSigur
UbsProfiles
HikvisionTerminal Thermo SendToSigur + SendToDevice
LunaFast4A1 SendToDevice + SendToSigur
LunaFast2NextGen SendToDevice + SendToSigur
UniUbi SendToSigur + SendToDevice
R20Face SendToSigur + SendToDevice
CbsMts + Sigur ~ Beward MatchByPhoto + SendToDevice + SendToSigur
+ CryptoPro
Dahua MatchByPhoto + SendToSigur
HikvisionCamera MatchByPhoto + SendToSigur
LunaFast4A1 MatchByPhoto + SendToDevice + SendToSigur
CbsAkbars + Beward MatchByPhoto + SendToDevice + SendToSigur
Sigur
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CepBuc YcTpoicTBO NainnaiH
Dahua MatchByPhoto + SendToSigur
HikvisionCamera MatchByPhoto + SendToSigur
LunaFast4A1 MatchByPhoto + SendToDevice + SendToSigur
CbsVtb + Sigur  Beward MatchByPhoto + SendToDevice + SendToSigur
+ CryptoPro
CbsVtb + Sigur ~ Dahua MatchByPhoto + SendToSigur
+ CryptoPro +
PersonStorage

Actualization

CbsVtb + Sigur  HikvisionCamera MatchByPhoto + SendToSigur
+ CryptoPro

LunaFast4A1 MatchByPhoto + SendToDevice + SendToSigur

CepBuchl yKa3aHHble B ckobkax, Hanpumep [CryptoPro] - He sBnsitoTcs o6s3aTeNbHbIMK U MOTYT
MCMNONb30BaTbCS B MHTErpaLumsx npyu HeobxoanMocCTH.

17.1.3. BapuaHTbl MHTerpauumu c LUNA CARS
B kaxxpgon uHTerpaunu c CKY TC (Tabnnua 65) ncnonbsyetcs cepsuc LunaCars.
CKYZ TC - CuctemMa KOHTPOS AOCTYNa Ha TEPPUTOPUIO aBTOTPAHCMOPTA C MOMOLLbHO Warbayma.
LUNA CARS nepegaet cobbiTus geTtekumii TC B Access gnsi janbHenweli o6paboTku.

MopkntoyeHne kamep nponcxogmt yepe3 LUNA CARS.

Tabnuua 65. BapuaHTbl uHTerpaumm CKY[ TC

AononHuTenbHbIN cepBuc  MainnaiH

Sigur SendCarsToSigur

Sigur + LaurentController SendCarsTolLaurent

17.2. CTaHpapTHble UHTErpayum c ucnonbsoBaHuem CKY/ Sigur

1. Cxema nHTerpaumm Sigur Ans Npoxoga pacno3HaHHbIX ML, Yepe3 TYPHUKET/ABEPb C MarHUTHbIM
3aMKoM. Mpu nHTerpaLmm ¢ Sigur CNob3yTCSA CTaHAAPTHBIE KOMMNOHEHTbI Access (PUcyHOk 94)
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n (Tabnuua 66).

Touka npoxoga Access
" CooBweHue Mk ” o =
CTOMHUK Ha 3KpaHe anniavH oTo— MOMETPMY ecKan
T O~ . Cepauc bC _ P
BWAEOAAHHbIX SendToDevice -t Cuctema
descriptor_id
| Jyuywwit kagp l
+ descriptor_id
HO—————
ToTo l
2 TypHurer Ycrpoiieteo ... —
E toTo Nai N
, g anrniamH
iy I _ CUrHan Ha oTHPBITHE Matc hBVPhOtO
= 3 |
= 6 —
el annnauH PeweHue ob
“ [g™ Wontponnep SendToSigur oTHRETAH
g g OaHHele
I
+ Homep COTPYOHWEKR
CWrHan Ha oTKpBITHE KapTel
L
CKY[, Sigur Cepswuc Sigur
'ﬂ' 8 - - P g O aHHblE

Penaukaymna,/ COTPY4HMW KOB

CHMHXPOHW3EUMA

PucyHok 94. CxemMa KOMMOHEHTOB NpU UHTerpawum c Sigur

Tabnuuya 66. OnncaHne NHTerpayum

KoMMoOHeHT

Yenosek

Toyka npoxopga

NCTOYHUK
BUAEOAAHHbIX

CynTtbiBaTEND
TypHuUket
KoHTponnep

CKYA Sigur

000 «BmxH/Tabe»

Onucanune

MepcoHa, xenatowas NPONTH Yepes TOUKY NPoXosa.

Habop KOMMOHEHTOB, MCNOMb3YEMbIX 4151 KOHTPONS JOCTYMNa YeoBeKa.
Touyek npoxofa MOXeT 6bITb NogKNtOYeHa 6onee ofHOM,
orpaHuumnBaeTcs nuueHsuneli Ha CKY[. Touka npoxofa MoXeT
NCMOMb30BaTb KaK Ha BXO[, TaK 1 Ha BbIxod. [lna Ka)kgoro HarnpasneHus
MCMONb3YyeTCs CBOM CHUTbIBATENb U UCTOYHUK BUAEOAAHHbIX.

YCTPOWNCTBO A5l U3BEYEHUs Kagpa nnua YenoBeka. MoxeT 6bITb Kak
6uomeTpnyecknin TepmmnHan (LUNA FAST 4A1 v gpyrue), nnbo kamepa,
nogKntoyeHHas yepes FaceStream. BuoMeTpuyecknin TepMmnHan
Mo3BOJISIET CO3aTb 06PaTHYHO CBA3b AJ151 AEMOHCTPALLUM YENOBEKY
NHdopMaumn o Npoxoge.

YCTPOWCTBO A9 NPMeMa JaHHbIX KapTbl 4OCTYyNa.
MperpaxpgatoLiee yCTPONCTBO A5 pa3rpaHMyeHns 4OCTyNoB
MnaTa ynpaBneHuns TOYKOW Npoxoaa.

LleHTpanbHoe MO pns paboTbl ¢ Sigur. XpaHWUT faHHble COTPYLHUKOB U
NPUHUMAET peLleHne 0 NpeaocTaBaeHn gocTyna.
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KoMnoHeHT

MarvinnariH
SendToDevice

YCTpONCTBO ...

MannnaitH SendToSigur

Cepsuc Sigur
Cepsuc BC
MannnaiH
MatchByPhoto

XpaHunuwe

BruomeTpuyeckas
cucteMa

OnucaHune

KomnoHeHT Access o1 OTNPaBKU CUrHaMa Ha OTKPbITUE pene B
YCTPOMCTBO ¥ BbIBOAA TEKCTA Ha IKPaH.

KoMnoHeHT Access a5 NonyyYeHns faHHbIX OT UCTOYHMKA BUAEOAHHbIX.
Bbi6upaeTcs ucxons U3 UCMob3yeMoro yCTpoiCTBa.

KomnoHeHT Access a/is obMeHa gaHHbiMu ¢ CKY/.

KomnoHeHT Access A/1s BbINOHEHUS PEMIMKALUN/CUHXPOHU3ALMK
coTpyaHukoB 13 CKY[ n npocnylwimeaHus cobeituin CKY/,.

KomnoHeHT Access /1 B3auMofgencTBusi C BuomeTpuyecknmm
Cuctemamu: gns LP5 31o Luna, gnsa KBC - cooTBeTcTBYROWMI cepBric KBC.

KomroHeHT Access Af1s B3auMofgencTBusi C bruometTpuyeckmmm
Cucremamu.

JlokanbHas cucTeMa XpaHeHus cBsizen Mexay nepcoHamm CKYJ n nx
H6UOMETPUYECKMMU JaHHBIMU.

Cuctema cpaBHeHMS 3TaNOHHOIo hOTO MEPCOHbBI M NYYLLErO Kaapa,
MOSIY4YEHHOrO OT UCTOYHMKA BUAEOAAHHBIX. MOXeT 6bITb b0 Luna,
nmbo cepsuc nogaepxmnaemon KEC.

2. CxeMa uHTerpaumm Sigur gnsi obecneyeHns KOHTPOS 4OCTYMA TPAHCMOPTHBIX CPeLCTB Npw Npo-

e3fe Yepes nperpaxpatoLlime ycTpoicTea. Mpu nHTerpauum ¢ Sigur MCnonib3yTcs CTaHgapTHbIe

KOMMOHeHTbl Access (PvcyHok 95) u (Tabnuua 67).

I e T Y
Towanpoesna \ Access (T lunacars \
\ [ \
@rpﬁ'» McTouHMK | McToummy | ‘ ’ | !-_ — ‘
BWEOAAHHbIX BUAEO/1aHHbBIX | Cepsuc LunaCars [* | - o nmx |
\ LWinarbaym ‘ r | |
} :E‘[ + ﬁ | } MatinnaiH ! | |
g -
‘ n’; KonTponnep é ‘ | Cepsuc Sigur  |at—p SendCarsToSigur { LUNA CARS API |
o ey bl ]
\777;7777$7777'777J \ i J
CKYLSi uTeHue coBbITMi geTekumn
igur |-

PucyHok 95. Cxema komnoHeHTOB npu nHTerpaumnm LUNA CARS c Sigur

Tabnuuya 67. OnvcaHne nHTerpaymm
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KOMMNOHEHT
TpaHcnopTHoe
cpepcTBo (TC)

Toyka npoe3ga

KoHTponnep
Wnarbaym
CKYA Sigur

Cepsuc Sigur

NcTOYHUK
BUOEOLAHHbIX

YCTpOWCTBO ...

Pa6oTta c LUNA CARS

MannnanH
SendCarsToSigur

Cepsuc LunaCars

OnucaHune

ABTOMOGWIb, Xenawwnin NpoexaTb Yepes TOYKY npoe3aa.

Habop KOMMNOHEHTOB, MCNONb3yeMbIX ANs KOHTpons gocTyna TC. Touek
npoxofa MOXeT 6bITb NOAKNIOYEHO Honee 0OAHOM, OrpaHNYMBaeTCs
nvueHsnen Ha CKY/[. Touka NpoXoaa MOXET UCMO/b30BaThb KakK Ha BXOf,
TaK U Ha BbIXod,. N5 KaXXA0ro HanpaBieHWs UCMONb3YeTCs CBOM
NCTOYHMK BUAEOAAHHbIX.

MnaTa ynpaBneHns TOYKOM Npoe3aa.

MperpaxpgatoLiee yCTPONCTBO A5 pa3rpaHMyeHns JOCTYNoB
LleHTpanbHoe MO pgnsi paboTbl ¢ Sigur. XpaHWT gaHHble TC M npuHMMaeT
pelueHne o NpefocTaBeHnn foCTyna.

KomnoHeHT Access anis 06paboTkn nHdopmaumm ot CKY/.

YCTpOWMCTBO AN8 U3BNeYeHuns kagpa focyaapcTBeHHOro
perncrpaumoHHoro 3Haka TC.

KoMnoHeHT Access /1S NoJlyYeHs JaHHbIX OT UCTOYHMKA BUAEO4AHHbIX.
BbibupaeTcs ucxoasa M3 MCNOIb3YeMOro yCTPONCTBA.

KomnoHeHT Access pnis oTnpaBku cobbiTuin n3 LUNA CARS B Sigur. Access
noakntovaetcst K LUNA CARS Analytics backend ¢ nomoubto websocket

KommnoHeHT Access ans NporpaMMHo-anmnapaTHOM MHTerpauuu,
Heobxoaumbli gns cBa3u LUNA CARS 1 nperpaxpaatowmnx ycTponcTB

17.3. Hactpouka MO CKYA Sigur

[Ans 3anycka v HacTponku MO CKY/, Sigur Heo6Xx04MMO BbINONHUTB ClefyroLme encTBus:

1. Y6egunTbes, 4To ncnonbyetcs MO CKY[ Sigur Bepcun 1.6.3.18.S M HoBee:

+ B MeHIo nporpammbl ynpasneHus Sigur BbIbpaTb NyHKT MeHto «CnpaBka» - «O nporpamMme».

« CBepuTb Bepcuto MO ¢ ykaszaHHOM Ha calnTe Www.sigur.com.

« Mpwu HeobxoanmocTn 06HOBUTL MO fo NocneaHen Bepcum.

2. HacTpouTb B3aMMofencTeue Mexay Moayfiem nHterpaumm n cepsepom MO CKY[ «Sigur»:

+ B MeHIo nporpammsbl ynpaeneHus Sigur BbI6paTb NyHKT MeHto «daiin» > «HacTpolikm».

+ B pnanoroBom okHe «PefakTMpoBaHMe HAaCTPOEK» NepenTn K NyHKTY «BugeoHabnogeHne» (Pu-

CYHOK 96).
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« [1o6aBuTb cepBep BugeoHabnogeHus (PucyHok 97).

51 PeaakTvpoBaHme HacTpoek

HabnwoaeHHe

BuaecHabnm AeHKE

E-Mail
MNepcaHan Pe a3k THPOEaHKHE
BeckoHTaKTHaA HaeHTHEMEEALHA  i1va ((oNE30BaTENECKAA CHCTEMA) P—
BHOMETPHKA Maks (MonE30BaTENECKAR CHOTEME) '
THn cepeepa;
eI e LT Margo (Mone30EaTENECKaA CHCTEMA)
T Roman (Monks0BaTENBCKAA CHOTEMA)
artive Direckary fnmar rancana

PucyHok 97. PegakTnpoBaHue HacTpoek Sigur

* YKazaTtb Npon3BOJZIbHOE NMA CcepBepa.
+ Tun cepBepa — «[lonb3oBaTeNbCKAS CUCTEMAY.
« Haxatb «Ok»;

= ManyuaTe © cepBepa cobkbiTHA

AoBaeneHne cepeepa EMAROHaBAMAEHKA >

MKHA cepeepa: Test

THN Cepeepa: P.SF95EI| LI
Videao Insight s
VideoMet

T exacgVision =
THKA
HomepOk:

Monez0EaTERLCKAA CHETEMS

Tennoewzop Frkvision
TepruHan Beward W

PucyHok 97. lobaBneHune cepeepa BUaeoHabtogeHNs

3. HactpouTb napameTpbl cepBepa (PrcyHok 98):
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PeAaK THPOESHHE
lMA cepEEpa: TesH
TN cepeepa: MonNES0EATENECKSA CHOTEMA j
Appec Ccepeepa; 10.0,10.161
MopT cepeepa (HTTP): Q091
My Th K CEREMCY! ebhookfservicesigur F24bc9c5-Fa32-4ac0-9728-07bc 11 7804d9/f

MMA NoNe30EaTENA!

MNapane NoNEZ0EaTENA:

P-':.-'TEHTHIII:IHKELLHH: OTERNHIYEHS ﬂ
BrirpysaTe Ha cepeep doTorpadikm

BeirpysaTte Ha cepEep Nponycka ]
ManyJyaTk © CcEpEEpa COARITHA

BrIrpy#aTe Ha CepEep 40N, NapaMaTpel

Aon. napaMeTpel ANA BEIFPY3EH [MDM_ID BribpaTk

PucyHok 98. PegakTpoBaHMe NapamMeTpoB cepBepa BUAEOHAbONOAeHUS

« «Appec cepBepa» U «[opT cepepa (HTTP)» — ncnonb3ytoTcs npu obpalieHnmn K cepBepy Co CTo-
poHbl CKY[ no npotokony HTTP;

+ «Appec cepBepa» COOTBETCTBYeT IP agpecy MallunHbl, Ha KOTOPOU 3anyLyeH Access;

+ «MopT cepsepa (HTTP)» — nopT gnsi MHTErpPaLMOHHOTO MOAYS (3HaYEeHMUe No YMOAYaHNI0 «9091»,
€C/IN NOPT YXKe UCNONb3YeTCs — U3MEHUTD);

+ «[lyTb K cepBuMCY» 3apaeT 0bwWwmin NnpedmrKc NyTel Ha cepepe Ans Bcex 3anpocos oT CKY/. [aH-
HOe 3HaYeHue criepyeT B3sTb U3 6/10Ka MHbOpMaLMK KOMNOHeHTa Sigur B Access, 3HaYeHWe Nons
webhook-url (PucyHok 99).
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error_count
0

removed_luna_faces
0

created_luna_faces
42

webhook_url
“hitp:/f<v|_access_host=:90

PucyHok 99. Ccbinika Ha Webhook

+ AKTMBMpOBaTb hnar «Bbirpyxatb Ha cepBepoB poTorpadumn» Npm UCNonb3oBaHUK cepsuca Sigur,
OTK/IOYNTb MpU Mcnonb3oBaHmm cepauca SigurThroughDatabase.
« AkTBMpoOBaTb thnar «fonyyaTb C cepBepa cobbITUSI».

4. BKNIOUNTb PYHKLMIO PAaCNO3HABaHMWS UL

+ B gvanore «<PegakTvpoBaHue HaCTPOeK» MePenT K MYHKTY «Pacno3HaBaHue nnuy».
+ YCTaHOBUTb rafioyKy B NyHKTe «BKNHOYMTL pacno3HaBaHme nuu» (PucyHok 100).
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| PegaxkTpoBaHWe HacTpoeK | x
HaGooamne [ Bxmosms pacnossasarme mu |®
1C:MpeanpraThe
BuasoHafinoaeHHe MaKOMANBHAR WHDHHE Kaapa: 800 ]
MNevars Nponycxos MaKomMansHan BeICOTa Kaapa: 600 ™=
MRaTEKHAA CHCTEMS
M MirmsansHsi pasMep nua & kaape (%): 5 ™
Telegram MakomansHsIR PasHep NMUA B kaape (%): 95 ™
E-Mail
TOUHOCTE AETEKTUPOBaHMA NMUa (9k): 80 [}
MNepcosan
Active Directory TounocTs pacnosHasamma nmua (3%): 80
ONpasAaTENEHEKE AOKYMEHTE!  Hynig HeraTHBHSIX KAAPOB NOAPAL, HTob! NOTEPATS ™ MMUo! 5 (]
Mponycka noceTHTEned . )
— [loCTaToWH0 KA4PO8 NOAPRA, B KOTOPEIX "HE NOTERAHO" MMUD, ANS MAEHTIHALIN; 5 ™
CHHPOHH3EWHA A 3HHEX [OCTaTOuWH0 MHUNNWCEKYHA NOAPAL, B KOTODEX "HE NOTEPAHD ™ NMUO, ANA MaeHTHdMKawm: | 5000 ™
S ANropuTM AETEKTUDOSAHMA ML ALG1 - BeicTpest v | ()
PACNo3HABaMME AOKYMEHTOR
BromeTpica ANATODHTH BEIQENEHHA AHTPONOHETDHHECKMX TOWEK MILA: ALG1 - BoicTpoi ~ | (%)
BeCnpoB0AHEIE 33MKH ANTOPUTH PACTIOSHABAHMS NAL: ALG1 - BeicTpeii v | (™
YeTpofcTea xpaHeHHa
Mifare 1 BLE (®) - OTHOCUTCA TONBKD K BCTDOSHHOMY PaCNOSHABSHS0 ML Sigur.
S0HR
MOBTOPHEE NPOKOAE!
AONOAHATENEHEIE NAPAHETPEI

PacnosHaBaHHe ML @

PucyHok 100. BkitoyeHme dhyHKUUN pacno3HaBaHMs 1L, B HaCTPOiKax CUCTEMbI

17.3.1. HacTpoiika Touyek gocTyna

Mpy BO3HNMKHOBEHWUN OLWIMHOK NepesanycTute cepsep MO CKY/ Sigur, 4To6bl OH CMOT MOAKMOUYNTb-
CA K UHTErpauoHHOMY MOAYIH0.

[ns HacTpoWKM ToYeK AOCTYNa B Sigur HEO6XOAMMO BbIMOIHUTbL CNeAyoLMne eNCTBUS:

1. B 60KOBOM MeHI0 NporpamMmbl ynpaBneHus Sigur BblopaTb NyHKT «O6opyaoBaHune» (PrcyHok 101).
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5| Mporpamma ynpaenenwa [Administrator]

®aiin lNpaeka Cnpaeka

A B ® O > 4 Q

Wl = 06opynosanne

daa COopPyAOBIHME o

MnaHbl

MeHw

&
' Habawpaenne
)

Yo

Mepconan

o Pexumbl

PucyHok 101. BoKoBO€ MeH0 MporpaMMbl ynpasneHus Sigur

2. BbibpaTb TpebyeMyto TOYKY AOCTYMNa M HaCTPOUTL A8 Heé NapameTpbl BUgeoHabnwoaeHus (Pucy-
HOK 102):
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CocTosHne: 'Ecrb CBA3b, HopManbHbIR pexMM,

HacTpoitkan:
OcHoBHpie Buaeonabniogenue

Kamepa "Ha Bbixon”  Kamepa "Ha Bxoa”

Cucrema: demo_luna (Monb3osaTtensckan aicTemMa) ~
Kamepa: demo_hik v
Orcryn (c.): 515

[[] PacniosHasarite aBToMobINbHBIX HOMEDOS

PaspelwnTb BEPUBUKALIMD NO MLy
BKAOHYMTE MAEHTUOUKALIIO MO AMLY

MpUMEHUTE OTHEHWTD

AETOHOMHAA NaMATE A40CTYyn

HaCTPOMKA
PucyHok 102. HacTpolika napaMeTpoB 060pyaoBaHNs BUAEOHabNoAeHMS

+ «Cucrtema» — BbIbpaTb Ha3BaHMe CO3AaHHOM MNOMb30BATENbCKOW CUCTEMDI;

« «Kamepa» — BbI6paTb kKamepy. Mpy HaXXaTUK Ha BbINAZAoLWMA CMMCOK B HEM JOMKHbI 0TOOPa3nTb-
€Sl HA3BaHWS BCEX YCTPOWCTB, CO3aHHbIX B ACCESS, 3TO FOBOPUT O TOM, YTO MHTErpauns paboraet
MCMpPaBHO 1 Sigur yaanocb NOAKMAOUYNTLCSA K Access. BbibpaTb yCTPONCTBO, KOTOPOE UCNOJIb3YETCS
ANS MOEHTUDUKALMM HYXKHOWN TOYKN JOCTYNa;

« AkTMBUMpOBaTb hnaru «PaspewnTb BepnbUKaLUIo No AnLy» U «BKAYUTL ngeHTUdmrKaLmo no
inuy»;

» HaxaTtb KHONKY «[IpUMEHNTb».

Mocne 3TOro, fOMKHA HaYaTbCs penanKaLmns COTPYAHMKOB CO CTOPOHBI Sigur. OnvcaHme paboTol

anropuTMa pennkaumm cM. B pasgene [narpavma Bzaumogencteus CKY/ Sigur ¢ LUNA Access.

17.3.2. HacTpoiika peXXMMoB focCTyna

B CKY[] peann3oBaHo AiBa peXxnMa naeHTUdrKaumm B BbiIbpaHHOM HanpaBieHuu:

+ Pexxnm 1 - no cakTy pacnosHaBaHus nuua ob6bekTa goctyna
+ Pexxum 2¢ - no ocHoBHOMY naeHTUdUKaLMOHHOMY NPU3HAKY (KapTa) 1 No Anuy o6bekTa focTyna

[Ans HacTpoiku MO BbINOAHUTE CiegytoLmne AenCTBUS:
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1. Bnporpamme ynpaBneHus Sigur B 60koBoM MeHt0 «060pyaoBaHue» BbibepeTe HE0HX0aMMYIO TOY-
Ky BOCTyMa v nepenguTe B HACTPOWMKM BUgeoHabnoaeHns (PrucyHok 103):

CocTosnne: kcrb CBA3b, HopManbHbIR pexMM,

HacTpoitkn:
OcHoeHbie BugeoHabnogexwe

Kamepa "Ha Boixon”™  Kamepa “Ha Bxoa”

Cucrema: demo_luna (Monb3osaTtensckan aicTemMa) ~
Kamepa: demo_hik v
Orcryn (c.): 515

[[] PacniosHasarite aBToMobINbHBIX HOMEDOS

PaspewmnTs BeprbMUKaLIAD MO Ny
BKAHOYMTD MAESHTUOMKALIO NO ALY

MpUMeHUTE OTMEHWTE
BBTOHOMHAA NaMATE aocTyn
HACTPONKA

PucyHok 103. HacTpolika napaMeTpoB 060pyA0BaHNs BUAEOHAbNOAEHMS
Onsa BkaoveHus pexxuma 1¢: aktnBupyinTe nar «BKAOUYNTL MAEHTUGMKALNUIO MO IULY».

Onsa BkaoveHus pexxuma 2¢: aktusmpyite dnar «Paspewnts BeprdmKaLmio No Anuy».

2. MNepenanTe Ha BKNAAKY «PexxnMbl» 1, CO34aB HOBbIN UM BbIOPAB HYXHbIM U3 y)Ke CYLLECTBYHOLNX,
nepenTu Ha BKNagKy «CneynanbHble npaBuna» (PucyHok 104):
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Mporpamma ynpaenenna [Administrator] — ] x
®aiin lMpaeka Cnpaeka
™ ﬂ:wmpr No AuanasoHy Aat:
fr! E @ OT: |10.04.2025 = fo: |10.05.2025 = C.D
B8 Bce pexamn PenakTuposarne BeibpaHHOro snemexTa
tﬁj‘-‘\ - @l Yposerb 1 (camoie cnabiie) Obwee [ CnewmansHsie Npasuna o
[K§2001-01-01 - 2025-02-24 (N0 yMonuarmo)
+- @ Yposers 2 [(] MsemaTe KapTy Npi MCTEYEHM CPOKA AEMCTBMA a
‘ +- @l Yposers 3

m w @

e

PaspewmTs A0CTYN TONLKO B CONPOBOMAEHHH
+- @l Yposerb 4 (camoie cinbHbie) P Aoctyn POBONA
[[] & nanpasnerim Bxon™ [] & Hanpasnerim "Bonon™

HasHauwTe rpynny conposaMaeHs

o BEPOATHOCTH 38NPOCA CONPOBONEHMA: 100 %

[JocTyn No Pacno3HaBaHHIo roc HoMepa Ha “Bxoa”

BeibpaTs

paspewaTb AOCTYN MO FoC HOMEPY =
JlocTyn No PacnozHaBaHMo roC HoMepa Ha “Boixoa”

paspewaTs A0CTYM MO FoC HOMEPY -
MaeHTUdMKaLMS NMUA MY NPOXOAE Ha Bxoa”

BRNIO4EHA =
MaeHTUdMKALIMS NMLE NPy Npoxoae "Ha Bbixoa”™

BKMOYeHa v
Bepudwkawsa nuua npu Npoxoae "Ha exoa”

OTKAOHEHA =
BepUdUKALIA NULE NPU NPOX0AE "Ha Beixoa”™

OTKMOYEHa v ‘

PucyHok 104. HacTpoika crneumanbHbix NpaBu/ Npoxoaa

Onsa pa6oTbl B pexxume 1¢: Ecv B KakoM-1160 M3 HanpaBAEHUI JOMKEH OCYLLECTBAATLCA OCTYM

TOMbKO MO haKTy pacno3HaBaHMs nL, TO Aas napameTpoB «MgeHTudMKaLms nuua Npu Npoxoae «Ha

BXO[,/BbIX0Of» YCTAaHOBUTE 3HAYeHUNE «BKItoYeHa.

Onsa pa6oTbl B pexxume 2¢: Eciv B KaKOM-11M60 13 HanpaBeHWIA fOJIKEH OCYLLECTBASATLCS JOCTYN

no akTy NpeabsaBAEeHNS OCHOBHOMO MaeHTUdMKaTopa COTPyAHMKa 1 paKTa pacno3HaBaHMs ero nunua,

TO AN19 NapameTpoB «Bepudukauus nuua npu Nnpoxoae «Ha BXoA/BbIXOA» YCTaHOBUTE OJHO U3 CNeayto-

LLMX 3HAYEHUIA:

« Msarkasi — nponyckaTb B lo6oMm criydae. MNocne ngeHTudmKaLmm no oCHOBHOM NPU3HaKy (nogHe-
CEHME KapTbl) CMCTEMa NPeROCTABASET [OMYCK, €C/I OH BO3MOXEH MO UHbIM KPUTEPUSM, faXe
€C/I1 YeNoBeK B Kagpe Tak 1 He nosBuncs. Takoe paspelleHne goctyna bygeT COnpoBOXaaThCs
cobbITUEM «JTNLO HEe OMO3HAHOY.

« XXEcTkasi — nponycKaTb TO/IbKO Npu coBnageHuun. Mocne nageHTUdUKauum no OCHOBHOM NpU3Ha-
Ky (MopgHeceHVe KapTbl) CUCTEMA NPOBEPSIET, Y3HABANOCh /N IMLO JAHHOFO Y€/I0BEKA B Kagpe B
TeYeHMe YKa3aHHOMo B HaCTPOIMKax BpEMEHM 0 COOLITUS, N €CNN HET, XKAET NOSIB/IEHUSI YeN0BeKa
B Kagpe B TeyeHune 5 cekyHa. Ecnv yenoBek B Kagpe TakK U He NOSBMACS, OCTYM He NpefoCcTaBns-
eTcs. Ha Bknagke «HabntopeHve» B MO BbiBOAUTCA cobbiTME: «[JOCTYN 3anpelyeH. J/Inyo He ono-
3HaHO».

« JXécTkas rpynnoBas — NPONycKaTb TOJIbKO NPW COBNAageHUM C IMLOM U3 oTaena. lNocne ngeHTn-
(bu1Kaumm No OCHOBHOM NpU3HaKy (NogHeCceHNe KapTbl) cMCTeMa NPOBEPSIET, y3HaBaNOCh JIN ML
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Yye/lOBeKa B Kagpe B TeYEHME YKa3aHHOMo B HaCTPOWKax BpeMeHU 40 COBbITUS, U eCIN HET, XaeT
NnosiB/IEHMS YeNoBeKa B Kagpe B TedeHue 5 cekyHa. ObHapyxeHHOe 1L NPOBEPSIETCS HA COOT-
BETCTBME IOOOMY U3 ML, HAXOASALWMXCS B TOM Xe 0TAeNe, YTO Y UAEHTUDULNPOBAHHbI OB BEKT.
Ecnu YyenoBek B Kafipe TaK M He NOSABMWACSA, AOCTYN He NpefocTaBnseTca. Ha Bknaake «Habnwoae-
Hue» B MO BbIBOAUTCS cobbITUE: «[JOCTYN 3anpeLleH. /IML0 He ONO3HAHO».

« Msarkasi rpynnoBasi — NponycKkaTb Npy HECOBMAAEHUN C NMLOM U3 0TAena. MNocne ngeHTudmrKa-
LMW NO OCHOBHOM MPU3HAKY CUCTEMA NPefOCTaBASET JONYCK, €C/IY OH BO3MOXEH MO UHbIM KpU-
TepuaMm, faxe ecium NNLo NAeHTUDULMPOBAHHOIO UK N60ro Apyroro cybbeKTa TOro xe oTae-
Nla TaK 1 He nosiBMnocCk. Takoe pa3pelleHune gocTyna 6yaeT ConpoBOXAaThCs COBbITUEM «/TNLO He
OMO3HAHO».

17.3.3. HacTpoiKa pono/IHUTEeIbHOro Nons Ans MHTerpauum c 6C

[ns HaCTPOMKM AOMNOIHUTENBHOIO MO, KOTOPOE COAEPXKNUT MAEHTUDUKATOP NEPCOHbI B BMOMeT-
pyYecKou cucTemMe, HEO6X0AMMO BbINOMHUTL Cnegytolwme aenctans B MO CKY[ Sigur:

1. BbibpaTb fon. napaMeTpbl 4ns Bbirpy3ku B MO CKYA «Sigurs (PucyHok 105):

+ B MeHto nporpammbl ynpaBneHus Sigur BbIGpaTb NYHKT MeHto «dainn» > «HacTponkmny»;

« B ananoroBoM okHe «PefaKkTpoBaHMe HacTPOeK» NepenTu K NyHKTY «BugeoHabnopeHune» (1);
+ BbibpaTb cepBep BugeoHabntogeHus (2);

« BkAtounTb PyHKUUIO «BbIrpy)XaThb Ha cepBep gon. napameTpbi» (3);

« Bbi6bpaTb gon. napaMeTpbl ANs BbIFPY3KK (4);

+ MpuMeHUTL M3MeHeHus (5).
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5| PepaktMpoBaHve HacTpoek

Habnoaetne

n 1C:MpeanpuaThe @ e

AndreyHome (Monb30BaTENbOKER CACTE!

MeYaTs NponyCKos

SMS

AndreyWork (Mono3osaTtensacan ascrer,

Telegram

E-Mail

MepcorHan

BeckoHTaKTHaR HAEHTI‘I@HK\!I.IHH

BHoMeTpHKa

PacnoszHasaqHe niu

ONpaBAaTENEHEIE AOKYMEHTE!

Apxme

CHHXPOHM3AUMA AaHHBIX

ELL

Mo TopHEIE NPOX0AR!

AONOAHHTENEHEIE NAPAMETPEI

HTTP{WEE)

MNpaga onepaTopos

Mpodmnm whbposaHua OSDP

HAHKaUHA

Npodmnm wbposaHna

X
AKTUPOBaHNE
A cepsepa AndreyWork
Tun cepsepa Monb30BATENBCKAR CUCTEMA ;I
Anpec cepsepa:
MopT cepsepa (HTTP): 9051
MyTs K cepamcy: sbhook/service fsigur /6b39330b-5365-4c7a-aee2-c0ef802b6ad5/
WMA nonb3oBaTens;
MNapone nonb3osaTens:
AyTeHTUUKELIA: OTKIIOYEHS LI
Buirpy®aTs Ha cepsep doTorpadim =
BoIrpyaTh Ha CEpPBEp NpoMycka =
Mony4ats ¢ cepeepa cofbimua =

BoirpyaTb Ha CEpBep AoN. NapameTpsl [7]

Hon. napaMeTpel ANA BLINPY3KM

Beibopouno (2/3)

AOKYMEHTEI

KOHTponnepb!

S| BoibpaTtb

DUNETP

[Jignore

4 Mom_D

[[] none c aeckpuntopom

> ﬁl‘twnmwrb |

PucyHok 105. HacTpolika gon. mapamMmeTpoB A5 BbIrPy3KK

OTMermTs

2. Ykasatb B [10 CKY/ «Sigur» 3HayeHne ngeHTudukatopa nepcoHsl B EBC (PncyHok 106):

+ B 60KOBOM MeHt0 NporpamMmsbl ynpasfieHns Sigur BbiopaTb NyHKT «[epcoHan» (1);

BbibpaTb LieneBoro cotTpygHuKa (2);

+ YKasaTb 3Ha4YeHue ngeHTudmkaTopa nepcoHsl B EBC B nosie, BbiIbpaHHOM Ha ware 1 (3);

+ MpUMeHUTb U3MeHeHNUs (4).
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5| Nporpamma ynpaenexus [Administrator]

®aiin lNpaeka Cnpaska
i Obopygoeatmne

L Mepconan o

P exumel

MnaHel

Habnwoaexue

a e

OnpaeaaHua

Cobbitua

Oxpana

Apxue

Oryetsl

'le ]}

I

(©]

@ 0 @ e

®

CRCRCE

Jelelelelelelclclolelelelolobolodeleloleololelelelolelclolelololobode e Jo

8O3
H
i
E

]

[4

i
:
g

|Aemawes AHToH Unbiny

~
OcHoeHoe

—
Tun ofwexTa gocTyna

Oraen

Wina

Touxm aocTyna
Cpok aocTyna

ignore:

MDM_ID:

g -

Pexumel

LLOmKHOCTb:

Wsobpaxermsa:

Mponyax:

LUabnox nponyaka A: | No yMonuario (NOCTORHHGIN)

Onpaeaanmna YeegomneHua Oneparop

| CoTpyaHuk
: OfbexT
: Jemawes AHTOH Mnbuy

(veT)

Homep:

Mpumeyarie:

Het

w26 | ~| 000, 00000 x| [+

[ orparuTs cpok aeiicTems

vIE: He 3a0aH

: Bee

: OxsaTi i NepUoa
Or: |04.09.2025 11:14
Ao: [#] HeorpaHierrHo

O

542342 e

none ¢ AECKPUMTOPOM:

HeT
¢oTorpacdum

npocoTp

M3MEHWTD

PucyHok 106. Mone c ngeHTUdrKaTopom nepcoHsl B EBC

3. YKa3aTb Ha3BaHMe UCMO/b3yeEMOro AorM. NapaMeTpa B HacTpOKKax cepBuca Sigur B Access B napa-

MeTpe additional_person_field.

17.4. MeTopbl B3auMoAenCcTBUA € Sigur

[ns obMeHa gaHHbIMK ¢ CKY[] ncnonb3yetcsa APl (Tabnuua 68).

Tabnuua 68. Vicnonb3yemble meTofbl CKY[, Sigur

MeTopg OnucaHue

GET /event MonyyeHune cobbITUMN geTekuymm. OgHOHaNpaBAeHHOe CTPUM COeAUHEH e,
B KOTOPOM Access TPaHCNPYeT BO3HUKAOLLME COBbITUSA AeTeKL i gsi
CKY[a.

GET /getpersons [Mony4nTb CNNCOK COTPYAHUKOB 13 Access. Ha ocHOBe OTBeTa 3TOro

000 «BmxH/abc»
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MeTog, OnucaHue
POST /updateprson O6HOBUTb faHHble COTPYAHMKA B Access
{id, name,

photoVersion, photo}
GET /removeperson
{id}

GET /getchannels

YaanuTb faHHble COTPYAHMKaA B Access

Mony4YnTb CMMCOK NUCTOYHMKOB COBBITUI B ACCESS, NCMOMb3yeTcs A
KOHMUIypauum HanpaeaeHuii Npoxoaa

17.5. jmarpamMmma npoL,eccoB B3ammogencTems c Sigur

Access BbICTYNaeT B posv cepBepa, a Sigur B posiv kveHTa. [Nocne HacTponkmn knneHTa, CKY[ Sigur
CaMOCTOATENIbHO BbIMOMHSAET BCe 3anpockl kK Luna Access (PucyHok 107).

000 «BmxH/abc»

188 /282



VisionLabs LUNA Access. PykoBoACTBO Mo/ib30BaTeNs

‘ CKY/1 Sigur ‘ LUNA Access ‘

—
alt J_,J [CobbITHA OETEKLMH MHL]

C'THDI:-ITHE COEMHEHWA ANA TPaHCNAUMK CoBLITHA AeTeKWA N1y
GET /event

-
< 2 <type, channelld, persons: [id, score]= |:|

[CobuITHA AETEXLMH TRAHCNOPTH bIX CPENCTE]

]
]
]
OTHPLITHE CORWHEHWA ANA TPAHCNALKWA CoBLITHA AeTeryMd TC |
]
|

3 GET /event

[
> 4 <type, channelld, number, direction= |:|

Mony4YdTE CIWCOK COTPYAHHHOR |
GET /getpersons '

-
< 6 <persons: [id, photoVersion, name]= D

MogudguKraluA coTpyaHHKOE  /

No6aBUTE/OOHOBMTE AAHHEIE COTDYAHMEA
POST /updateprson <id, name, photoVersion, photo:

7

,.El,nr:‘laEHEHHe /0BHOBNEHME COTPYAHWKA BO BHYTPEHHeR B
HTTP-cTaTyc 200. OK

Y0anuTk AaHHBLIE COTPYAHMKA
GET /removeperson <id=

YananeHne NaHHLIX COTPYAHWHA BO BHYTPEeHHER B

10 HTTP-cTatyc 200. OK

Hondurypaunwn HanpaeneHwa npoxoga B Ha::rp-oﬁunx CHYQ /
1 TONYUMTE CIUCOK MCTOUHMHOE COOLITHURA
GET /getchannels

-
I 12 <channels:[id, name}- |:|

PucyHok 107. inarpamma B3ammogencteust CKYA Sigur ¢ Access

Co6bITUA geTeKuun nuy,

1. CKY[ Sigur nHnummpyet GET-3anpoc: /event gns nonyveHms cobbiTuii AeTKUMM 1L, oT Access, Co-
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eanHeHne Bcerga oCtaeTca OTKPbITbIM.

2. Access BO3BpaLLaeT B COeANHEHME COBLITMSA MO MEpE TOrO KakK OHM BO3HMKaloT. [axe ecnn cobbl-
TU HeT, Access pas B 5 CEKYH[ NpuUckinaeT uckycctBeHHoe «Keep alive» cobbiTue, 4To6bl 06€ CTO-
POHbI COEANHEHUS BblM YBEPEHbI, YTO COEAUHEHNE BCE elLe B MopsiaKe. Access BO3BpaLLAeT json-
06bEeKT cobbITUSA, C NONAMMU:

« type - Tun cobbiTus;
+ channelld - ID kaHana B Access;
+ persons - MaccumB ¢ pe3yfibTaTaMu pacno3HaBaHuS;
- id - ID nepcoHbi;
- score - CTeneHb CXOXECTU KaK BellecTBeHHoe Yyncno ot 0 go 1.

Cob6biTua pgetekuumn TC

3. CKYA Sigur nhmummnpyet GET-3anpoc: /event ans nonyyeHus cobbitmin getekumm TC oT Access, co-
eMHeHVe Bcerga ocTaeTcs OTKPbITbIM (Access NpucbiiaeT HoBble cobbiTusi B CKY/] no mepe BO3-
HUKHOBEHUS).

4. Access BO3BpalLaeT B coegmHeHne cobbITS MO Mepe TOro Kak OHM BO3HUKAIOT. [laxe ecin cobbl-
TWIA HeT, Access pa3 B 5 CEeKyHf, MPUCHITAeT MCKYCCTBEHHOE «Keep alive» cobbiTne, 4yTobbl 06€ CTO-
POHbI COEAMHEHMS BbLIN YBEPEHDI, YTO COEAUHEHME BCE elle B nopsake. Access BO3BPALLAET jsoNn-
06BbeKT cobbITUA, C NONAMMU:

« type - Tun cobbiTUs;

« channelld - ID kaHana B Access;

« number - CTpoKa pacno3HaHHoro focyaapcTBEHHOMO PerncTpaLmoHHoro 3Haka TC;

« direction - HanpaBneHue BepTUKanbHOro ABMKeHUA aBTOMObUNS B Kagpe. He obszaTenbHoe no-
Nne, MOXET OTCYTCTBOBATb. ECAIN NPUCYTCTBYET, TO MOXET MPUHUMATb 3HAaYEHMS «up» Uaun «downy.,

MonyyeHune cNUcKa COTPYAHUKOB

5. CKY[ Sigur nHmnumupyet GET-3anpoc: /getpersons gns cCMHXpOHM3aLMn faHHbIx ¢ Access. 3anpoc
BbINOAHSETCS Npu cTapTe cepBepa CKY/, v Npy n3MeHeHUN Kaknx NM60 CUHXPOHU3NPYEMBIX flaH-
HbIX Ha cTopoHe CKY/l. B cnyyae ecnn 3anpoc unmn nocneayrolmMe 3a HAM 3anpochl 3aBepluaTcs
HeypayHo, CKY/[l 6yaeT nbiTaTbCs pas B 5 CEKyH[ MOBTOPUTH 3aNpoc 4,0 TEX MOP NMOKa CUHXPOHM3a-
Lus He nporgeT 6e3 oWmnboK.

6. Access BO3BpaLLaeT json-06bekT, C NosMu:

« id - ID coTpyHuUKa;

« photoVersion - Tekyuias «Bepcusi poTorpadumn» coTpyaHuKa B ACcess, 3HayeHMeM Nnons BbiCTyna-
eT BpeMsi 06HoBneHus doTorpacdum B CKY[, B hopmate timestamp (unix hopmart);

« name - Ims coTpypHuKa.

Mogudukauus coTpyaHMKOB
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7. CKYA Sigur numummpyet POST-3anpoc: /updateperson gnsa gobasneHus nnv 06HoBNEHUS AaHHbIX
COTpypHUKa B Access. B Tene 3anpoca nepefaercs jSon-o6bekT C NonsmMu:

« id - ID coTpygHuka B CKY[, uenoe yncno ot 140 2731-1;

* name - VImMa coTpygHUKa;

« photoVersion - Tekyuias «Bepcusi hotorpadumm» coTpyaHuka B ACCess, 3HaYeHMeM Nos BbICTyMa-
eT Bpemsi 06HoBneHus doTorpacum B CKY[, B hopmaTe timestamp (unix opmart);

+ photo - doTorpadus B hopmate JPEG, 3akognpoBaHHas B base64.

8. Access uLLeT B cBoel ba3e cOTpyfHMKA C yKa3aHHbIM id. ECin Takol eCcTb, TO ero AaHHble JomK-
Hbl 6bITb OBHOB/EHbI anga npuneegeHna B COOTBETCTBUE C NepeaHHbIMN. Ecnwn Takoro HEeT, TO OH
[OMIXKeH 6bITh co3paH. B ciyyae ycnexa Access BosBpalyaet HTTP-ctatyc 200. OK. Mpu Heypave
CKY[, poCcpoYHO NpepBeT CUHXPOHM3ALMIO laHHbIX, T. €. NepecTaHeT UCNOoNHATb updateperson 1
removeperson 3anpochbl, HOBYH nonbITKy CKY/] coBepwnT Yyepes 5 cekyHa,.

9. CKY[ Sigur nHnummpyet GET-3anpoc: /removeperson 419 yaaneHus faHHbIX COTPYAHUKA B ACCESS.
B Tene 3anpoca nepepaeTcs json-06beKT C nonem:

« id - ID ypansemoro coTpyaHuKa.
KoHdurypauus HanpaBneHus npoxoga

10. Access ULeT B cBOel base COTPYAHUKA C yKa3aHHbIM id 1 yganseT ero gaHHble. B ciyyae ycnexa
Access Bo3Bpawaet HTTP-ctatyc 200. OK. Mpu Heypade CKY[ fOCpOYHO NpepBeT CUMHXPOHU3a-
LU0 JaHHbIX, HOBYIO nonbITKY CKY/], coBeplunT Yepes 5 cekyHp,.

11. CKY[ Sigur uHnuuunpyet GET-3anpoc: /getchannels gns BbissBNeHNs KaHaN0B yCTPOMCTB BULEOHA-
6n0aeHMs co3gaHHbIX B AcCess. 3anpoc BbIMOMAHSAETCS NPU BbINOSHEH UM NONb30BaTENIEM B UHTEp-
deince CKY[, pencTBUiN No KOHOUIYPUPOBAHMIO CBS3M KaHANO0B M TOYEK Npoxoga.

12. Access BO3BpaLLaeT json-06beKT «channels», c nonsamu:

+ id - ID kKaHana;

* name - Ha3zBaHuMe KaHana.

CBsI3b KaHaN0B U TOYEK NPOX0Aa MPOUCXOAMUT B MONb30BaTENbCKOM MHTepdence CKY/.

17.6. Sigur FAQ

1. Moyvemy nycT BbINagatowmin cnucok B none bio_system_id npun HacTpoike napameTpoB nogkio-
4yeHuns cepsuca Sigur?

+ Heobxoanmo npoBepuTb Hannume gobaBIeHHOro cepBrca GMOMETPUYECKON CUCTEMDI, OH A0/-
XeH 6bITb nogaepXxmBaemMoro Tuna. Mogaepxxmeaemble TUMbI: Luna, ChsMts.

2. Moyemy nycT BbiNagatowwmii cnucok B none luna_cars_id npu HacTpoiike napaMeTpoB NoaKoYe-
Hus cepsumca Sigur?
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+ Heobxoanmo npoBepuTb Hannune fobasneHHoro cepsuca LunaCars.

3. MNoyeMy nocne HaCTPOKKKM Sigur He Havyanacb CUHXPOHU3aLNA COTPYAHUKOB?

o ,U,J'IFI TOro, YyTObbI AOaHHble CMHXPOHN3MpOBasiaCb JO/KHbI 6bITb BbIMOJIHEHbI cnepyrouine NnyHKTbI:

BkntoyeHo pacno3HaBaHue B HacTpolikax MO CKY[;

BkntoyeHo pacrno3HaBaHue B 060pyaoBaHuMn. B HacTpolikax TOYKM fOCTYNa AO/MKHA 6bITh
NpvBsi3aHa KaMepa 1 YCTaHOBJ/IEHA rafioyKa /i HeobXxo4MMOoro pexuma (MgeHTudukaums
nunu sepudrkayms);

Y coTpyaHUKa gomkeH 6bITb JOCTYN Ha 3Ty TOYKY AOCTYNa;

Y COTpypgHMKa JOMKEH BbITb PeXUM A0CTYNa, B KOTOPOM BK/IOYEH HEOOXOAUMBIN PeXunm
naeHTUdrKaunuy;

Tpurrepom 3anycka CMHXPOHM3aUMN COTPYAHUKOB MOXET ABASATbCS Ntoboe pefaKkTMpoBa-

HWe N60oro COTPyAHMKA.
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18. CKYA STRAZH

BbINOMHAET pennnKaunio JaHHbIX nonb3osaTteneii n3 CKY/, B ykasaHHbIN cnncok BromeTpuyeckomn

CUCTeMbI 1 reHepupyeT KoHTponnepbl StrazhController n3s nony4yeHHOro cnucka ycTponcTs AN nocne-

ayroulero BbinosIHEHMA 3anNpoCoB Ha BXO U BbIXO[,.

» Mogpepxusaet Bepcuio CKY[: 1.2.211201.648.

WHTerpaums nogaepxumeaeT paboTty B pexume 1 u 2¢.

18.1. MNoppep)xnuBaeMble BapuaHTbl MHTErpauumn CKyQ STRAZH

YCTpONCTBO AeTEKLMM NIUL, TeHepupyeT cobbiTue, Access nepepaeT cobbiTve B LP5 Ha pacnosHaga-

Hue, LP5 obpabaTbiBaeT cobbITUE 1 BO3BPALLAET pe3ynbTaT B ACCess A5 fanbHenwen o6paboTku.

MepeHoc AaHHbIX Nonb3oBaTenel n3 CKY[ B LP5 nponcxoauT C MOMOLLbIO ABYX MEXaHM3MOB:

* pennunkauunsa - MexaHn3m nepBoHav4asibHOro nepeHocCa AaHHbIX |'|01'|b3OBaTeJ'Ie|7|;

¢ CMHXPOHM3aUMA - MEXaHU3M NePNOoANYHOIo NnepeHoCa AaHHbIX nosib3oBaTesien npun N3AMeHeHUn

COCTa Ba/p,a HHbIX NONb30BaTeNeN.

HacTpoiKy CUHXpPOHM3aLUK/pennmKaLmm CM. B HACTPOMKAX CEPBUCOB.

B kaxgon nHterpaumm c LP5 (Tabnuua 69) ncnonb3syeTtcs cepsuc Luna.

Ecnu TepMUHan He UMeeT CPefCTB BbiBOAA AaHHbIX (Hanpumep, 3kpaHa), nannnanH SendToDevice

He TpebyeTcs.

Ta6bnuua 69. BapuaHTbl nHTerpaymm c LP5

CepBuc YcTpoiicTBo MainnnaiH
1f
Strazh + LunaFast4Al MatchByPhoto + SendToDevice + SendToController
StrazhController
2f
Strazh + Beward Strazh2FA + MatchByPhoto
StrazhController
LunaFast2NextGen Strazh2FA + MatchByPhoto
Dahua Strazh2FA + MatchByPhoto
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CepBuc

YcTpoiicTBo

NannaiH

HikvisionCamera
Thermo

HikvisionTerminal
Thermo

LunaFast4A1
Panda
UniUbi
VKVision02

R20Face

Strazh2FA + MatchByPhoto

Strazh2FA + MatchByPhoto

Strazh2FA + MatchByPhoto
Strazh2FA + MatchByPhoto
Strazh2FA + MatchByPhoto
Strazh2FA + MatchByPhoto

Strazh2FA + MatchByPhoto

B kaxxpgon nnterpaumm c KbC (Tabnuua 70) ncnonbsyetcs cepsuc KBC.

Ta6nuua 70. BapunaHTbl nHTerpaumum ¢ KBC

CepBuc YcTpoicTBO NannnaiH

1f

CbsMts + Beward MatchByPhoto + SendToDevice +
Strazh + SendToController

CryptoPro +

StrazhController

2f

CbsMts +

Strazh +
CryptoPro +
StrazhController

Beward

Dahua
HikvisionCamera
LunaFast4ATl
UniUbi

MatchByPhoto + Strazh2FA

MatchByPhoto + Strazh2FA
MatchByPhoto + Strazh2FA
MatchByPhoto + Strazh2FA

MatchByPhoto + Strazh2FA
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18.2. CraHpgapTHas nHTerpayus ¢ ucnonbsosaHvem CKyl STRAZH

Mpu nHTerpauun ¢ STRAZH ncnonb3yoTcs CTaHAapTHble KOMMOHeHTbI Access (PrcyHok 108) u (Tab-

nvua 1),
Touka npoxopa Access
Coobwenne__ | MainnaitH CepBUIC 5C PoTo > E!HOMETF)HHECHBH
Ha 3Kpare SendToDevice \ —descriptor_id—| Cuctema
I
T o—— -] WcTouHnk DHO + descriptor_id
BUAEOAAHHBIX @ote *
Tyqwwia | |
Kaap MawnnaiH
— VYcTpoicTEo ... [
P oot MatchByPhoto
|
T\/pHMHeT PeweHue ob oTHPBITUK Oarkbie
COTPpYOHWHE
T KoHtponnep | Mainnaitn
StrazhController | Homep | SendToController

CHrHan Ha OTHREITHE Homep COTRYAHW
COTPYAHHKa

CKY[ STRAZH |_ .| Cepsuc Strazh T %
Penaukaup s COTPYAHHM KOB

CHHXPOHM3ALHA

PucyHok 108. CxeMa KOMMOHEHTOB Npu 1d nHTerpaumm

Ta6bnuua 71. OnvcaHne MHTerpauun

KoMnoHeHT OnucaHue
Yenosek MepcoHa, Xenatowas NPoONTMN Yepes TOUYKY Npoxopaa.
Touka npoxoga Habop KOMNOHEHTOB, UCMONb3YEeMbIX A1 KOHTPOIS fOCTyNa

yenoBeka. Toyek NpoxoAa MoXeT bbITb NOAKYeHa 6onee ofaHOMN,
orpaHunymBaeTcs nuueH3sneit Ha CKY/]. Touka npoxoaa MOXeT
NCNONb30BaTb KaK Ha BXOf, TaK U Ha Bbixofd. g Kaxgoro
HamnpaBieHNs NCNOMb3YeTCs CBON CHUTLIBATENb U UCTOYHMK
BUOEOOAHHbIX.

MIcTOYHWK BUAE0AAHHbBIX YCTpONCTBO A4N15 M3BNEYEHMS Kagpa fivua YyesioBeka. MoxeT 6biTb
Kak 6BromeTpuyeckmii TepmumHan (LUNA FAST 4A1 u gpyrue), nm6o
Kamepa, noaknYeHHas Yepes FaceStream. BuomeTtpuyeckmii
TepMMHaN NO3BOASET CO3AaTb 06PATHYHO CBSA3b A1 AEMOHCTPALMM
4yenoBeKy MH(OpMaL MM O NMPOXoAe.

TypHUKeT Mperpaxpatowee yCTPONCTBO A5 pasrpaHUYeHunst 4OCTYMNOB

CKY[ STRAZH LleHTpanbHoe NO pgnsi paboTbi ¢ Strazh. XpaHWT gaHHble
COTPYOHMKOB M MPUHUMAET peLleHne O NMpefoCcTaBNeHN JocTyna.
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KOMMNoOHeHT

MannnatiH SendToDevice

YCTPONCTBO ...

KoHTponnep
StrazhController

Cepsuc Strazh

Cepsuc bC

MarnnanH MatchByPhoto

MannnariH SendToController

XpaHunuue

BruomeTpuryeckas cuctema

OonucaHue

KomnoHeHT Access i1 OTNPaBKM CUFHaNa Ha OTKPbITUE pefie B
YCTPOWCTBO U BbIBOAA TEKCTA Ha IKpaH.

KomnoHeHT Access 415 NONyYeHMs AaHHbIX OT UCTOYHUKA
BMAEOLaHHbIX. BbiGMpaeTcs ncxoas U3 MCMosib3yeMOro yCTPOMCTBa.

KomnoHeHT Access fifis B3aUMOAENCTBUSA C KOHTposnepom CKY/,.
[ANs KaXgoro cCHMTbIBATeNs O/MKEH ObITb CO34aH OTAE/bHbIN
KOHTposep.

KomMmnoHeHT Access A/15 BbINMONHEHUS pENANKALUN/CUHXPOHU3aLUK
coTpyaHukoB 13 CKY n npocnylwmBaHms cobbitmin CKY/.

KomnoHeHT Access A/151 B3auMOaencTBnS ¢ BruomeTpuyeckmmm
Cuctemamu: gns LP5 3to Luna, gna KBC - COOTBETCTBYHOLWMIA CEPBUC
KBC.

KomnoHeHT Access afis B3auMogencTeusi ¢ buometTpmnyeckmmm
Cucremamu.

KomnoHeHT Access gs OTNpaBKU HoMepa KapTbl 1 GNO B
StrazhController nocne noaTeepxaeHNs HoMepa KapTbl B Access.

NokanbHas cucTemMa XxpaHeHus cBs3el Mexay nepcoHamu CKYA u
X BUOMETPUYECKNMUN AAaHHBIMU.

CucTemMa cpaBHEHUS 3TANOHHOTO (hOTO NEPCOHBI M NyHLLIEro Kagpa,
MoMly4YeHHOTO OT MCTOYHMKA BUAEOAAHHbIX. MOXeT 6bITb 6o Luna,
nnbo cepeuc nogaepxmpaemoit KEC.,

NHTerpaums 2d (PucyHok 109) u (Tabnunua 72).
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Touka npoxopaa Access
Tyuwnia
McTouHMK — — " ®oro—  ByomeTpuueckan
T i YcTpoWcTBO ... — Cepemc BC | c P
BMAEOAAHHDIX Il descriptor_id ncTema
AaHHBIe | -
COTpYOHWEE
LCDDELLLEHME Ha HpaH- + descriptor_id
PoTo
’7H0Mep KapTel |
s TvpHMKET MainnaiH o MainnaiH
= yp Strazh2FA pewenne | MatchByPhoto
g ‘ L ob otrpbiTiK
» & Home p kapTel
(1] HEFITE E CurHan Ha OTHPRITUE
E 1
3 KouToonne KoHTponnep Rannsie
P P StrazhController coTRARarES

‘ Homep

CHrHaN Ha OTKPLITHE KapTEl
1

CRY/[] STRAZH Cepswc Strazh

-
Penankaual
CHHXPOHU3ELNA

A aHHbIe
COTRYLHWK OB

PucyHok 109. Cxema KOMNOHEHTOB Npu 2¢ MHTerpawLmm

Tabnuuya 72. OnucaHue NHTerpauun

KoMnoHeHT OonucaHue
Yenosek MepcoHa, xenatowas NPoONTMN Yepes TOUYKY NPoxopaa.
Touka npoxoga Habop KOMMNOHEHTOB, UCMOMb3YEeMbIX 419 KOHTPOJISA fOCTyNa

yenoBeka. Toyek NpoxoAa MoXeT 6bITb NOAKOYeHa 6onee ogHOMN,
orpaHunymBaeTcs nuueH3sneit Ha CKY/]. Touka npoxoaa MoOXeT
MCNONb30BaTb KaK Ha BXOf, TaK U Ha BbIxof. [na Kaxgoro
HanpaBJ/IeHUS UCMOMb3YeTCA CBON CYUTBIBATENb U UCTOYHUK
BMOEOOAHHbIX.

MIcTOYHMK BUAEOAAHHbBIX YCTpONCTBO A4N15 M3BNEYEHMS Kagpa /ivua YesioBeka. MoxeT 6biTb
Kak bruomeTpuyeckmnii TepmmuHan (LUNA FAST 4A1 n gpyrue), nn6o
Kamepa, noakntYeHHas Yyepes FaceStream. BuomeTtpuyeckmii
TepMMUHaN NO3BOASET CO3AaTb 06PATHYHO CBSA3b A/151 AEMOHCTPALMM
YyenoBeKy MH(OpMaLUKM 0 Mpoxofe.

CyntbiBaTeNb YCTpONCTBO A4/151 NpMeEMa JaHHbIX KapTbl 4OCTyna.

TypHukeT Mperpaxpgatolee yCTPOMNCTBO A5 pasrpaHMyeHunst LOCTYMNoB
KoHTponnep Mnata ynpaBneHus TOYKON Npoxoaa.

CKY[ STRAZH LleHTpanbHoe NO pgnsi paboTbl ¢ Strazh. XpaHWT gaHHble

COTPYAHUKOB N NPUHUMAET peLlleHne O npefoctaBneHnn ooctyna.

YCTponcTBO ... KoMmnoHeHT Access ansi Noy4eHUs faHHbIX OT UCTOYHMKA
BMAEOAaHHbIX. BbibupaeTcs ncxoas U3 MCNo/b3yemMoro yCTPoncTBa.
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KOMMNoOHeHT

MannnaniH Strazh2FA

KoHTponnep
StrazhController

Cepsuc Strazh

Cepsuc bC

MannnainH MatchByPhoto

XpaHunuue

BromeTpuyeckasa cucrema

OonucaHue

KomnoHeHT Access gns obmeHa gaHHbiMu ¢ CKY[l, peanunsytowmii
NOTUKY Npu paboTe B pexume 2.

KomMmnoHeHT Access N1 B3aMMOAENCTBUSA C KOHTposnepom CKY/A,.
[N KaX[oro cYnThIBaTENS AOMKEH ObITh CO34aH OTAE/bHbIN
KOHTponnep.

KomMmnoHeHT Access A/1s BbINOMHEHUS PEMNANKALUN/CUHXPOHU3ALUK
coTpyaHukos 13 CKYZ n npocnywmBaHus cobbitnin CKY[.

KomnoHeHT Access /15 B3aMMOAencTBmMs ¢ BuomeTpuyecknmm
Cuctemamu: gns LP5 31o Luna, gna KBC - COOTBETCTBYOLWMIA CEPBUC
KBC.

KomnoHeHT Access fifig B3aUMOZEeNCTBUSA C BuomeTpuyeckumm
Cuctemamum.

JlokanbHas cucteMa XpaHeHus cBaseln Mexxay nepcoHamm CKY u
nX BUOMETPUYECKMMUN AAHHBIMU.

CucTema cpaBHeHUSs 3TanoHHOro hOTO MEPCOHbI U NIyYLLEro Kagpa,
MoJTly4YEeHHOrO OT MCTOYHMKA BUAEO0AAHHBIX. MOXeT 6bITb b0 Luna,
nnbo cepeuc nogaepxmaaemonn KEC.

18.3. Hactpoiika MO CKY/[ STRAZH gns pByxc¢haKTOpHOU aBTOpPU3aL UM

B CKY/[] peann3oBaHbl ypoBHU NpuBunernin. Ans pabotsl 1d 1 2¢d aBTOpr3auumn ypoBeHb NprBue-

rMM TOYKKN NPOXofia A0/KeH 6bITh paBeH YPOBHIO COTPYAHMKA, MHa4Ye ByaeT 0TKasaHo B AOCTYMe.

Mpy Hanuyne y COTpYAHMKa YPOBHS npusmaerum 60oblue, 4em y TOYKM Npoxofa, aBTopm3saums by-

AeT NponcxoanTb ToNbKo no 1 (no kapTe).

Ansa HacTponkm MO BbINOMHWTE Cliegytolyme AeNCTBUS:

1. MNepengunTe B HacTpoikm CKA > Touyku npoxofa > Co3aaTh HOBYIO (€C/IN He CO3f,aHa).

2. BBeguTe HeobxoaMMble AaHHbIE TOYKM NPOX0AA NPU HEOBXOAUMOCTH.

Ha aTom npouecc HacTpoliku 1¢p aBToOpu3aLMm 3aBepLUEH, BbIMOMHUTE Waru 3-5 ecn NNaHUpyeTcs

2.

3. HaxmuTte BKNagky «[JononHuTeNIbHbIe NapaMeTpbl» U gobasbTe «[logTBEpPXAeHNE NOXOAa BHEL-

Hel cucTemMoi» C 3HaYeHneM «[a».

4. [lobaBbTe NapameTp «MaKcMMasibHOe BpeMs OXUAaHUSA NOATBEPXAEHNA NPOXoAa BHELIHEN Cu-

CTEMOM».
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5. CKOppeKTUpyNnTe TaiMayT OXXMAAHUS OTBETA BHELIHEW CUCTEMbI (He PEKOMEHAYeTCs YCTaHaB/M-
BaTb 60/1ee 10 CEKyHA) U peLLeHre N0 YMOTHaHWI0, EC/IM CUCTEMA He ycreBaeT obpaboTaThb 3anpoc.

Mocne 3Toro Npu MOMbITKE MPOWTM Yepe3 3Ty TOYKY C KAapTON Yy KOTOPOW YpOBEHb MpuBMIe-
FMA MeHblle YPOBHS MPUBMNErNIA TOYKM, Yepe3 MexaHu3M SSE byaeT oTnpaBieHo cobbiTue C type:
access_confirmation u data B Buge JSON ob6bekTa c nonsamMm request n response.

B request comepxuTcs 3anpoc Ha Moxof, B response HaxoQuTCs NpeaBapuTe/ibHOe peLleHue
CKY[] 0 BO3MOXHOCTM Moxoaa (T.e. pelleHne Noc/e CTaHAapTHbIX MPOBepoK Npoduns, pacnnucaHus u
T.0.).

Hanee CKY[l oxxngaeTt, 4To eMy oTrpaBaAT pewweHue o noxoge nyteM HTTP POSTHa /access_confirmation
c ykasaHunem UUID 3anpoca u pelwieHnem nyckatb Uu HeT.

BHe 3aBMCMMOCTU OT peLLeHns CKY[] B response BHELIHAA CUCTEMA MOXET NyCcKaTb M HE NYCKaTb.

18.4. MeTopbl B3aumopgenctems ¢ STRAZH

[Ans obmeHa gaHHbIMK ¢ CKY[] ncnonb3yetcs APl (Tabnuua 73).

Tabnuya 73. Vicnonbsyembie metofbl CKY STRAZH

3apava MeTop, OnucaHue
ABTOpU30BaTbLCS POST AsTopu3aums Access B CKY[. ABTopu3aums NnponNcxogut
/api/v1/login/ npwn pobaBneHnn cepBrca U MO NCTEYEHUIO TOKEHA

Mony4nTb NHMO 0

GET /api/v1/info

NonyyeHune Bepcun CKY/L ons npoBepKM COBMECTUMOCTH

CKyg 1 oTobpaxeHus B Ul.

MNony4nTb GET /api/v1/staff PennvKauusi u CUHXPOHM3aums COTpyaHUKOB (person_id,
COTPYOHUKOB ®UNO0, doTo) 13 CKY[] B NOoKabHOE XpaHUANLLE

MonyynTtb GET Mony4yeHne gaHHbIX COTPYAHMKa u3 CKY[ (PUNO, doTo)
NMHdopMaumto o /api/vi/staff/{person_-

COTPYAHMKE id}

MonyunTb hoTO GET MonyyeHne GoTo coTpyaHmKa ns CKY/[ ans oTnpaBku B

COTPYAHMKA /api/vl/images/{per 6uomeTpuyeckyto cuctemy
id}
Mony4nTb TOYKM GET MonyyeHune ID Touek gocTyna (KOHTPONNEPOB) s

poctyna /api/vl/access_- PYYHOrO COMOCTaBAEHMS KaMep/TePMUHAIOB N TOYEK
points goctyna
OTKpbITb TOYKY POST OTnpaBKa curHana Ha npoxop, B KOHTponep Ans
npoxopa /api/vl/request_-  npepgocTaBneHus gocTyna.
access
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3apava MeTopg OnucaHue
MopTBepanTb 20m  POST OTtnpaska B CKY[ nogTBepxgeHue 0 NPOXOXaeHU
dakTop /api/vl/access_- npoBepku no BTopomy dakTtopy (dhoTo)

confirmation

OTKpbITb SSE GET /sse OTKpbITb SSE coeinHeHre ana NnpocMoTpa ovepeaun
coefiiHEHNE cobbITUI (CYUTbIBAHME, OBHOBEHME AAHHbIX
COTPYAHWKOB)

18.5. filnarpaMmbl npoueccoB B3aumogencTems ¢ STRAZH
18.5.1. MopknioyeHue cepBuca Strazh

[Avnarpamma npouecca (PrucyHok 110).
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LUNA Access | CKYL STRAZH

1 JofasneH cepeMc

POST /apin fogin/

1
]
1
1
]
ABTOPH3IMPOBATLCH |
1
]
1
1

3 ToxeH gocTyna

: MonyyuTe MHbo 0 CKY [ :
: GET fapin finfo h:

5 Bepcua CKY [

|..q ............................................ i
' & MonyuyduTe TOUKK JocTyma
: GET /apifv1/access points F:
' T ID Touek gocTtyna '
... 7 |D TOuEK moctyna

MonyuuTE COTPYAHWHOE

9 GET/apiivi /staff |
-

OTHPREITE SSE coegMHEHKE

n GET /sse

PrcyHok 110. lnarpamma npoueccos rnpuv nogkatoydeHns CKY/,

1. Nonb3oBaTenb fobasun B Access cepsuc Strazh.
2. Access oTnpaBnseT 3anpoc Ha aBTopu3sauuto B CKY/.

3. CKy4 BO3BpallaeT TOKeH A1 aBTopu3aumn. TOKEH UMeeT BPeMS XU3HU, MO UCTEYEHUIO KOTOPOTro
Access NMOBTOPHO BbIMOJIHAET aBTOPU3aLMHO.

4. Access oTnpaBfsieT 3anpoc Ha nonyyeHme nHgopmaunmn o CKYA.

5. CKY[ Bo3BpaLaeT nHdbopmaLmio. Access MCnosib3yeT ToIbko Bepcuto CKY/] ansi npoBepKM CoBMe-
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CTUMOCTK M nHopMaLmm nonb3oBaTens B Ul.
6. Access 3anpawmBaeT MHGO 0 TOYKax JOCTynax (KOHTponiepax), NogKatoYeHHbIx K CKY/.
7. CKY[ Bo3Bpalyaet ID Toyek npoxoga.
8. Access co3paeT koHTponnepsl StrazhController B cooTBeTcTBMM € nonyyeHHbIMY ID.

9. Access 0TnpaBAsieT 3anpoc Ha NoyyYeHne MHhopMaLMM 0 COTPYAHMKAX AN1S penanKauumn 4aHHbIX
B /IOKafIbHOE XpaHuuuie.

10. CKYZ[ Bo3BpalyaeT person_id, 10 n dhoTo.

11. Access OTMpaBASiET 3aNpocC Ha OTKpbITME SSE coeguHeHMs gnsi NpoCMOTPa CNMCKa COBbITUI (13-
MeHeHUe B COTPYOHUKAX, NPOXof).

12. CKY[ oTkpbiBaeT SSE coegmnHeHme c Access.

18.5.2. Mogudukauua cotpygHukoB B CKY[] STRAZH

Awnarpamma npouecca (PucyHok 111).
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1 MNpocmoTp ouepenwM

| 2 COTPYAHMK M3MEHEH

3 CoOwITHE O COTPYOHMHE

alt [¥naneHue coTpyaHHKa]
' 4 YnanuTk COTPYAHWHA

[HdotaBnerune/nImeHeHne]

MonNyYnTE MHGOPMALWID O
COTPYAHHHE
GET
fapii /staff{person_id}

5

[ 6 DO, boTOo

OBHOBWTE NOKANBHOE

7 EpaHMNMLLE

PrcyHok 111. lnarpaMma npoLeccoB npu usmeHeHnu cotpygHukos B CKY/]

1. Access npocMaTpuBaeT odepenb cobbiTuii B CKY/ no SSE coegnHeHuto.

2. CoTpyaHuK nameHeH B CKY/[ (nob6aBneH, U3MeHeH Unun yaaneH).

3. Access HaxoauT B ovepean cobbitus ¢ Teramm CREATE, MODIFY_DATA wnu DELETE.
4. Access yaansieT u3 IOKanbHOMo XpaHUAuLLia COTPYAHMKaA.

5. Access 3anpalunBaeT faHHble N0 COTPYAHUKY Mo ero person_id.

6. CKY[ Bo3Bpataet ®N0 n hoTo coTpygHUKa.

7. Access 06HOBASIET MHGOPMALMIO O COTPYAHUKE B JIOKANbHOM XpPaHUAULLE.
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18.5.3. O6paboTka cobbiTuit STRAZH npwm 1 akTope

[Awnarpamma npouecca (PucyHok 112).

‘ TepmuHan ‘| Ancess‘

1 CEITD}'..EIHH-';}' TepMUHaNa

-
: 2 PoTo

3 ¢oTO

4 MaTyuHr

1
5 Pe3ynbTar MaTuMHra |
1

B CurHan Ha nr{pll,,lme

PrncyHok 112. inarpamma npoueccos npu 1

1. COTpyAHMK Yy 6BUOMETPUYECKOro TEPMMHAa Ha TOYKe Mpoxoa.

2. TepMuHan oTnpaBaseT B ACCess Nyylnii Kagp COTPyAHMUKA.

3. Access oTnpaBnsieT B bBuomeTpuyeckyt cuctemy oTo COTpyaHMUKa.

4. BC npou3BoguT cpaBHeHMe poTorpaduen c TepMrMHana 1 coxpaHeHHoro B 6ase.

5. BC Bo3BpalyaeT B ACCess pelleHune o NpefoCcTaBNeHUN JOCTyNa.

6. Access OTNPaBNAET Ha KOHTPO/1eEP CUTHaN Ha OTKPbITUE TOYKK JOCTyNna.

18.5.4. 06paboTka cobbiTit STRAZH npu 2 pakTopax

Onarpamma npouecca (PucyHok 113).

000 «BmxH/abc»

dakTope
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Tovamoro|

1 COTPYAHUK Y TEPMUHANA

: - :
| | 2 doTo |
: | 3 GoTo :
] | h-I
: | o4 Matumur
! | 5 Pesynurar MarwHra
' 6 MNpvxnagbeasT HARTY | !
: p 2 gl apTy F: :
I I 7 CobeTwe npoxoas I
| : e |
! I 8 CHrHan Ha OTHDEIT e !

PucyHok 113. inarpamMmMa npoueccoB npu 2 haktopax

1. COTpyZHUK Yy 6BUOMETPUYECKOro TEPMUMHaa Ha TOYKe Npoxoda.

2. TepMuHan oTnpaBnseT B ACCESS NYYLLNI Kagp COTPYAHMUKA.

3. Access oTrnpaBnisieT B BruomeTpuyeckyto cuctemy goTo COTpyaHMKa.

4. BC npou3BoguT cpaBHeHMe poTorpadun c TepMrMHana n CoxpaHeHHoro B base.
5. BC Bo3BpallaeT B Access peLleHue o npefocTaB/ieHnn focTyna.

6. COTpyAHMK NpUKNaabiBaeT KapTy (MognpoLecc nCnosib30BaHMs KapTbl HE 3aBUCKT OT 06paboTKu
¢0TO, HO, KaK NpaBuU/o, CHavyana NpuxoauT ¢ oTo).

7. Touka gocTyna oTnpaBnseT nHgopmauuto B Access no SSE o npoxoge (ID Toukn gocTyna, Hanpas-
NleHune npoxoga v person_id).

8. Access arperupyeT nHdopMaumto 0 KaXXaoM haKTope 1 OTNPaBASET Ha KOHTPOAIEP CUTHAN Ha
OTKPbITME TOYKM JOCTYNa.
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19. UHTerpauumn 6e3 CKYA

YCTpONCTBO AeTEKLMM NIUL, TeHepUpYeT cobbiTue, Access nepepaeT cobbiTve B LP5 Ha pacnosHaBga-
Hue, LP5 obpabaTbiBaeT cobbITUE 1 BO3BPaLLaeT pe3ynbtaTt B Access Ans ganbHenwwen o6paboTku.

B kaxpgon nHTerpaumm (Tabnuua 74) ncnonbsyercs cepsuc Luna.

Tabnuua 74. BapnaHTbl MHTerpauumn 6e3 CKY[,

CepBuc YcTpoiicTBo NaiinnaiH

be3 CKY/ HikvisionRecognition OnBoard SendTolLuna

- (Bapcx) LunaFast4A1 SendToBars + LunaEventListener + SendToLuna
LunaAceConverter - -

- VerificationTerminal -
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20. KoHTponnepbl

KoHTponnepbl He06xoaMMbl 151 PaboTbl C KOHTPOJIIEPAMU PA3/IMYHbIX MPON3BOAUTENEN O/15 CBS-

31 cuctem VisionLabs 1 yCTpOCTB KOHTPOS BOCTYMNa APYrux Npon3BoanTeNnen.

Bce nonsg HacTponKm ABNSOTCS 0653aTeNbHbIMU, €C/IM He YKa3biBaeTcs obpaTHoe.

20.1. ApacsController

KoHTponnep Apacs reHeprpyeTcs aBTOMaTUYeCKn Npu paboTe cepBrca Apacs U3 NOJTyYEHHbIX KOH-

TPOJIIEPOB U CYUTBIBATENEN NPU 3aMnycCKe.

Anavcnonb3oBaHWs 1 paboTbl KOHTPOEpPa HEOHXOAMMO YKa3aTb 3HAYEHUS Source A5 KaX[0ro

N3 CO34aHHbIX KOHTPO/NEPOB. KOHTpOJ'I.I'Iepr 6yp,yT ,IJ,O6aBJ'IeHbI TONbKO €C/1 OHU NPUBA3aHbl K OcHoB-

HoMmy koHTponnepy (AAN nnn AAM LAN 8W) KoTopble UMEOT NOAAEPXKKY KOMaHbl OTNPaBKM KapThl.

Ha3BaHus 1 ngeHTUdMKaTOpPbl CYNTbIBaTENel yka3aHbl B Info KoMnoHeHTa

20.1.1. HacTpoiika napamMeTpoOB A/ NOAK/IOYEHUS K KOHTponnepy Apacs

HacTpolikn koHTponsiepa Apacs 1 BO3MOXHble 3HaueHns (Tabnuua 75):

Ta6nuua 75. HacTpoiiku KoHTposinepa Apacs

MapameTp OnucaHue

name Wms ycTpolicTBa
3aflaBaemoe
NnoJsib30BaTeNem

group Ha3eaHue cnucka ans
rPYyNnNUpOBKHK
KOMIMOHEHTOB

apacs_id Nmsa sk3emnnsapa Apacs B

Access

000 «BmxH/abc»

3HayeHue no

Bo3MoO)XHble 3HaYeHus yMmon4yaHuio

JTtobble TeKcToBbIE -
Ha3BaHus.

MNoppepxnBaeTcs BBOA,
NaTUHWLbI U KNPUAANLbI.

He pekomeHayeTcs

BBOAUTL 6onee 30

CYIMBOJIOB.

Nobble yncnosblie n -
TEeKCTOBble 3HaYeHus
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
external_- YHUKaNbHbIV UUID ycTpoiicTBa -
controller_id ngeHTudmkaTop

YCTPOWCTBA,

NCMnonb3yemoro B
MHTerpaumn. YkasboiBaeTcs

B Access.
retry_entry_- NHTepBana naysbl mexay 1...10 5
sleep_interval NPOXOXAEHMEM B CeKyHpaXx,

yeM 607/1bllie NOTOK NtofAen,
Tem 6one flo/MHKHa 6bITh
naysa.

(1-8)_source NcToYyHMKa cobbITUI - -
(kamepbl UV TepMMUHana),
NPUBSA3aHHOIO K
COOTBETCTBYHOLLEMY
CYUTbIBATENIO

20.2. GateController

KoHTponnep GateController npegHa3sHaveH gisi paboTbl c npeobpa3osaTtenem GateEthernetWiegand,
C NOMOLLbIO KOTOPOTO MOXHO OTNPaBUTb HoMep KapTbl Wiegand ¢opmata Ha KoHTponnep. s 3anyc-
Ka Heobxoanmo ykasaTb IP, NopT n MMeHa KOMMOHEHTOB Ha COOTBETCTBYIOLLME BbIXOAbl YCTPOMCTBA,
4TOb6bI MOHUMaTb, KAKOE HanpaB/ieHNe OTKPbITb MPY NONYYEHUN AETEKLMI C YCTPONCTB.

20.2.1. Mpeo6pasoBatenb GateEthernetWiegand

MpeobpasoBaTenb obecneymBaeT NpmMemM KOLOBOMN NocbinkK No cetn Ethernet ot cepsepa pacno-
3HaBaHKWs, [EKOANPOBAHME MOMYYEHHOW MOCLIIKM U Bbigavy Koga naeHtudmrkaTopa Ha Tpebyemblit
Wiegand Bxop koHTponnepa CKY[. KoHdurypauus npeobpasoBaTtenst NPOUCXOLNUT C MOMOLLbIO CReLu-
anbHOW YTUAWUTBI — NPOrpamMmbl, paboTatoLel nog ynpasneHnem onepaunoHHon cuctemsl Windows. B
nporpamMe 3agaeTcst HavyanbHbIN IP agpec ycTpoicTBa U Apyrue napameTpbl CBA3MN.

20.2.2. HacTpoiika napameTpoB AJ1sl NOAK/II0YEHUS K KOHTponnepy Gate

HacTpoliku koHTponnepa Gate M BO3MOXHble 3HaYeHus (Tabnumua 76):

Ta6bnuua 76. HacTpoiiku koHTposnepa Gate
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MapameTp

name

group

retry_entry_-
sleep_interval

host

port

entry_source

exit_source

000 «BmxH/1abc»

OnucaHue

Wms ycTporicTBa
3afaBaeMoe
nonb3oBaTenem

HasBaHue cnucka ans
rpynnMpoBKM
KOMMOHEHTOB

MHTepBana naysbl Mexay
NPOXOX[AEHNEM B CEKYHAaXx,
yeM 6osbLLEe NOTOK NtofeN,
Tem 6one flo/MKHa 6bITh
naysa.

IP agpec nnu gomeHHoe
NUMS YCTPOMCTBA

MopT ycTpolcTBa

Bbinapgatowmin cnncok ans
Bbl6Opa YCTPONCTRA,
0XMAAeMoe B BUfe source
CobbITUSA, NPUBS3AHHOTO K
aBepwu (Bbixog, 0)

BbinagatoLwmii Cnnucok gns
BbIOOpa yCTPONCTBA,
0XMAAeMOe B BUe source
Co6bITUS, MPMBA3AHHOIO K
cyYMTbIBaTENO KapT 1
(BbIxog 1)

BoO3MOXXHble 3HAYeHus

Mobble TeKcToBbIE
Ha3BaHU4.
MoaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUNANLbI.

He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

JTrobble Yncnosbie 1
TEKCTOBbIE 3Ha4YeHUA

1...10

IPv4 unu site.domain

/obble TeKCcToBbIe
Ha3BaHM4.
MoppepXXnBaeTcs BBOA,

NaTUHULbI U KWpUnanubl.

He pekomeHpyeTcs
BBOANTbL 6bosiee 30
CMMBOJIOB.

Jliobble TeKcToBbIE
Ha3BaHMS.
MNoppepxvBaeTcs BBOS,

NaTUHULbI U KWPpUNANLbI.

He pexkomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

3HayeHue no

YMOMYaHUIO

5000
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20.3. LaurentController

KoHTponnep Laurent2 npegHasHa4veH A8 KOHTPONS U ynpaBneHns GOCTYNOM COBMECTHO C CepBU-
coMm Luna Cars.

 MNoppepxunBaemble ycTpolicTea: Laurent2.
» [NoppepxxnBaemblie BepCUn NPOLLNBKN: L212.

20.3.1. HacTpoiika napameTpoB gJis NogKA4YeHUs K KOHTpoasiepy Laurent

HacTpoliku KoHTponepa 1 BO3MOXHble 3HaYeHus (Tabnvua 77):

Ta6bnuua 77. HacTpoliku koHTponnepa Laurent

3HayeHue no

MNapametp OnucaHue Bo3MOXHbIe 3Ha4YeHus YMO/TYaHUIO
name ms ycTpolicTBa JTtobble TeKCTOBbIE -
3aflaBaemoe Ha3BaHMs.
nonb3oBaTenem MoppepXXnBaeTcs BBOA,

NATUHULI U KUPUASTALLBI.
He pekomeHpyeTcs
BBOAUTbL 6osiee 30

CUMBOJIOB.
group Ha3BaHwue cnucka gns liobble yncnosble u -
rpynnupoBKu TEKCTOBbIE 3HAYEHUS
KOMMOHEHTOB
host IP agpec nnn gomeHHoe IPv4 nnu site.domain -

NMS YCTPOWNCTBA
port MopT ycTpolicTBa - -

password Maponb K yCTPOMNCTBY - -
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3Ha4yeHue no
MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO

enable_ssl Moppepxka wudpoBaHms  On - akTMBHO off
SSL gnsa coobuieHui.
Heobxogumo
aKTUBMPOBATb NpU
HeobxoaMMocTn
CoXpaHeHus
KOHMMAEHUMANBHOCTMW.
Mpv aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui
BO3pacTaeT

Off - HeaKTUBHO

delay_time Bpems B cekyHaax, Ha 1..10 -
KoTopoe pene
OTKpbIBaeTCs

20.4. PercoController

KoHTponnepbl PERCo reHepupyeTcs aBToMaTu4ecku npu pabote cepeuca PercoWeb us nogknto-
YeHHBbIX YCTPOMCTB Npu 3anycke cepBuca. [as MCNOMb30BaHUs HEOHXOANMO B PYYHOM PEXMME BHECTU
entry_source M exit_source 3Ha4eHUA AN KaXO0ro U3 co3gaBLINXCA KOHTPONEPOB.

20.4.1. HacTpolika napaMeTpoB AJ/isl NoAK/IoYeHus K KOHTponepy PERCo

HacTpolikn KoHTpo/epa U BO3MOXHble 3HaYeHus (Tabnuua 78):

Tabnuuya 78. HacTpoiiku koHTposnepa PERCo

3HayeHue no

MNapameTp OnucaHue Bo3MOXXHble 3HaYeHUsA yMoO/14aHuIo
name Wms ycTporicTBa Nobble TekcTOBbIE -
3afaBaemoe Ha3BaHus.
nonb3oBaTenem NopaepxunBaeTcs BBOS,

NATUHWLbI U KUPUAANLBI.
He pekomeHpyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.
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MapameTp

group

retry_entry_-

sleep_interval

external_-
controller_id

perco_web_id

description

entry_source

exit_source

000 «BmxH/1abc»

OnucaHue

Ha3zeaHue cnucka ans
rpynnupoBKU
KOMIMOHEHTOB

MiHTepBana naysbl Mexay
NPOXOXAEHNEM B CEKYH[AX,
yeM 607/1blle NOTOK NtofAeN,
Tem 6one fo/MKHa b6bITb
naysa.

YHUKaNbHbIN
ngeHTudunkaTop
yCTPONCTBa,
NCNOMb3yeMoro B
WMHTerpaummn. YkasbiBaeTcs
B Access.

Nmsa sk3emnnspa cepsuca
PercoWEB B Access

[dononHntensHoe nons
47159 BBOJ:a ONMUCAHNSA TOYKM
npoxopa

Bbimapatowmin cnmcok ans
Bbl6Opa YCTPONCTBA,
OXMAaemoe B BUfe source
CobbITUSA, NPUBSI3AaHHOIO K
asepu (Bbixog, 0)

BbinagatoLwmii CnMcok gns
BbI6Opa yCTPOWCTBA,
oXngaemoe B BUfe source
cobbITUS, MPUBSA3AHHOTO K
CYMTbIBATENIO KapT 1
(BbIxOA 1)

BoO3MOXXHble 3HAYeHus

Nobble yncnosblie n
TEeKCTOBble 3HaYeHus

1...10

UUID ycTpolicTBa

MNoppepxnBaroTCa pycckme
N NAaTUHCKME CUMBO/bI, HE
peKoMeHayeTCsl BBOAUTb
6onee 50 CMMBOJIOB.

JTiobble TeKCTOBbIE
Ha3BaHus.
MoppepXXnBaeTcsa BBOJ,
NATUHULI U KUPUIANLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

JTtobble TeKCToBbIe
Ha3BaHus.
MNoppepxnBaeTcs BBOA,
NaTUHWLbI U KNPUANLbI.
He pekomeHayeTcs
BBOAUTL 6onee 30
CYMBOJIOB.

3HayeHue no

YMOMYaHUIO
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20.5. PusrController

KoHTponnep npegHasHaveH ans paboTbl c npeobpasosatenem WGNetConverter, ¢ TOMOLLbIO KOTO-

pOro MOXHO OTNpaBUTb HoMep KapTbl Wiegand chopmaTa Ha KOHTponep.

« MNoppepxuBaemble yctpolictea: WG-TCP

» Noppepxneaemble npowwnsku: V6005

Ba)kHO, 4TObbI NpeobpasoBaTenb Haxoauacs B pexume TCP Server. s 3Toro npy nepBUMYHON Ha-

CTpolike Heobxoanmo B Beb-uHTepdeice B pasgene Serial Port BbibpaTb cooTBeTcTBYOWMIA Work Mode.

20.5.1. HacTpoiika napamMmeTpoB gJisl NOgKA4YeHUsl K KOHTpoanepy Pusr

HacTpoiiKku KOHTpoJinepa 1 BO3MOXHble 3HauveHus (Tabnuua 79):

Tabnuua 79. HacTpoinkm KoHTponnepa Pusr

MapameTp

name

group

retry_entry_-
sleep_interval

host

port

000 «BmxH/Tabe»

OnucaHue

Wms ycTpolicTBa
3aflaBaemoe
nonb3oBaTenem

Ha3BaHune cnucka ans
rpynnupoBKK
KOMIMOHEHTOB

WMHTepBana naysbl Mexay
NPOXOXAEHNEM B CEKYHAaX,
YyeM 6osibllie NOTOK Ntofden,
Tem 6one fo/MKHa bbITb
naysa.

IP agpec unu goMeHHoe
NUMS YCTPOMNCTBA

MopT ycTpolicTBa

3HauyeHue no
Bo3MOXXHble 3HaYeHUA YMOYAHUIO

JTiobble TeKCToBbIE -
Ha3BaHMS.

MNoppepxuBaeTcs BBOS,
NaTUHULbI U KUPUAANLBI.

He pekomeHgyeTcs

BBOAUTL 6onee 30

CMMBONOB.

Jobble yncnosbie n -

TEKCTOBbIE€ 3Ha4YeHUA

1...10 5

IPv4 unu site.domain -

20108
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MapameTp

entry_source

exit_source

OnucaHue

Bbinapatowmin cnmcok ans
Bbl6Opa YCTPOICTBA,
OXMpaaemoe B BUfe source
CobbITUSA, NPUBSI3AHHOIO K
aBepu (Bbixog, 0)

BbinagatoLwmii CnMCcok ans
BbI6GOpa yCTPOWCTBA,
oXngaemoe B BUAe source
cobbITUSA, MPUBSA3AHHOIO K
CYMTbIBATENIO KapT 1
(BbIXxOA 1)

20.6. SaltoController

BoO3MOXXHble 3HAYeHus

JTiobble TeKCToBbIE
Ha3BaHus.
MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

JTtobble TeKCToBbIE
Ha3BaHus.
MNoppepxuBaeTcs BBOA,
NaTUHULbI U KNPUAANLbI.
He pekomeHayeTcs
BBOAUTb 6onee 30
CYIMBOJIOB.

3HayeHue no

YMOMYaHUIO

KoHTponnep Salto reHepupyeTcsi aBToMaTUyeckun npu paboTe cepBuca Salto U3 nosy4eHHbIX TOYEK

npoxoga. [lns ncnonb3oBaHus U paboTbl, NOCe reHepaumn, HeObXoaMMO B PYHHOM PEXMME BHECTU

entry_source 3Ha4YeHne gNa Kaxxgoro n3 co3gaBLUNXCA KOHTPOINEPOB.

20.6.1. HacTpolika napaMeTpoOB AJis NOAK/II0YEeHUs K KOHTponnepy Salto

HacTpoliku KoHTpoepa U BO3MOXHble 3HaYeHus (Tabnuua 80):

Tabnuua 80. HacTpolikn KoHTponepa Salto

MapameTp

name

000 «BmxH/Tabe»

OnucaHue

Wms ycTpolicTBa
3apaBaemoe
nonb3oBaTenem

Bo3mo)cHble 3HaYeHUs

JTobble TeKCTOBbIE
Ha3BaHus.
MoppepXXnBaeTcs BBOA,
NATUHWLbI U KUPUAANLBI.
He pekomeHpyeTcs
BBOAMTbL 6onee 30
CUMBOJIOB.

3HayeHue no
YyMOYaHUIO
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MapameTp

group

retry_entry_-
sleep_interval

salto_id

external_-
controller_id

entry_source

OnucaHue

Ha3zeaHue cnucka ans
rpynnupoBKU
KOMIMOHEHTOB

MiHTepBana naysbl Mexay
NPOXOXAEHNEM B CEKYH[AX,
yeM 607/1blle NOTOK NtofAeN,
Tem 6one fo/MKHa b6bITb
naysa.

Mms ak3emnnsipa Salto B
Access

YHUKaNbHbIN
npeHTudumkatop
YCTPOWCTBA,
NCMNOb3yeMOro B
WHTerpaumu. YkasblBaeTcs
B Access.

Bbimagatowmin cnmcok gns
BblI6Opa yCTPOICTBA,
0OXMpaaemoe B BUge source
Cob6bITUS, NPVBA3AaHHOTO K
asepu (Bbixog, 0)

20.7. StrazhController

3HayeHue no
BoO3MOXHble 3HaYeHus yMONn4yaHUo

Nobble yncnosblie n -
TEeKCTOBble 3HaYeHus

1...10 5

UUID ycTpoiicTBa -

JTobble TeKCTOBbIE -
Ha3BaHus.

MoppepXXnBaeTcs BBOA,
NATUHWLbI U KUPUAANLBI.

He pekomeHpyeTcs

BBOAMTL 6onee 30

CUMBOJIOB.

KoHTponnepsl Strazh reHepupyeTcs aBTOMaTUyecku npu paboTe cepBuca Strazh u3 nonyyew-

HbIX yCTpOl\/JICTB npn 3anycke cepsuca. ,q!'lﬂ MCNoJZiIb30BaHUA HGO6XO,D|I/IMO B Py4YHOM pexnme BHEeCTU

entry_source M exit_source 3Ha4eHUA AN KXOOMo N3 CO34aBLUINXCA KOHTPONEPOB.

MapameTp second_factor_expiry_time B 6noke Info kKoMnoHeHTa oTobpaxaeT NMUMUT BpeMe-

HU B CEKYHAAX Ha MoJly4YeHne BTOporo hakTopa npv NCnonb30BaHUM ABYyX(aKTopHON ayTeHTU (K-

Kauun (HacTpauBaeTtcs B [10 CKY/).

000 «BmxH/Tabe»
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20.7.1. HacTpoiika napaMeTpoB AJis NOAK/II0YEHUs K KOHTpoanepy Strazh

HacTpoWiKku KOHTpoJinepa 1 BO3MOXHble 3HaveHus (Tabnuua 81):

Ta6bnuua 81. HacTpoliku koHTposnnepa Strazh

MapameTp

name

group

retry_entry_-
sleep_interval

external_-
controller_id

strazh_id

entry_source

000 «BmxH/Tabe»

OnucaHue

Wms ycTpolicTBa
3aflaBaemoe
nonb3oBaTenem

HasBaHune cnucka ans
rpynnupoBKK
KOMMOHEHTOB

MiHTepBana naysbl Mexagy
NMPOXOXAEHWEM B CEKYHAAX,
YyeM 6o/ibllie NOTOK Ntofden,
TeMm 6oe foMmKHa BbITb
naysa.

YHUKaNbHbIN
npeHTudmkatop
YCTPOWCTBA,
NCMNONb3yeMoro B
WHTerpaumu. YkasbliBaeTcs
B Access.

Mims ak3emnnsipa Strazh B
Access

Bbinagatowmnin cnncok ans
BbI6Opa yCTPOWCTBA,
oXngaemoe B BUAe source
CObbITUSA, NPUBS3AHHOTO K
CYMTbIBATENO KapT A

BoO3MOXXHble 3HAYeHus

JTiobble TeKCToBbIE
Ha3BaHus.
MNoppepxuBaeTcs BBOA,

NaTUHULbI U KWpUNAnubl.

He pekomeHpyeTcs
BBOAUTL 6onee 30
CMMBONOB.

Jobble yncnosblie n
TEKCTOBblE 3HaYeHUS

1...10

UUID ycTpoiicTBa

Jobble TeKCToBbIE
Ha3BaHus.
MoppepXxnBaeTcs BBOS,

NaTUHULbI U KWpUnanubl.

He pekomeHpyeTcs
BBOAMTL 6onee 30
CYIMBOJIOB.

3HayeHMe no
YyMOJIYaHUIO
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MapameTp

exit_source

000 «BmxH/Tabe»

OnucaHue

Bbimapatowmin cnmcok ans
Bbli6Opa YCTPONCTBA,
0XMAAeMoe B BUe source
CobbITUSA, NPUBSI3AaHHOIO K
CYMTbIBATENIO KapT B

BoO3MOXXHble 3HAYeHus

Mobble TeKcToBbIE
Ha3BaHU4.
MoaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUNANLbI.

He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

3HayeHue no
YMOMYaHUIO
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21. YcTpoucTtBa

[Ansa BbINOMHEHUSI NporpaMMHo-annapaTHoi nHterpaumm LP5/KEC/LUNA CARS gns KOHTpons go-

CTyna HeobXoaMMO UCMOb30BaTh YCTPOMCTBA — TEPMUHAN, KAMEPbI U T. .

Bce nonsg HacTponKm ABNSOTCS 0653aTeNbHbIMU, €C/IM He YKa3biBaeTcs obpaTHoe.

21.1. Beward

BuomeTpuyecknii TepMmHan ¢ yHKUMAMU M3MepeHuUs TeMnepaTypbl, onpefeneHns Macku u

BCTPOEHHbIM pene.

« MNoppepxunBaemble yctpolictea: TFR80-210T1Q / TFR80-210.
« MNoppepxunBaemble Bepcum npowmnekm: 1.2.13.0 / 2.1.6.0.

21.1.1. HacTpoiika napamMeTpoB A nogknaueHus Kk Beward

HacTpoliku ycTpoiicTBa 1 BO3MOXHbIe 3HavyeHus (Tabnuua 82):

Ta6nuua 82. Hactpoiku Beward

MapameTp OnucaHue

name ims ycTpolicTBa
3aflaBaemoe
nonb3oBaTenem

group HasBaHue cnucka gns
rpynMnVpOBKM
KOMMOHEHTOB

000 «BmxH/abc»

3HayeHue no

Bo3MoO)XHble 3HaYeHus yMmon4yaHuio

JTobble TeKCTOBbIE -
Ha3BaHMS.

MoppepXXnBaeTcs BBOA,
JIATUHULbI U KUPUASTALLBI.

He pekomeHpyeTcs

BBOANTb 6osnee 30

CMMBOJIOB.

Nobble yncnosblie n -
TEKCTOBbIE 3HAYEHUS

218 /282



VisionLabs LUNA Access. PykoBoaCTBO Nonb3oBaTesns

MapameTp

successful_pass_-
message_-
template

unsuccessful_-
pass_message

display_-
message_time_-
sec

host

port

000 «BmxH/1abc»

OnucaHue

CoobLyeHne Npu ycrnewHon
nageHtTudmkaumn. dns
0TO6paXXeHNS UMEHU
Mosib30BaTe/s Ha 3KpaHe
TepMMHana npu ycnewwHom
nageHTudbmnKaummn
HeobxoaMMo
MCMOb30BaThb
nepemeHHble ®UO.
MNopsigok cnos B
NPUBETCTBEHHOM
COODBLLEHUN MOXET BbITb
Nto6bIM,

CoobuieHune npu
HeycreLwHoM
naeHTudbmKaummn

Bpems oTob6paxeHus
TEKCTa Ha 3KpaHe B
cekyHgax. PaboTaeT Tonbko
B CTOPOHY yBesieYeHuns
CTaHOAPTHOrO 3Ha4Ye€HUA
YCTaHOB/IEHHOTO B
npoumnBke

IP appec nnu gpomeHHoe
nMs cepsepa ¢
yCTaHOBNEHHbIM Beward

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Beward

BoO3MOXXHble 3HAYeHus

JTiobble TeKCTOBbIE
Ha3BaHUS N NepeMeHHbIe
ONO. MogpepxunsaeTtcs
BBOA, TaTUHULbI U
Knpunnuubl. He
peKoOMeHayeTCsl BBOAUTD
6onee 24 CUMBO/OB.

JTiobble TeKCTOBbIE
Ha3BaHwus.
MoppepXXnBaeTcs BBOA,
NATUHULI U KUPUNLBI.
He pekomeHpyeTcs
BBOAMTL 6bonee 24
CUMBOJIOB.

Lenble yncna 6onblue HYynA

IPv4 nnu site.domain

3HayeHue no

YMOMYaHUIO

Faceis not
identified

80
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MapameTp

enable_ssl

login

password

open_door_time

vl_access_host

vl_access_port

event_expiry_-
time

000 «BmxH/1abc»

OnucaHue

Mopaepxka wndpoBaHus
SSL gnsa coobuieHui.
Heobxogumo
aKTUBMPOBATb NpU
HeobxoaMMocTn
COXpaHeHus
KOH(MAEHUNANBHOCTH.
Mpv aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui
BO3pacTaeT

NornH nonb3oBaTens
Beward. MopaepxxmBaeTtcs
BBOJ, NAaTUHMLbI, Ldp 1
CUMBO/OB

MNaponb nonb3oBartens
Beward. MopaepxmBaeTtcs
BBOf, TaTUHMLbI, Lndp 1
CUMBOJIOB

Bpemsa 3aMblkaHua pene B
MUAINCEKYHAAX

IP appec cepBepa, Ha
KOTOPOM YCTaHOB/EH
Access

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Access

Bpemsa BanugHocTun
CObbITUI B CEKYHAAX,
HeobXoAUMO yMeHbLLaTb
Bpemsi, Npv 60/1bLOM
NnoToKe Ntfaen, Tak Kak
MOXET NePenoNHATLCS
K3 YCTPOWNCTBA

BoO3MOXXHble 3HAYeHus

On - aKTMBHO

Off - HeaKTUBHO

Monb3oBaTesb CO30aHHbIN
B Beward

MNaponb nonb3oBartens

Bpems bepetcs us
MHCTPYKLNU K perne.

IPv4 nnu site.domain

>10

3HayeHue no
YMO/TYaHUIO

Off

2000

9091

60
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MapameTp

handler_id

time_change_-
interval

21.2. BioSmart

OnucaHue BoO3MOXXHble 3HAYeHus

UUID obpaboTynka gnsi UUID obpaboTynka
paboTbl C COBLITUAMU
npoxopa, Co3faHHbIN B

Luna.

MepuognyHOCTb Lienbie Yncna 6onblue Hyns
06HOB/IEHUSI BPEMEHM Ha

YCTPOWCTBE, 3a1aeTCs B

MUHYyTax. PekomeHgyeTcs

NCMOb30BaTb, €C/IV BpEMS]

Ha TepMUHane cbmBaeTcs

+ MoppepxuBaemble ycTpoicTea: BioSmart Quasar.

» [NoppepxnBaemble Bepcun npoLmnsekn: 2.3.0.46.

21.2.1. HacTpoiika napameTpoB gJia nogkj4veHus K BioSmart Quasar

HacTpoiiku gns cosgaHus HoBoro ycTporictea (Tabnuua 83):

Tabnuua 83. Hactpoiku BioSmart Quasar

MapameTp

name

group

host

000 «BmxH/Tabe»

OnucaHue

Wms ycTporicTBa
3aflaBaemoe
nonb3oBaTenem

HasBaHwue cnucka ans
rpynnMpoBKM
KOMMOHEHTOB

IP agpec nnu gomeHHoe
nMs cepeepa
yCcTaHOBNeHHbIM Quasar

BO3MOXHble 3HaYeHus

JTiobble TeKCToBbIE
Ha3BaHMs.
MNoppepxvBaeTcs BBOS,
NAaTUHULbI U KNPUAANLI.
He pekomeHpyeTcs
BBOAUTL 6onee 30
CYIMBOJI0OB.

JTtobble Yncnosbie 1
TEKCTOBbIE 3Ha4YeHUA

IPv4 unu site.domain

3HayeHue no
YMO/TYaHUIO

60

3HavyeHue no
YMOJTYaHUIO
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3Ha4yeHue no
MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO

port MopT cepBepa, Ha KOTOPOM - 80
pa3BepHyT Quasar

enable_ssl Mogpepxka wndpoBaHms  On - akTUBHO off
SSL gnsa coobuieHni.
Heobxopgumo
aKTVBUPOBATb NpU
HeobxoaMMocTn
COXpaHeHus
KOHMAEHUMANBHOCTMW.
MNpu akTMBaLMKM Harpy3ka
Ha YCTPOWCTBO M BpeMs
nepegayn coobLeHnit
BO3pacTaeT

Off - HeakTUBHO

luna_id Bbibop nmeHu cepsuca - -
Luna B Access.

min_face_- MWHUMaNbHbIN Nopor 3HayeHune hopmupyeTcs 0,00...1,00
similarity CXOXeCTU Ny, Npu Ha 3Tarne NPoeKTUPOBaHUS

BbIMOSHEH NN N KOPPEKTUpPYETCS Ha

BepudmKaLmm. 3Tane TeCTMPOBAHUS
handler_id UUID obpaboTynka gnsi UUID obpaboTtynka -

paboTbl C COBLITUAMM
Nnpoxopa, Co3AaHHbIN B
Luna.

Ana nognucky Ha cobbiTMA Heo6X0AMMO Ha TepMMHaNe 3aNTn B «<HacTponkmn» > «CepBepHas ueH-
Tudnkaunus», BbIbpaTb TUN cepBepa: BioSmartLite, BBECTM 3HANOMHT A415 OTNPABKM faHHbIX: http://
IP/vl-access/webhook/biosmart/ n coxpaHuTb HaCTPOMKM.

[leBaiic He reHepupyeT cobbITUN N He KNageT HNYero B ovepedb. 3anpockl B Luna oTnpaBnstoTcs
HanpsIMyto U3 SHANOUHTOB.

21.3. Dahua

OnpepeneHHble Mogenu kamep Dahua nMetoT penie u BO3MOXHOCTb /15 €0 MPOrpaMMHOro yrpas-
neHus.
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Mpun peannsaumm NpoeKTa oCyLecTBASETCS MHTerpaums LP5 ¢ aaHHbIM yHKLUMOHANOM, YTO NO3-

BONAET yNpaBAATb pene npu noABIEHNN B Kagpe nnua n3 onpegeneHHoro Cnncka.

[lanee BO3MOXHO, HanpuMep, NepeaaTtb CUrHaA Ha 3NEKTPOHHbIN 3aMOK ABepu, YTobbI ABEpPb OT-

KpblniaCb UK He OTKpPblI/1aCb.

[leBalic 3anycKaeT stream coegMHeHNe, reHepupyeT 1 NoMeLaeT cobbiTve AeTeKLUN LA B oYe-

peab.

21.3.1. HacTpoiika napaMeTpoB g5 nogKo4yeHus kK kamepe Dahua

HacTpoWiku ycTpoiicTBa 1 BO3MOXHble 3Ha4YeHus (Tabnuua 84):

Ta6nuua 84. Hactpoliiku Dahua

MapameTp

name

group

device_id

host

port

000 «BmxH/Tabe»

OnucaHue

Nms ycTpolicTBa
3aflaBaemoe
nonb3oBaTenem

HasBaHune cnucka ans
rpynnMpoBKK
KOMMOHEHTOB

BHYTpeHHUI
npeHTudmkatop
YCTPOWCTBA. YKa3aH B
HaCTPOWKa yCTPONCTBa.

IP appec nnu gomeHHoe
nmsa kamepsl Dahua

I'IopT onga NoAKNKYeHUA K

kamepe Dahua

3HayeHMe no
Bo3MOXXHblIe 3HAYEeHUA YyMOJIYaHUIO

JTiobble TeKCToBbIe -
Ha3BaHMS.

MNoppepxuBaeTcs BBO,
NaTUHULbI U KNPUAANLBI.

He pekomeHgyeTcs

BBOAUTL 6onee 30

CMIMBONOB.

Mobble yncnosblie u -
TEKCTOBblE 3HaYeHUS

IPv4 unu site.domain -
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MapameTp

enable_ssl

login

password

OnucaHue

Moppepxka wndpoBaHus
SSL gnsa coobuieHui.
Heobxogumo
aKTUBMPOBATb NpU
HeobxoaMMocTn
COXpaHeHus
KOH(MAEHUNANBHOCTH.
Mpv aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui
BO3pacTaeT

NornH nonb3oBaTens
Dahua. NoppepxuBaetcs
BBOJ, NAaTUHMLbI, Ldp 1
CUMBO/OB

MNaponb nonb3oBartens
Dahua. NoppepxunBaetcs
BBOf, TaTUHMLbI, Lndp 1
CUMBOJIOB

21.4. DahuaThermo

OnpepfeneHHble Mogeny kamep Dahua MeloT pene 1 BO3MOXHOCTb [/151 €70 MPOrpaMMHOro yrpaBs-

neHuns.

Mpun peannsaumm NpoeKTa oCyLecTBASETCS MHTerpaums LP5 ¢ aaHHbIM hyHKLUMOHANOM, YTO No3-

3HayeHue no
BoO3MOXHble 3HaYeHus yMONn4yaHUo

On - aKTMBHO Off

Off - HeaKTUBHO

Monb3oBaTesb CO3AAHHbIN -
B Kamepe

MNaponb nonb3oBartens -

BONAET yNpaBAATb pene npu noABIEHNN B Kagpe nnua n3 onpeaeneHHoro Cnncka.

[Jlanee BO3MOXHO, HanpuMep, NepeaaTb CUrHaA Ha 3/1EKTPOHHBIN 3aMOK ABEpU, YTOObI ABEPb OT-

KpblniaCb UM He OTKpPbl/1aCb.

MopaepxnsaeT Bepcuio cucTeMbl 2.631.0000000.31.T, Build Date: 2020-07-06.

YctaHaBnusaeT HTTP coegMHeHMe C TENN0BM30POM U DUKCUPYET IMLLA OTNPaBsAs CObbITME TEMO-

BOM geTeKumMn Nnua B ovepessb.

000 «BmxH/Tabe»
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21.4.1. HacTpoiika napaMeTpoB AJis nogK/yeHus K Tennosusopy DahuaThermo

[ns 3anycka HeobxoaMMo yKasaTb cnegyrowme HacTpolikm (Tabnuua 85):

Tabnuua 85. Hactpoikn DahuaThermo

3HayeHMe no

MapameTp OnucaHue Bo3MoO)XHble 3HaYeHus YMOJTHaHUIO
name Mms ycTpolicTBa JTiobble TeKCToBbIE -
3afaBaemMoe Ha3BaHus.
Nnosib30oBaTeNeM MNopaepxmnBaeTcs BBOA

NAaTUHULbI U KUPUAAULbI.
He pekomeHpyeTcs
BBOAUTL 6onee 30
CMMBONOB.

group HassaHwe cnncka gns Mobble Yncnosble u -
rpynnupoBKu TEKCTOBble 3HaYeHns
KOMIMOHEHTOB

host IP agpec nnu gomeHHoe IPv4 nnu site.domain -
nmsi kamepbl Dahua
Thermo

port MopT ANns NOOgKNIOYEHNA K - -
kamepe Dahua Thermo

enable_ssl Mogaepxka wnudpoBaHusa  On - akTUBHO off
SSL gns coobleHnin.
Heobxopnmo
aKTMBMPOBATb NpU
HeobxoaMMoCTuU
COXpaHeHus
KOHMUAEHUMANBHOCTN.
Mpn akTMBaUUM Harpy3ka
Ha YCTPOMCTBO 1 Bpems
nepegayn cooblueHnit
BO3pacTaeT

Off - HeakTUBHO
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MapameTp

login

password

timeout

handler_id

21.5. Fortuna315

OnucaHue

JlornH nonb3oBaTtens
Dahua Thermo.
MNopaepxmBaeTcs BBOS
NaTUHULbI, Udp 1
CUMBOJIOB

MNaponb nonb3oBatens
Dahua Thermo.
MoapepmBaeTCs BBO,
NaTUHULbI, Udp 1
CMMBOJIOB

Bpems TaimayTa npu
Heyaa4yHoM NomnbITKe
COEANHEHUNS C CEPBUCOM.
Heobxogumo yBenninBaTth
BpeMSsl, ec/iv UMeeTcs
6osbluas 3agepxKa Mexay
cepBepamu.

UUID obpaboTynka gnsi
paboTbl C COBLITUAMYU
NnpoxoAaa, Co34aHHbIN B
Luna.

BoO3MOXXHble 3HAYeHus

Monb3oBaTesib CO34aHHbIN
B Kamepe

MNaponb nonb3oBatens

Bpems BbibUpaeTcs ncxogs
13 3af,ePXXKK B CeTH, AN
noaAepXaHus
paboTocnocobHoCTH.

UUID obpaboTynka

3HayeHue no
YMO/TYaHUIO

50

YcTponcTBO co3paeT cobbiTnsi Thermo B ovepegn SendThermalEventTolLuna Mo NOAyYeHHbIM

AaHHbIM OT YCTPOWCTB. BK/touaeT B cebs cnapeHHble yCTPOWCTBa - TENN0BU30P U Kamepa.

MopaepxunBaemble Bepcun NpoLIMBKK Kamepsbl V4.02.00 1 Tennosum3opa 2.20.0.0.R26130.alpha8
V1.0. AnnapaTHble Bepcumn V1.0. Bepcum anroputma smart2.0.0-06-2020.06.17.16:06:42.

21.5.1. HacTpoiika napameTpoB gJia nogka4veHus K Fortuna315

[na nognuckm Ha cobbITUS HeobXoaMMO CO3[aTb YCTPOMCTBO CO C/EAYIOLWMMMN HAacTpoikamu (Tab-

nmua 86):

Tabnuuya 86. Hactpoliku Fortuna315

000 «BmxH/Tabe»
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MapameTp

name

group

device_id

host

port

enable_ssl

thermo_host

thermo_port

000 «BmxH/1abc»

OnucaHue

Wms ycTporicTBa
3afaBaeMoe
nonb3oBaTenem

HasBaHue cnucka ans
rpynnMpoBKM
KOMMOHEHTOB

BHYTpeHHUI
naeHTudmkaTop
YCTPOMCTBA. YKa3aH B
HaCTPOWKa yCTPOMNCTBaA.

IP agpec nunu goMeHHoe
nMsa kamepsbl Fortuna3i15

MopT oNns nogknNYeHns K
Kamepe Fortuna315

MopaepKa WudpoBaHUS
SSL ons coobleHnin,
Heobxopumo
aKTUBMPOBATb NpuU
HeobxoaMMoCTuU
COXpaHeHus
KOHMbUAEHUMANBHOCTN.
Mpn akTMBaUWM Harpy3ka
Ha YCTPOWMCTBO 1 BpeMs
nepegayn cooblueHnit
BO3pacTaeT

IP agpec Tennosu3opa
Fortuna315

MopT TennoBusopa
Fortuna315

BoO3MOXXHble 3HAYeHus

Mobble TeKcToBbIE
Ha3BaHU4.
MoaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUNANLbI.

He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

JTrobble Yncnosbie 1
TEKCTOBbIE 3Ha4YeHUA

IPv4 nnu site.domain

On - aKTUBHO

Off - HeakTUBHO

IPv4 unu site.domain

3HayeHue no

YMOMYaHUIO

off
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MapameTp

handler_id

21.6. GrgFaster

OnucaHue

UUID obpaboTtumka gns
paboTbl C COBLITUAMU
npoxopa, Co3faHHbIN B
Luna.

BoO3MOXXHble 3HAYeHus

UUID obpaboTumka

3HayeHue no
YMO/TYaHUIO

TepmuHan GrgFaster uMeeT BO3MOXHOCTb 0OTOBbPaxaTb COOBLLEHME Ha IKPaHe M OTNpaBNsiTb HOMEP

KapTbl Ha NMOAK/THOUYEHHbI KOHTPOJJIEP.

+ Moppepxusaemsble ycTpoictaa: GRG Banking Faster.

« MNoppepxunBaemble Mogenu: SV-M082f-C2.

« MopgaepxunBaemble Bepcumn npownsky (FW): 1.004.30.3bb324.R.

 MNoppepxuBaemMble BepcuMm annapaTHoro obecnevenms (HW): 1.0.0

21.6.1. HacTpoiika napameTpoB AN nogkayveHus K GrgFaster

HacTpoWku ycTpoiicTBa M BO3MOXHble 3Ha4YeHus (Tabnuua 87):

Tabnuua 87. HacTtpoiiku GrgFaster

MapameTp

name

group

host

000 «BmxH/Tabe»

OnucaHue

Wms ycTporicTBa
3aflaBaemMoe
nonb3oBaTenem

Ha3BaHune cnucka ans
rpynnuMpoBKK
KOMMOHEHTOB

IP agpec nnu gomMeHHoe
nms cepsepa ¢
ycTtaHoBneHHbIM GrgFaster

BO3MOXXHble 3HaYeHus

JTiobble TeKCToBbIE
Ha3BaHMS.
MNoppepxuBaeTcs BBOS,
NaTUHULbI U KUPUAANLBI.
He pexkomeHgyeTcs
BBOAUTL 6onee 30
CMMBONOB.

Jobble yncnosbie u
TEKCTOBbIE 3HaYeHUS

IPv4 unu site.domain

3HauyeHue no
YMOJTYaHUIO
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MapameTp

port

enable_ssl

login

password

000 «BmxH/Tabe»

OnucaHue

MopT cepBepa, Ha KOTOPOM

pa3BepHyT GrgFaster

Moaaepxka wndpoBaHus

SSL gnsa coobuieHni.
Heobxopgumo
aKTUBMPOBATb NpwU
HeobxoaMMocTn
COXpaHeHus

KOH(UAEHUNANBHOCTH,
MNpu akTMBaLMKM Harpy3ka

Ha YCTPOWCTBO M BpeMs
nepegayn coobLeHnit
BO3pacTaeT

JlorvH nonb3oBartens
GrgFasterd.
MNoppepxuBaeTcs BBOS,
NaTUHULbI, Udp 1
CMMBO/IOB

MNMaponb nonb3oBaTtens
GrgFaster.
MNoppepxuBaeTcs BBOS,
NaTUHULbI, Undp 1
CMMBOJI0B

3HayeHue no

Off - HeakTUBHO

Monb3oBaTenb CO3AaHHbIA -
B GrgFaster

I'Iaponb nonb3oBaTesnis -

Bo3MO)XHble 3HaYeHUs YMOJIYaHUIO
_ 9166
On - aKTUBHO Off
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
successful_pass_-  CoobueHne npu ycnewHon Jliobble TEKCTOBbIE -
message_- nageHtTudmkaumn. dns Ha3BaHMA N MepemMeHHble
template 0TODOpaXeHUss UMeHU ONO. MogpepxunsaeTtcs
No/sb30BaTeNs Ha 3KpaHe BBOA, NAaTUHULbI U

TEPMUHANA NpY YCNEWHOW  Kupuaauubl. He

naeHTUdhmnKaLmm peKkomeHayeTcs BBOAUTb
HeobxoaMMo 6onee 35 CUMBOJIOB.
NCNoNb30BaTh

nepeMeHHble PAO.
MNopsigok cnos B
NPMBETCTBEHHOM
COODBLLEHUN MOXET BbITb
NO6bIM.

21.7. HikvisionCamera

Kamepa ansa dopmmupoBaHusa BuaeonoToka ans LP5 ¢ nocnepytowert nHterpaumert co CKY/.

» MNoppaepxunBaemble yctporictea: DS-2CD3126G2-IS
« MNoppepxunBaemble Bepcum npowwmekm: V5.5.134 build 200430

YCTPONCTBO CO3aaeT cobbITUsi TUNa FaceDetectionEvent.

21.7.1. HacTpoiika napameTpoB ansa nogknaioveHus K HikvisionCamera

[ns noanncky Ha cobbiTUa Heo6X0AMMO CO3AaTb YCTPOMCTBO CO CeAyoLWMMM HacTpolikamm (Tab-
nmua 88):

Tabnuua 88. Hactpoiiku HikvisionCamera

3HauyeHue no

MapameTp OnucaHue Bo3Mo)XHble 3HaYeHus YMOJIYaHUIO
name Mms ycTpolicTBa Jliobble TeKCToBbIE -
3apaBaemMoe Ha3BaHus.
nosb3oBaTeNnem MNopaepxmBaeTcs BBOSA

NAaTUHWLbI U KNPUANLLBI.
He pexkomeHgyeTcs
BBOAUTL 6onee 30
CMMBOOB.
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MapameTp

group

host

port

enable_ssl

login

password

000 «BmxH/1abc»

OnucaHue

Ha3zeaHue cnucka ans
rpynnupoBKU
KOMIMOHEHTOB

IP appec nnu gomeHHoe
NUMS Kamepbl
HikvisionCamera

MopT Ans nogkNYeHns K
kamepe HikvisionCamera

Moaaepxka wndpoBaHus
SSL gnsa coobuieHni.
Heobxopumo
aKTUBMPOBATb NMpu
HeobxoaMMocTyn
COXpaHeHus
KOHMAEHUMANBHOCTMN.
Mpn akTMBaUUM Harpy3ka
Ha YCTPOWCTBO M BpeMms
nepepayn cooblueHnit
BO3pacTaeT

JlornH nonb3oBatens
HikvisionCamera.
MNoppepxuBaeTcs BBOS,
NaTUHULbI, Undp 1
CYIMBOJIOB

MNaponb nonb3oBaTtens
HikvisionCamera.
MNoppepxnBaeTcs BBOS,
NaTUHULbI, undp K1
CUMBOJIOB

BoO3MOXXHble 3HAYeHus

Nobble yncnosblie n
TEeKCTOBble 3HaYeHus

IPv4 unu site.domain

On - aKTUBHO

Off - HeakTMBHO

Monb3oBaTesb CO3AaHHbIN
B 4151 [OCTyNa K
YCTPOWCTBY

Ma posib Nonb3oBaTend

3HayeHue no

YMOMYaHUIO

off
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3Ha4yeHue no
MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO

timeout Bpemsa B cekyHpax Bpems Bbibupaetcs ncxogs 10
TanMayTa npu HeyaayHom N3 3aEePXKKN B CETU, ANS
NonbITKE COeAMHEHMS C noaAepxaHus
cepBucoM. Heobxognmo paboTocnocobHoCTy.
YBENNYMBATbL BPEMS, €C/N
nmeeTcs 6onblias
3afiepxKa Mexay
cepBepamu.

handler_id UUID obpaboTynka gnsi UUID obpaboTtynka -
paboTbl C COBLITUAMM
Nnpoxopa, Co34aHHbIN B
Luna.

21.8. HikvisionCameraThermo

Kamepa ¢ hyHKLUMAMY n3MepeHuns TemnepaTypbl U Nepegayy aaHHbIx B LP5.

« MoppepxuBaemble ycTpoincTea: DS-2CD3126G2-1S
« MNoppepxuBaemble Bepcun npolumeku: V5.5.134 build 200430

YCTpOoMCTBO co3faeT cobbiTus Tuna ThermalEvent.

21.8.1. HacTpoiika napameTpoB ans nogknodyeHus K HikvisionCameraThermo

Ana nognuckn Ha cobbITUS HEOBXOAMMO CO3aTb YCTPONCTBO CO CNEAYIOLMMUN HAacTpokamu (Tab-
nmua 89):

Ta6nuua 89. Hactpoiiku HikvisionCameraThermo

3HayeHue no

MapameTp OonucaHue Bo3MO)XHble 3HaYeHUs yMOJI4aHUI0
name ms ycTpoicTBa JTtobble TeKCToBbIE -
3aflaBaemoe Ha3BaHMs.
nonb3oBaTenem MoppepXXnBaeTcs BBOA,

NIATUHWLbI U KUPUASTALLBI.
He pekomeHpyeTcs
BBOANTbL 6osiee 30
CMMBOJIOB.
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MapameTp

group

host

port

enable_ssl

login

password

000 «BmxH/1abc»

OnucaHue

Ha3zeaHue cnucka ans
rpynnupoBKU
KOMIMOHEHTOB

IP appec nnu gomeHHoe
NUMS Kamepbl
HikvisionCameraThermo

MopT Ans nogkNYeHns K
Kamepe
HikvisionCameraThermo

MoppepxKa wudpoBaHus
SSL gns cooblueHnin,
Heobxopgnmo
aKTUBMPOBATb NpwU
HeobxoauMocTn
COXpaHeHus
KOHMbUAEHUMANBHOCTN.
Mpn akTMBaUUM Harpy3ka
Ha YCTPOWMCTBO 1 BpeMs
nepegayn coobLueHnit
BO3pacTaeT

JlornH nonb3oBaTtens
HikvisionCameraThermo.
MopaepXXnBaeTcst BBOA,
NaTUHWLbI, Ldp 1
CMMBOJIOB

MNaponb nonb3oBartens
HikvisionCameraThermo.
MoppepXnBaeTcs BBOA,
NaTUHULbI, Undp 1
CMMBOJIOB

BoO3MOXXHble 3HAYeHus

Nobble yncnosblie n
TEeKCTOBble 3HaYeHus

IPv4 unu site.domain

On - aKTUBHO

Off - HeakTUBHO

Monb3oBaTesb CO34aHHbIN
AN8 4OCTYNa K YCTPOMCTBY

MNaponb nonb3oBaTtens

3HayeHue no

YMOMYaHUIO

off
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MapameTp

timeout

handler_id

OnucaHue

Bpewms B cekyHfax
TanMayTa npu HeyaayHom
NomMbITKe COeANHEHUS C
cepBucoM. Heobxoanmo
YBENNYMBATbL BPEMS, €C/N
nmeeTcs 6onblias
3apepxKa mexay
cepBepamu.

UUID obpaboTynka gnsi
paboTbl C COBLITUAMM
Nnpoxopa, Co34aHHbIN B
Luna.

21.9. HikvisionRecognitionOnBoard

BoO3MOXXHble 3HAYeHus

Bpems BbibUpaeTcs ncxoas
13 3af,ePXXKK B CeTH, AN
noaAepxaHus
paboTocnocobHoCTy.

UUID obpaboTtynka

BriomeTpuyecknin TepmmnHan ¢ hyHKUMe pacnosHaBaHUs nuL,.

3HayeHue no
YMO/TYaHUIO

10

« MoppepxuBaemble ycTponcTea: DS-K1T341AMF, DS-K1T341AM, DS-K1T680D-E1
« MoppepxunBaemble Bepcum npowmsku: V3.2.30 build 220210

OTKpounTe Beb-MHTepdelic ycTponcTBa, nepenante B pasgen «Configuration» > «Access Control» >

«Face Recognition Parameters» > «Working Mode» n ybeguTecnb, 4TO BbICTaBNeH peXxuM Permission
Free Mode.

Mocne pobaBneHus, NMLa U3 YKa3aHHOIO CNMCKa byayT penanuumnpoBaHbl B NamMsaTb YCTPOMCTBA.
MoXxHO f06aBNsATb/ygansaTb N1La B Luna, U3MeHeHUs aBTOMaTUYECKM ByayT NPUMEHEHbBI K YCTPOMCTBY.

+ Heobxoaum cnegytowmii popmaT nosist user_data:

name;card_number

» none external_id He gonyckaeTcs 3agaBaTb U USMEHATb.

He noggepxunBaeTtcs 06HOBMEHME JaHHbIX 1LA NPU peakTupoBaHuu. Ecnv Heobxoanumo o6HO-
BUTb AaHHblE LA, YAanuTe 3TO MU0 1 fo6aBbTe CHOBA C HEOBXOAUMbBIMU AAHHbIMMU.

CobbITus B o4epean umeloT TUn FaceDetectionEvent.
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21.9.1. HacTpoiika napameTpoB ans nogknaiyveHus K HikvisionRecognitionOnBoard

Ana nognuckn Ha cobbITUS HeobXxoaMMO Co3AaTb YCTPOMCTBO CO CNEAYLWMMIN HacTpokamu (Tab-

nmua 90):

Tabnuua 90. Hactpoiku HikvisionRecognitionOnBoard

MapameTp

name

group

host

port

enable_ssl

login

000 «BmxH/Tabe»

OnucaHue

Nms ycTporicTBa
3afaBaemMoe
nonb3oBaTenem

HasBaHwue cnucka ans
rpynnMpoBKM
KOMMOHEHTOB

IP agpec nnu gomeHHoe
NUMS Kamepbl

MopT ANs NOAKNOYEHMUS K
Kamepe

MoppepxKa wudpoBaHus
SSL gns cooblueHnin.
Heobxopnmo
aKTUBMPOBATb NpwU
HeobxoauMocTn
COXpaHeHus
KOH(MMAEHUNANBHOCTH.
Mpy aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO 1 BpeMms
nepegayn coobueHui
BO3pacTaeT

JlornH nonb3oBaTens.
MNopaepxmBaeTcs BBOS
NaTUHULbI, Udp 1
CUMBOJIOB

3HayeHue no

Bo3mo)cHble 3HaYeHUs yMOn4yaHUio

JTiobble TeKCTOBbIE -
Ha3BaHwuS.

MoppepXXnBaeTcs BBOS,
NATUHULI U KUPUANLBI.

He pekomeHgyeTcs

BBOAMTHL 6onee 30

CUMBOJIOB.

JTtobble Yncnosbie 1 -

TeKCTOBble€ 3Ha4YeHUn4d

IPv4 nnu site.domain -

On - aKTMBHO Off

Off - HeakTUBHO

Monb3oBaTeNib CO3AAHHbIN -
ANS 0OCTyna K yCTPOMCTBY
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MapameTp

password

vl_access_host

vl_access_port

luna_id

face_recognition_-
interval

liveness_level

event_expiry_-
time

000 «BmxH/1abc»

OnucaHue

MNaponb nonb3osartens.
MNoppepxuBaeTcs BBO,
NaTUHULbI, Udp K1
CMMBOJIOB

IP agpec cepBepa, Ha
KOTOPOM YCTaHOB/EH
Access

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Access

Bbibop cepBuca Luna B
Access.

NHTepBan mexxay 3anyckom
pacno3HaBaHus. 3agaetcs
B 3aBMCMMOCTU OT NOTOKA
nogen.

CTeneHb NpOBEpPKN YPOBHS
liveness.

Bpemsa BanugHocTH
COBbITUIA B CEKYHAAX,
HeobXoAnMO yMeHbLLaTb
Bpemsi, Npu 601bWOM
NOTOKe NltofeN, Tak Kak
MOXXET NepenoNHATLCS
K3 YCTPOWCTBa

BoO3MOXXHble 3HAYeHus

Maponb nonb3oBatens

IPv4 nnu site.domain

low - 6bIcTpas ckopocTb
06paboTKM, TOYHOCTb
yMeHbLUEeHa

middle - cpegHss
TOYHOCTb pacrno3HaBaHus
N CKOPOCTb paboThl

high - TouHoe
onpepgeneHue,
MoBbILLEHHOE
notpebneHne pecypcos

>10

3HayeHue no
YMO/TYaHUIO

9091

low

60
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
time_change_- MNepuognyHOCTb Llenble yncna 6onbe Hyns 60
interval 06HOB/IEHUNSI BpEMEHM Ha

YCTPOWCTBE, 3aaeTcs B
MWUHYyTax. PekomeHpyeTcs
NCMOb30BaTh, €C/IY BPEMSI
Ha TepMUHasne conBaeTcs

21.10. HikvisionTerminalThermo

BuomeTpunyecknin TepMmnHan ¢ yHKUUSMU U3MEpeHUs TeMmrepaTypbl, ONpefeNieHns Macku u
BCTPOEHHbIM pene.

« MoppepxuBaemble ycTpoincTea: DS-KITATOMI-T, DS-K1T671TM-3XF, DS-K5671-3XF/ZU.
« MoppepxuBaemble Bepcum npomsku: V3.2.32 build 210525.

O6pabaTbiBaTbCs ByayT TONbKO cObbITUS TUMNa AccessControllerEvent (MMetoLmMe MU3MepPEHHY0 TeM-
neparypy), cCobbITUS TAKOrO TUMNa NPUXOAAT C TEPMUHana.

CobbiTusi B ouepenn umetoT Tmn ThermalEvent.

,ﬂ,ﬂﬂ OTK/IIOYEHNA BbIBOA4a NMPUBETCTBUA Ha 3KpaHe TepMKUHana, HeO6XOﬂI/IMO OTK/OYUTbL Mau-

nnavH LunaEventListener.

21.10.1. HacTpoliika napameTpoB gasa nogkntoveHus K HikvisionTerminalThermo

[na nognucky Ha cobbITUS HeObXoaMMO CO3AaTb YCTPOMCTBO CO C/EAYIOWMMUN HAacTpoikamu (Tab-
nmua 91):

Tabnuua 91. Hactpowikm HikvisionTerminalThermo

3HayeHue no

MNapameTp OnucaHue Bo3MOXXHble 3HaYeHUsA yMoO/l4aHuIo
name Nms ycTpolicTBa Nobble TekcTOBbIE -
3afaBaemMoe Ha3BaHus.
nonb3oBaTenem NopaepxxnBaeTcs BBOS,

NATUHWLbI U KUPUAANLBI.
He pekomeHpyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.
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MapameTp

group

successful_pass_-
message_-
template

unsuccessful_-
pass_message

display_-
message_time_-
sec

host

port

000 «BmxH/1abc»

OnucaHue

Ha3zeaHue cnucka ans
rpynnupoBKU
KOMIMOHEHTOB

CoobuieHne Npu ycnewHom
naeHTudunKaymm. Ans
0TOBpaXeHUs1 UMEHU
NnoJsib30BaTe/sl Ha 3KpaHe
TepMMHana nNpu ycrnewHom
naeHTudbmKaummn
HeobxoaMMo
NCNoMb30BaTh
nepemeHHble ®UO.
MNopapok cnos B
NPUBETCTBEHHOM
COObILEHUN MOXET BbITb
No6bIM

CooblLeHune npu
HeyCneLwHoM
naeHTndnKaymm

Bpemsi oTobpaxkeHus
TEKCTa Ha 3KpaHe B
cekyHgax. PaboTaet TonbKo
B CTOPOHY yBeneYeHus
CTAHAAPTHOrO 3HaYeHMs
YCTaHOB/IEHHOTIO B
npowmnBke

IP agpec nnu gpoMeHHoe
NMSI Kamepbl
HikvisionTerminalThermo

MopT ANns nogknoYeHns K
Kamepe
HikvisionTerminalThermo

BoO3MOXXHble 3HAYeHus

Nobble yncnosblie n
TEeKCTOBble 3HaYeHus

Jtobble TekcTOBbIE
Ha3BaHWS N NepemMeHHble
®UO. He pekomeHpyeTcs
BBOAMTHL 6bonee 33
CMMBOJIOB

JTtobble TeKcToBbIE
Ha3BaHus.
MNoppepxuBaeTcs BBOA,
NaTUHULbI U KNPUAANLbI.
He pekomeHayeTcs
BBOAUTL 6onee 33
CYIMBOJIOB.

Llenble yncna 6onblue Hyns

IPv4 nnu site.domain

3HayeHue no
YMO/TYaHUIO

[o6po
noXanoBaTb

Jlnuyo He
NaeHTUULNPOBAHO
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MapameTp OnucaHue

enable_ssl Moppepxka wndpoBaHus
SSL gnsa coobuieHui.
Heobxogumo
aKTUBMPOBATb NpU
HeobxoaMMocTn
CoXpaHeHus
KOHMMAEHUMANBHOCTMW.
Mpv aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui

BO3pacTaeT

login JlornH nonb3oBaTtens
HikvisionTerminalThermo.
MNoppepxnBaeTcs BBOA,
NaTUHULbI, U1dp 1

CcnMMmBOJ10B

password Maponb nonb3oBaTens
HikvisionTerminalThermo.
MNoppepxuBaeTcs BBOA,
NaTUHULbI, Udp K1

CMMBOJ10B

event_expiry_- Bpems BanugHocTu

time COBbITUIA B CEKYHAAX,
HeobX0AnMO yMeHbLLaTb
BpeMmsi, Npu 60/1bWoM
NOTOKe NltofeN, Tak Kak
MOXXET NepenoNHATLCS
K3LW YCTPOMCTBA

card_- WHTepBan mexay

recognition_- pacno3HaBaHUAMM KapT.

interval

face_recognition_- VHTepBan mexay

interval pacrno3HaBaHUsAMU

N306paXKeHU ¢ Muamu.

000 «BmxH/1abc»

BoO3MOXXHble 3HAYeHus

On - aKTMBHO

Off - HeaKTUBHO

Monb3oBaTenb CO3AaHHbIN
ANs [oCTyna K yCTPOMCTBY

lNaponb nonb3oBartens

>10
0...10
1...10

3HayeHue no
YMO/TYaHUIO

Off

60
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MapameTp

liveness

liveness_level

attempts_check_-
liveness

vl_access_host

vl_access_port

light_brightness_-
led

000 «BmxH/1abc»

OnucaHue

OTBeyvaeT 3a aKTUBaLMIO
cucTeMmsl liveness

CTeneHb NpoBepPKM YPOBHS
liveness.

KonnyecTtBo NOMNbITOK
NMPOX0XAEeHMS NPOBEPKMN
liveness. Heobxoanmo
yBENNYMBATbL KOJIMYECTBO
MomMbITOK MPOBEPKM NP
CNOXHbIX paKypcax un
YC/IOBUSIX CbEMKW NSt
npegoTBpaLLeHUs
JIOXXHOMOJIOXUTENbHbIX
pacno3HaBaHui.

IP appec cepBepa, Ha
KOTOPOM YCTaHOB/EH
Access

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Access

YpoBeHb apkocTu LED
nofcBeTKN. YeM TeMHee
30Ha nepep, TepMMHASIOM,
TeM sipye Jo/MKHa 6bITb
noJcBeTKa

BoO3MOXXHble 3HAYeHus

On - aKTMBHO

Off - HeakTUBHO

low - 6bICTpast CKOPOCTb
06paboTKM, TOYHOCTb
yMeHbLUEeHa

middle - cpegHsia
TOYHOCTb pacrno3HaBaHus
N CKOPOCTb PaboThl

high - TouyHoe
onpepgeneHue,
MOBbILLEHHOE
notpebneHve pecypcos

5...15

IPv4 nnu site.domain

0...100

3HayeHue no
YMO/TYaHUIO

On

middle

10

9091

50
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MapameTp

light_brightness_-
ir

voice_prompt

handler_id

time_change_-

interval

clear_old_-
events_interval

wiegand_-
direction

000 «BmxH/1abc»

OnucaHue

YPOBEHb SPKOCTYU
nHdpakpacHol (UK)
NnoAcBeTKU. YeM TeMHee
30Ha nepeg TePMMHASIOM,
TeM sipye Jo/MKHa 6bITb
noacBeTKa

lonocoBble NOACKA3KM
TepMUHana o cobbITUS
npoxofa nau owmnbKax.
HacTpoliky nofcKasoK cM.
B obmumanbHom
[LOKYMEHTaLMM TepMMHana

UUID obpaboTunka gns
paboTbl C COBLITUAMYU
NnpoxoAaa, Co34aHHbIN B
Luna.

MNeprnogn4HOCTb
0OHOBNEHUS BpEMEHM Ha
YCTPOWCTBE, 3a8aeTCs B
MUHYTax. PekomeHayeTtcs
MCMNoNb30BaTb, EC/IN BPEMS
Ha TepMUHane cbnBaeTcs

MepuoagnyHOCTb yaaneHns
CTapbix CObbITUN (B
CeKyHpgax), pns
npegoTBpaLLeHus
nepenosHeHusl NamsaTy
TEPMUHanNa

HanpaBneHue paboTbl
wiegand

3HayeHue no

Bo3MOXXHble 3HaYeHUs yMoOJ14aHuIo
0...100 50
On/Off Off

UUID o6paboTymka -

Llenble yncna 6onblue Hynss 60

300...1200 600

input - NpUHUMaTb KapTy input
OT CYMTbIBaTENS

output - oTnpaBnaTb KapTty
Ha KOHTponep
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21.11. LunaFast2NextGen

BuomeTpuueckuin TepmuHan Hikvision ¢ npowwmskoi ot VisionLabs.

21.11.1. HacTpoiika napameTpoB pns nogkatoueHuns K LunaFast2NextGen

[ns nognuckn Ha cobbITUSt HEOBXOAMMO CO34aTb YCTPONCTBO CO CNEAYHOWNMN HacTpokamu (Tab-

nvua 92):

Tabnuua 92. Hactpoiku LunaFast2NextGen

3HayeHue no

MapameTp OonucaHue Bo3MoO)KHble 3HaYeHus YMOJTHaHUIO
name Mimsa ycTpolicTBa Mobble TeKCTOBbIE -
3apaBaemMoe Ha3BaHus.
NnoJsib30BaTenem MNoppepxuBaeTcs BBOA,

NATUHWULBI U KUPUNNLbI.
He pekomeHayeTcs
BBOAUTL 6onee 30

CUMBOJIOB.
group Ha3eaHune cnucka ans JTiobble yncnosble n -
rpynnvpoBKM TEKCTOBble 3HAYEHUS
KOMMOHEHTOB
successful_pass_-  CoobLeHne npu ycnewHon Jlrobble TEKCTOBbIE -
message_- npeHTuduKaummn. Ans Ha3BaHUsI N NMepeMeHHbIe
template 0TOBpaXeHUss UMEHU ®UNO. He pekomeHayeTCst
nonb3oBaTeNs Ha IKpaHe BBOAUTb 6onee 33
TEPMUHaNa Npv ycnewHon  CUMBOJIOB
naeHTudmKauumn
HeobxoaMMo
MCMoNb30BaThb

nepemeHHble ®NO.
MNopsigok cnoe B
NPUBETCTBEHHOM
COOBLEHUN MOXET BbITb
NO6bIM.

Mpumep c BoiBOgOM GNO:
[lo6bpo noxanosaTb,
{fullname}
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MapameTp

unsuccessful_-
pass_message

display_-
message_time_-
sec

host

port

enable_ssl

face_recognition_-
interval

000 «BmxH/1abc»

OnucaHue

CoobuieHne npu
HeycreLwHoM
naeHTudbmKaummn

Bpems oTobpaxeHus
TEeKCTa Ha 3KpaHe B

cekyHpaax. PaboTaeT TonbKO

B CTOPOHY yBefie4eHus
CTaHAAPTHOrO 3HaYeHMs
YCTaHOB/IEHHOTO B
npowmnBeke

IP agpec nnu gomeHHoe
UMS Kamepbl LunaFast4Al

MopT Ans nogknoYeHnsa K
TepmuHany LunaFast4Al

MoppepxKa wudpoBaHus
SSL gns coobleHnin,
Heobxopgnmo
aKTUBMPOBATb NpwU
HeobxoauMocTn
COXpaHeHus
KOH(MAEHUNANBHOCTH.
Mpv aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO 1 BpeMs
nepegayn coobLueHni
BO3pacTaeT

NHTepBan mexay
pacrno3HaBaHMAMM
N306paxkeHnin c ninuamu.

BoO3MOXXHble 3HAYeHus

JTiobble TeKCTOBbIE
Ha3BaHuS.
MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.
He pekomeHgyeTcs
BBOAMTHL 6bonee 33
CUMBOJIOB.

Lenble yncna 6onblue HynA

IPv4 nnu site.domain

On - aKTMBHO

Off - HeakTUBHO

1..

10

3HayeHue no

YMOMYaHUIO

8080

Off
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MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs
vl_access_host IP agpec cepBepa, Ha IPv4 nnu site.domain
KOTOPOM YCTaHOBEH
Access
vl_access_port MopT cepBepa, Ha KOTOPOM -
pa3BepHyT Access
event_receiving_-  PeXxum gns nonyyeHus rtsp - npoToKkon ¢
mode cobbITuiA oT LP5 (0T Bepcun  MCMOMb30BaHMEM
5.53.0) NOCTOSAHHOIO COeiUHEH S

webhook - obpaTHble
BbI30BbI MO NPOTOKO/Y
HTTP. KnueHT - Luna
Platform, cepBep - Luna
Access

21.12. LunaFast4A1

BrnomeTtpuyeckuit tepmuHan LUNA FAST 4A1 ¢ dyHKUMel pacno3HaBaHus.

3HayeHue no
YMO/TYaHUIO

9091

webhook

« MoppepxunBaemble ycTpoicTBa: DS-K1T341CMF, DS-K1T680D-E1, DS-K1T341AMF, DS-K1T341AM, VL
LUNA FAST 4A1, VL LUNA FAST 8A1, 671, DS-K1T671M, ACT-T1341M, DS-K1T680DF-E1, DS-K5671-ZU.

« MNMoppepxunBaemble Bepcun npowneku: V3.3.40 build 250106, V3.2.30 build 210415, V3.2.30 build
210525, V3.2.30 build 210526, V3.2.30 build 210812, V3.2.30 build 211025, V3.2.30 build 220607,
V3.2.30 build 220803, V3.2.30 build 221027, V3.2.33 build 210816, V3.2.35 build 220415, V3.2.35

build 220817.

CobbITHS B o4epeamn nMetoT TN FaceDetectionEvent.

[Nns OTKNOYEHMSA BbiBOAA MPUBETCTBUSA Ha 3KpaHe TepMMHana, HeobXoaAMMo OTKAKYUTb MaM-

nnaviH LunaEventListener.

MoXXeT OTnpaB/isiTb HOMEP KapTbl HAa KOHTPO/I/IEP YepPes YCTPOMCTRO.

CTaTyc nogaepXku pyHKUMOHAMa OTNPaBKM HOMEpa KapTbl oTobpaxaetcs B 6n1oke «info» B napa-

meTpe hardware_with_card_sending, nocse 10ro Kak KOMNOHEHT MOJK/IHOYEH.

21.12.1. HacTpoiika napaMeTpoB /g nogkaloveHus K LunaFast4A1

Ana nognucky Ha cobbITUS HeobXxoaMMO CO3AaTb YCTPOMCTBO CO CNEAYIOLWMMIN HacTpokamu (Tab-

nua 93):

000 «BmxH/abc»
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Ta6bnuua 93. Hactpoitku LunaFast4Al

MapameTp

name

group

successful_pass_-
message_-
template

unsuccessful_-
pass_message

000 «BmxH/1abc»

OnucaHue

ms ycTpoiicTBa
3aflaBaemoe
nonb3oBaTenem

HasBaHue cnucka ans
rPyNnNMpoOBKHK
KOMMOHEHTOB

CoobleHne npu ycnewHom
ngeHtTndunkauun. ans
0TO6paXXeHUs UMEHU
MoNb30BaTE/A HA 3KpaHe
TepMMHaNa npu ycrnewHom
naeHTudbmKaummn
HeobxoaMMo
MCMONb30BaTh
nepemeHHble ®UO.
MNopsgok cnos B
NPUBETCTBEHHOM
COObBILEHUN MOXET BbITb
No6bIM.

CoobLeHune npu
HeycneLHom
naeHTudbmnKaummn

Bo3mo)cHble 3HaYeHUs

JTobble TeKCTOBbIE
Ha3BaHMA.
MoppepXXnBaeTcs BBOA,
NAaTUHULI U KUPUASTALLBI.
He pekomeHpyeTcs
BBOANTb 6osiee 30
CMMBOJIOB.

Jobble yncnosblie n
TEKCTOBbIE 3HAYEHUS

JTtobble TeKCTOBbIE
Ha3BaHUS U NepemMeHHble
®UO. He pekomeHpyeTCs
BBOAUTL 6onee 33
CMMBOJIOB

Mpumep ¢ BbiBOgOM OUO:

[o6po noxanosatb,
{fullname}

JTiobble TeKCToBbIE
Ha3BaHWS.
MNoppepxuBaeTcs BBOS,
NATUHULbI U KUPUAANLBI.
He pekomeHpyeTcs
BBOAMTHL 6bonee 33
CMMBOJIOB.

3HayeHue no
YyMONYaHUIO

[lo6po
noXanoBaTb

Jlnyo He
NOEHTUDULNPOBAHO
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MapameTp

display_-
message_time_-
sec

host

port

enable_ssl

login

password

000 «BmxH/1abc»

OnucaHue

Bpemsi oTo6paxkeHus
TEKCTa Ha 3KpaHe B

CeKyHpax. PaboTaeT ToNbKO

B CTOPOHY yBenevyeHus
CTaHZapPTHOrO 3HAYEHUS
YCTaHOBNEHHOTIO B
npowmnBeke

IP appec nnu gomeHHoe
nmsa kamepbl LunaFast4Al

MopT ons nogKNoYeHNs K
TepMmuHany LunaFast4Al

Mopaepxka wndpoBaHus
SSL gnsa coobuieHuin.
Heobxognmo
aKTUBMPOBATb NpwU
HeobxoaMMoCcTn
COXpPaHeHUs
KOH(UAEHUNANBHOCTH.
Mpv aKTMBaLMKM HArpy3Ka
Ha YCTPOWCTBO 1 BpeMs
nepegayn coobueHui
BO3pacTaeT

JlornH nonb3oBatens
LunaFast4Al.
MNoppepxuBaeTcs BBOA,
NaTUHMLbI, U1dp 1
CYIMBOJIOB

Maponb nonb3oBaTtens
LunaFast4Al.
MNoppepxuBaeTcs BBOA,
NaTUHULbI, Undp 1
CMMBOJIOB

BoO3MOXXHble 3HAYeHus

Llenbie yncna 6onblue Hyns

IPv4 unu site.domain

On - aKTMBHO

Off - HeakTUBHO

Monb3oBaTenb CO3AaHHbIN
ANS OCTyna K yCTPOMCTBY

MNaponb nonb3oBartens

3HayeHue no
YMO/TYaHUIO

80

Off
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MapameTp

event_expiry_-
time

card_-
recognition_-
interval

face_recognition_-
interval

liveness

liveness_level

000 «BmxH/Tabe»

OnucaHue

Bpemsa BanugHocTn
CObbITUI B CEKYHAAX,
Heob6xoaMMO YyMeHbLIaTb
Bpems, Npy 60/1bLLIOM
NoToKe Ntofaen, Tak Kak
MOXeT NepenoHATLCS
K3LLl YCTPOWNCTBA

NHTepBan mexay
pacno3HaBaHUSAMM KapT.

NHTepBan mexpay
pacno3HaBaHUAMU
n306paxeHnit c nnLamn.

OTBeYaeT 3a aKTUBaLUIO
cuctemsl liveness

CTeneHb NpoOBepKN YPOBHS
liveness.

3HayeHue no

Bo3MOXXHble 3HaYeHUsA yMoO/l4aHuIo
>10 60

0...10 3

1...10 3

On - aKTMBHO On

Off - HeakTMBHO

low - 6bIcTpas ckopocTb low

06paboTKM, TOYHOCTb
yMeHbLUEHA

middle - cpegHsis
TOYHOCTb pacno3HaBaHUs
N CKOPOCTb paboThl

high - TouyHoe
onpegeneHue,
NoBbILWEHHOE
noTpebneHune pecypcos
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MapameTp

attempts_check_-
liveness

vl_access_host

vl_access_port

light_brightness_-
led

light_brightness_-
ir

voice_prompt

handler_id

000 «BmxH/1abc»

OnucaHue BoO3MOXXHble 3HAYeHus

KonnyectBo NOMNbITOK 3HayeHus >0
NMPOX0XAEHMS MPOBEPKN

liveness. Heobxoaumo

YBENNYMBATb KOJIMYECTBO

MomMbITOK MPOBEPKM MpU

CNOXHbIX paKypcax u

YC/IOBUSIX CbEMKW NSt

npegoTBpaLLeHUs

JIOXKHOMOJIOXUTENbHbIX

pacno3HaBaHuUi.

IP agpec cepBepa, Ha IPv4 nnu site.domain
KOTOpPOM yCTaHOBNEH
Access

MNopT cepBepa, Ha KOTOPOM -
pa3BepHyT Access

YpoBeHb apkocTu LED 0...100
nogCcBeTKU. HeM TeMHee

30Ha nepef TepMUHaNoM,

TEM spye JO/MKHA BbITb

NnopacBeTKa

YPOBEHb PKOCTH 0...100
nHbpakpacHo (MK)

NnoACcBeTKN. YeM TeMHee

30Ha nepep TEPMUHANOM,

TeM sipye Jo/MKHa 6bITb

nopAceeTKa

FonocoBble MNOACKa3KK On/Off
TepMMHana o cobbiTus

npoxoga unu ownbKax.

HacTpoiiKy NoAcKa3oK cM.

B obmumanbHom

LOKYMEHTaALMM TepMMHana

UUID obpaboTumka gns UUID obpaboTumka
paboTbl C COBLITUAMM

Nnpoxopa, Co3AaHHbIN B

Luna.

3HayeHue no

YMOMYaHUIO

10

9091

50

50

off
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MapameTp

time_change_-
interval

clear_old_-
events_interval

wiegand_-
direction

21.13. Panda

OnucaHue

MNepnognyHOCTb
O06HOB/IEHUNSI BpEMEHM Ha
YyCTPONCTBE, 3ajaeTcs B
MUHYyTax. PekomeHpyeTcs
MCMOb30BaTh, €C/IN BPEMSI
Ha TepMUHasne cbnuBaeTcs

MeproanyHOCTb yaaneHus
CTapbIX CO6bITUN (B
CeKyHpax), pas
npegoTBpaLLeHus
nepenoHeHUs NamsTy
TepMuHana

HanpaBneHve paboTbl
wiegand

BoO3MOXXHble 3HAYeHus

Llenbie yncna 6onblue Hyns

300...1200

input - NpYHUMaTb KapTy
OT CYMTbIBaTENS

output - oTnpaBnATb KapTy
Ha KOHTponnep

TennoBU3MOHHasi Kamepa C pacno3HaBaHMEM MNLL.

« MNoppepxunBaemble yctporctea: SN-T5/13, SN-F22-13.
» [NoppepxxnBaemble Bepcun npowwmekn: v3.6.0825.1004.1.0.23.0.0, v3.6.0840.1004.1.45.1.0.2.

CobbITus B o4epeamn nmetoT Tvn ThermalEvent.

21.13.1. HacTpoiika napamMeTpoB /s nogKo4yeHus K Panda

3HayeHue no
YMO/TYaHUIO

60

600

input

Ana nognuckn Ha cobbITUS HeobXxoaMMO Co3AaTb YCTPOMCTBO CO CNeayL MMM HacTpokamu (Tab-

nua 94):

Tabnuua 94. Hactpoliku Panda

000 «BmxH/Tabe»
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
name Nms cepBuca 3agaBaemoe JTiobble TeKCTOBbIE -
nosib30BaTeNeM Ha3BaHMS.

MoppepXXnBaeTcs BBOS,
NATUHULbI U KUPUAANLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

group Ha3BaHune cnucka ans JTrobble Yncnosbie 1 -
rpynnnpoBKun TEKCTOBbIE 3Ha4YeHUA

KOMMNOHEHTOB

host IP appec nnu gpomeHHoe IPv4 nnu site.domain -
nmsi kKamepbl Panda

port MopT AN nogKNYeHNna K - 80
kamepe Panda

enable_ssl Mogpaepxka wnudpoBaHma  On - akTUBHO Off
SSL gns coobleHnin.
Heobxognmo
aKTMBMPOBATb NpU
HeobxoguMocTn
COXpaHeHus
KOH(MAEHUNANBHOCTH.
Mpun aKTMBaLMM Harpyska
Ha YCTPOWMCTBO 1 BpeMms
rnepegayn coobLueHni
BO3pacTaeT

Off - HeakTMBHO
handler_id UUID obpaboTunka gnsi UUID obpaboTynka -
paboTbl C COBLITUAMU
npoxofa, Co3faHHbIl B
Luna.

[Janee HeobxoaMMO 3aiiTV B Beb MHTepdeNCc yCTpONCTBa, 3aN10MMHUTLCS, NEPENTN BO BKNAAKY
«Configuration», Ha nmaHenu cnesa BbI6GpaTb pasgen «Network Service», a 3aTem «CGl Alarm Service
Center».

[Janee B pa3gene «CGlAlarm» 3anonHMTb nons: B kadyectBe URL Start u URL End Ha3HaunTb aHA-
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NOWUT ANA OoTNpaBKKM faHHbIX BAccesshttp://<vl_access_host>:<vl_access_port>/vl-access
/webhook/device/<component_id>/event/handle_event/. Takxe Npn Heo6xoANMOCTU B pa3ge-
ne «Proxy Settings» 3anonHuTe nons Address n Port: Access host n Access port COOTBETCTBEHHO. B KOHLe
COXPaHMTE HACTPOMKMN.

21.14. R20Face

BuomeTpunyecknin TepMmnHan ¢ yHKUMEN onpeaenerHms Hannyms 3almMTHOM MAaCKM U LEHTPOJIN30-
BaHHbIM YpaBieHNEM.

« MoppepxuBaemble ycTponcTea: R20-Face-T8
 MNoppaepxunBaemble Bepcuu npolumsBku: GD-V32.7267

21.14.1. HacTpolika napaMeTpoB /s nogknveHus kK R20Face

HacTpolikun ycTpoiCTBa U BO3MOXHble 3HaYeHus (Tabnuua 95):

Ta6bnuua 95. Hactpoitku R20Face

3HayeHue no

MapameTp OnucaHue Bo3MOXXHble 3Ha4YeHus yMon4aHuIo
name Nms ycTpoiicTBa Niobble TeKcToBbIE -
3afjaBaemoe Ha3BaHMs.
nonb3oBaTenem MopfepXnBaeTcs BBOA,

NATUHULLBI U KUPUNNLLbI.
He pekomeHayeTcs
BBOAUTL 6onee 30

CUMBOJIOB.
group Ha3BaHwue cnucka gns Mobble Yyncnosble u -
rpynnMpoBKM TEKCTOBble 3HAYEHUs

KOMIMOHEHTOB

000 «BmxH/1abc» 251/282



VisionLabs LUNA Access. PykoBoaCTBO Nonb3oBaTesns

MapameTp

successful_pass_-
message_-
template

unsuccessful_-
pass_message

display_-
message_time_-
sec

host

port

000 «BmxH/1abc»

OnucaHue

CoobLyeHne Npu ycrnewHon
nageHtTudmkaumn. dns
0TO6paXXeHNS UMEHU
Mosib30BaTe/s Ha 3KpaHe
TepMMHana npu ycnewwHom
nageHTudbmnKaummn
HeobxoaMMo
MCMOb30BaThb
nepemeHHble ®UO.
MNopsigok cnos B
NPUBETCTBEHHOM
COODBLLEHUN MOXET BbITb
Nto6bIM,

CoobuieHune npu
HeycreLwHoM
naeHTudbmKaummn

Bpems oTob6paxeHus
TEKCTa Ha 3KpaHe B
cekyHgax. PaboTaeT Tonbko
B CTOPOHY yBesieYeHuns
CTaHOAPTHOrO 3Ha4Ye€HUA
YCTaHOB/IEHHOTO B
npoumnBke

IP appec nnu gpomeHHoe
nmsa TepMuHana R20Face

MopT Ana nogKNtYeHUs K
TepMmunHany R20Face

BoO3MOXXHble 3HAYeHus

JTiobble TeKCTOBbIE
Ha3BaHUS N NepeMeHHbIe
ONO. MogpepxunsaeTtcs
BBOA, TaTUHULbI U
Knpunnuubl. He
peKoOMeHayeTCsl BBOAUTD
6onee 24 CUMBO/OB.

JTiobble TeKCTOBbIE
Ha3BaHwus.
MoppepXXnBaeTcs BBOA,
NATUHULI U KUPUNLBI.
He pekomeHpyeTcs
BBOAMTL 6bonee 24
CUMBOJIOB.

Lenble yncna 6onblue HYynA

IPv4 nnu site.domain

3HayeHue no
YMO/TYaHUIO

[lo6po
NoXanosaTb

Jlmuo He
NOEHTUGULNPOBAHO

8080
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MapameTp

enable_ssl

password

vl_access_host

vl_access_port

event_expiry_-
time

time_zone

handler_id

handle_-
detection_events

000 «BmxH/1abc»

OnucaHue

Mopaepxka wndpoBaHus

SSL gnsa coobuieHui.
Heobxogumo
aKTUBMPOBATb NpU
HeobxoaMMocTn
CoXpaHeHus
KOHMMAEHUMANBHOCTMW.

Mpv aKTMBaLMM HarpysKa

Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui
BO3pacTaeT

Maponb nonb3oBaTtens
TepMUHana

IP agpec cepBepa, Ha
KOTOPOM YyCTaHOB/EH
Access

MopT cepBepa, Ha KOTOPOM

pa3BepHyT Access

Bpemsi BanugHoCTy
COBbITUIA B CEKYHAAX,
HeobXoANMO yMeHbLLaTb
BpeMmsi, npu 601bWwoM
MoTOKe Jtofen, Tak Kak
MOXXET NepenofHATLCS
K3LW YCTPOMCTBA

YacoBol nosc.

UUID obpaboTtumka gns
paboTbl C COBLITUAMU
npoxofa, Co3flaHHbIl B
Luna.

BkntoyeHme pexnmMa
06paboTKM CObLITUS
JeTeKuun oT TepMMnHana

BoO3MOXXHble 3HAYeHus

On - aKTMBHO

Off - HeaKTUBHO

MNaponb nonb3oBartens

IPv4 nnu site.domain

>10

GMT-12...+12

UUID obpaboTtumka

On/Off

3HayeHue no

YMOMYaHUIO

Off

9091

60

GMT+3

Off
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21.15. UniUbi

BuomeTpuyeckmii TepMmHan ¢ yHKUMAMU M3MEepPeHUs TemMnepaTypbl, onpefeneHns Macku u
ynpaBneHneMm BCTPOEHHbIM pefie.

« MNMoppepxunBaemble ycTpolicTea: Uface 8-C temp, Uface 8T temp, R20-Face-T8.
 MMogpepxuBaemble Bepcmn npownekn: GD-V30.7219, GD-V32.7247, GD-V32.7267.

HpMMCHOﬂb3OBaHMﬂTepMMHaﬂa6e3M3MepeHMﬂTeMﬂepaTypHHeO6XOﬂMMOM3MeHMTbHaMHﬂaMH

SendThermalEventTolLuna Ha SendTolLuna.

21.15.1. HacTpoiika napameTpoB gas nogknoueHus k UniUbi

[ns nognuckn Ha cobbiTUs HeobXxoaMMO co3aaTh ycTponcTeo Tuna UniUbi.
HacTpoWiku ycTpolicTBa 1 BO3MOXHble 3Ha4yeHus (Tabnnua 96):

Tabnuuya 96. Hactpoliku UniUbi

3HauyeHue no

MapameTp OnucaHue Bo3MoO)XHble 3HaYeHus YMO/TYaHUIO
name Mms ycTpolicTBa Jliobble TeKCToBbIE -
3apaBaemMoe Ha3BaHus.
nosib3oBaTeNnem MNopaepxmBaeTcs BBOA

NAaTUHNLbI U KNPUANLBI.
He pekomeHgyeTcs
BBOAUTL 6onee 30

CMMBOOB.
group HassaHue cnncka ans Mobble Yncnosble u -
rpynnupoBKu TEKCTOBble 3Ha4YeHns

KOMIMNOHEHTOB
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MapameTp

successful_pass_-
message_-
template

unsuccessful_-
pass_message

display_-
message_time_-
sec

host

port

000 «BmxH/1abc»

OnucaHue

CoobLyeHne Npu ycrnewHon
nageHtTudmkaumn. dns
0TO6paXXeHNS UMEHU
Mosib30BaTe/s Ha 3KpaHe
TepMMHana npu ycnewwHom
nageHTudbmnKaummn
HeobxoaMMo
MCMOb30BaThb
nepemeHHble ®UO.
MNopsigok cnos B
NPUBETCTBEHHOM
COODBLLEHUN MOXET BbITb
Nto6bIM,

CoobuieHune npu
HeycreLwHoM
naeHTudbmKaummn

Bpems oTob6paxeHus
TEKCTa Ha 3KpaHe B
cekyHgax. PaboTaeT Tonbko
B CTOPOHY yBesieYeHuns
CTaHOAPTHOrO 3Ha4Ye€HUA
YCTaHOB/IEHHOTO B
npoumnBke

IP appec nnu gpomeHHoe
nmsi TepmuHana UniUbi

MopT AN NOAKNOYEHNS K
TepmuHany UniUbi

BoO3MOXXHble 3HAYeHus

JTiobble TeKCTOBbIE
Ha3BaHUS N NepeMeHHbIe
ONO. MogpepxunsaeTtcs
BBOA, TaTUHULbI U
Knpunnuubl. He
peKoOMeHayeTCsl BBOAUTD
6onee 27 CUMBO/OB.

JTiobble TeKCTOBbIE
Ha3BaHwus.
MoppepXXnBaeTcs BBOA,
NATUHULI U KUPUNLBI.
He pekomeHpyeTcs
BBOAMTL bonee 27
CUMBOJIOB.

Lenble yncna 6onblue HYynA

IPv4 nnu site.domain

3HayeHue no

YMOMYaHUIO

[lo6po

NnoXXasoBaTb

Jlmuo He

NOEHTUGULNPOBAHO
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MapameTp

enable_ssl

password

enabled_temp_-
mode

vl_access_host

vl_access_port

event_expiry_-
time

time_zone

000 «BmxH/1abc»

OnucaHue BoO3MOXXHble 3HAYeHus

Mopaepxka wndpoBaHus On - akTMBHO
SSL gnsa coobuieHui.

Heobxogumo

aKTUBMPOBATb NpU

HeobxoaMMocTn

COXpaHeHus

KOH(MAEHUNANBHOCTH.

Mpv aKTMBaLMM HarpysKa

Ha YCTPOWMCTBO U BpeMms

nepegayn coobueHui

BO3pacTaeTr

Off - HeakTMBHO
Maponb nonb3oBaTtens Maponb nonb3oBaTtens
UniUbi
Pexxum nsmepeHus On - BKNOYEH

TemnepaTypsl. [pu
OTK/I04EHMM NapaMeTpa
N3MeHuTe NnannaanH
SendThermalEventTolLuna
Ha

SendTolLuna

IP agpec cepBepa, Ha IPv4 unu site.domain
KOTOpPOM yCTaHOBNEH
Access

MopT cepBepa, Ha KOTOPOM -
pa3BepHyT Access

Bpema BanugHocTn >10
CobbITUI B CEKYHAAX,
Heob6xoAMMO yMeHbLIaTb

BpeMs, Npy 601bLLIOM

NoToKe Ntofaen, Tak Kak

MOXeT NepenoHATLCS

K3l YCTPOWNCTBA

Yacosou nosc. GMT-12...+12

3HayeHue no
YMO/TYaHUIO

Off

On

Off — BbIK/OYEH

9091

60

GMT+3
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MapameTp

handler_id

21.16. VKVision02

TepMuHan ¢ pyHKLMEN BUAEO3ANKUCK U OTODPaXKeHUs M306paXeHWI Ha SKpaH

OnucaHue

UUID obpaboTtumka gns
paboTbl C COBLITUAMM
npoxopaa, Co3faHHbIN B
Luna.

BoO3MOXXHble 3HAYeHus

UUID obpaboTtumka

+ Mopaepxusaemsble yctpoinctea: VANCOR VK VISION 02

21.16.1. HacTpoiika napamMeTpoB ANs nogkaoyeHus K VKVision02

HacTpoWKu ycTpoiicTBa 1 BO3MOXHble 3Ha4YeHus (Tabnuua 97):

Tabnuua 97. Hactpoiku VKVision02

MapameTp

name

group

host

port

000 «BmxH/Tabe»

OnucaHue

Nms ycTpolicTBa
3aflaBaemoe
nonb3oBaTenem

HasBaHune cnucka ans
rpynnMpoBKK
KOMMOHEHTOB

IP agpec nnu gpomMeHHoe
nms TepMmnHana VKVision02

MopT ANns nogkNYeHns K
TepmuHany VKVision02

BO3MOXXHble 3HAYeHUs

JTiobble TeKCcToBbIe
Ha3BaHMS.
MNoppepxuBaeTcs BBOA,
NaTUHULbI U KUPUAANLBI.
He pexkomeHgyeTcs
BBOAUTL 6onee 30
CMMBONOB.

Mobble yncnosblie n
TEKCTOBblE 3HaYeHUS

IPv4 nnu site.domain

3HayeHue no
YMO/TYaHUIO

3HayeHUe no
YyMOJIYaHUIO
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MapameTp

enable_ssl

success_status_-
image_ttl

denied_status_-
image_ttl

luna_id

OnucaHue

Moppepxka wndpoBaHus
SSL gnsa coobuieHun.
Heobxogumo
aKTUBMPOBATb Npw
HeobxoaMMocTn
COXpPaHeHuUs
KOH(MAEHUNANBHOCTN.
Mpv aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO U BpeMms
nepegayn coobueHui
BO3pacTaeT

Bpems (Mc) oTobpaxeHus
n306paxeHus Ha
TepMuHane B CEKyHAAX CO
CTaTyCOM «YCMeLwHOo»

Bpems (Mc) oTobparkeHus
Ha TepMuHane

N306paXKeHNs B CEKyHAAX
co ctaTycoMm «OTKa3aHo».

Bbibop nmeHu cepBuca
Luna B Access.

21.17. VerificationTerminal

TepMmuHan ans sepucdmkaunmn buomeTpum

21.17.1. HacTpoliika napaMeTpoB aJis nogkoveHus K VerificationTerminal

BoO3MOXXHble 3HAYeHus

On - aKTMBHO

Off - HeaKTUBHO

5000...20000

5000...20000

HacTpoiiku ycTpoiicTBa 1 BO3MOXHble 3Ha4YeHus (Tabnnua 98):

Tabnuua 98. Hactpolikn VerificationTerminal

000 «BmxH/Tabe»

3HayeHue no

YMOMYaHUIO

Off

10000

10000
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MapameTp

name

group

host

port

enable_ssl

vl_access_host

vl_access_port

terminal_timeout
min_face_size
ubs_url

kyc_domain

000 «BmxH/1abc»

OnucaHue

Wms ycTporicTBa
3afaBaeMoe
nonb3oBaTenem

HasBaHue cnucka ans
rpynnMpoBKM
KOMMOHEHTOB

IP appec nnu gpomeHHoe
nms TepMmnHana VKVision02

MopT ans nogknoYeHns K
TepMmuHany VKVision02

MoppepxKa WwudpoBaHus
SSL gns coobleHnin.
Heobxopnmo
aKTUBMPOBATb NpWU
HeobxoguMocTn
COXpaHeHus
KOH(MAEHUNANBHOCTH.
Mpy aKTMBaLMM HarpysKa
Ha YCTPOWMCTBO 1 BpeMms
rnepegayn coobLueHni
BO3pacTaeT

IP appec cepBepa, Ha
KOTOPOM YyCTaHOB/EH
Access

MopT cepBepa, Ha KOTOPOM
pa3BepHyT Access

BoO3MOXXHble 3HAYeHus

JTiobble TeKCTOBbIE
Ha3BaHuS.
MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

JTrobble Yncnosbie 1
TEKCTOBbIE 3Ha4YeHUA

IPv4 nnu site.domain

On - aKTMBHO

IPv4 nnu site.domain

3HayeHue no
YMO/TYaHUIO

Off

9091

200
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3HavyeHue no
MapameTp OnucaHue Bo3MOXXHble 3HaYeHUsA YMOMYaHUIO

result_callback - -

res_secret_url - -
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22. MavnnaunHbl

Bce nons HacTpolikn SBAsOTCA 06513aTENbHBIMU, €C/IN HE YKa3biBaeTcs obpaTHoe.

22.1. Apacs2FA

MannnaitH Apacs2FA peanusyeT KacTOMHYH ABYX(aKTOPHYH aBTopM3auuio gns cepBuca Apacs.

|_|p0Cl'IyLLII/IBaI-OTC$| C06bITl/I$|, BO3HUKLINE MPUN CHUTbIBAHUN KapTbl, a TaKXe cobbITUSA pertekunn nuu,.

OHM COMOCTaBAATCA MO UX source. Korga npuxoauT nepBblii hakTop € onpefeNieHHbIM source, To

3anycKaeTcs OXuaaHve BToporo hakTopa, BpeMs Ha ero 0XXungaHue 3agaeTcs B HacTpoliKe expiry_time,

KaK TOJIbKO OH NOJly4eH, Ha4NHAETCA Banngauynd 31Ol napobl.

+ CXOXeCTb Nyyllero KaHaMaaTa MaTYnHra, [OKHa ObITb HE H/XKE YKAa3aHHOW B HACTPOIKe min_-

face_similarity.

+ Homep kapTbl I'IO.I'Iy‘-IeHHbIﬁ CO CHUTbIBATENA AO/DKEH COBMafaTb C HOMEPOM KapTbl kLA B CNUCKe

Luna.

Mo 3aBeplIeHUN NpoLeaypbl ayTeHTUMUKALMK, HA SKpaHe YCTPOKCTBa 0TobpaxaeTca COoOTBeT-

CTBYHOLWMIN TeKcT. [locne ycnewHon Banupaumm HOMep KapTbl OTMPABASeTCs Ha COOTBETCTBYOLLNIA

BbIXof KOHTponnepa Gate Ethernet Wiegand nnn WGNetConverter.

[nsa co3pgaHuva narinnaliHa TpebyeTcs ykasaTth (Tabnuua 99):

Tabnuua 99. MNapameTpbl NalinnanHa

MapameTp

name

waiting_time_-
exceeded_-
message

000 «BmxH/Tabe»

OnucaHue

NmMsa naninnaliHa
3ajaBaeMoe
nosnb3oBartenem

CooblLeHune npu
NpeBbIWEeHNN BPEMEHHU
0XMAaHWS BTOPOro
akTopa

BoO3MOXXHble 3HAYeHus

obble TeKcToBbIE
Ha3BaHWU4.
MopaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUNANLbI.

He pexkomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

JTtobble TeKCToBbIE
Ha3BaHus.
MNoppepxuBaeTcs BBOA,

NaTUHULUbI U KWpUnanubl.

He pekomeHayeTcs
BBOAUTb 6onee 50
CUMBOJIOB.

3HayeHue no
YMO/TYaHUIO

[MpeBblweHO
BpeMsl OXXUpaHNs
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MapameTp

luna_id

apacs_id

expiry_time

min_face -
similarity

unknown_card_-
message

access_denied_-
card

000 «BmxH/1abc»

OnucaHue

NpeHTudurkatop cepsuca
Luna B Access

YHUKanbHbIM
npaeHTnduKaTop cepsuca
Apacs B Access

Nlnmut BpemeHn B
CeKyHfax Ha nosy4yeHune
BTOpPOro akTopa.

MWHUManNbHbIN nopor
CXOXECTW NnL, Npwn
BbIMO/IHEH UM
BepudmrKaymm.
CoobuieHune npu oTnpaBke
HEM3BECTHOM KapTbl AN
NPUHSATUSA PeLLEHNS O
pocTyne

Homep KapTbl
nosib3oBartens,
3aBefEHHOrO AN
yBEAOMEHNS O
HeyCneLHbIX MPOX0oAax.
Heobxoanmo yka3biBaTb
HoMep, YTObbI B
nogkntyeHHom CKY[
MOXHO 6bI/1I0 BUAETb /IOT O
TOM, YTO aBTOpM3aLUUS He
npowna

BoO3MOXXHble 3HAYeHus

Bbimapatowmin cnmcok ans
Bbli6oOpa cepBuca

Bbinagatowmin cnncok ans
Bblbopa cepBUca

>0

3Ha4yeHune dhopmupyeTcs
Ha 3Tane NPoeKTMPOBaHMs
N KOPPEKTMPYETCS Ha
3Tane TeCTMPOBAHUS

Mobble TeKCTOBbIE
Ha3BaHuS.
MoppepXXnBaeTcs BBOA,
NATUHWLbI U KUPUAANLBI.
He pekomeHayeTcs
BBOAMTL 6onee 50
CUMBOJIOB.

3HayeHue no

YMOMYaHUIO
5
0,00...1,00

KapTta cuutaHa u
OTnpaBneHa Ha
KOHTponnep

None
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MapameTp OnucaHue
use_cards_- Micnonb3oBaHwue n
without_face OTMNpaBKa Ha KOHTpoJiep

KapT, KoTopble He
NPYBSA3aHbl K NMLIaM.
PexkomeHpyeTcs
NCnonb3oBaTh Ans
rocTeBbIX KapT

22.2. CreateBastionEvent

BoO3MOXXHble 3HAYeHus

On - oTnpaBnAaThb

Off - He oTNpaBnATL

MalinnainH paboTtaeT coBMecTHO co CKY/] Bastion.

3HayeHue no
YMO/TYaHUIO

On

Mpy BKIOYEHHOW OfHOMAKTOPHOW aBTOPM3aLMM HA TOYKE AOCTyna MpOoC/iylwmnBaeT cobbiTus

ResultMatchEvent v reHepupyeT cobbiTue BastionEvent.

Mpw BKIOYEHHOM peXxnme enable_negative_events 4ONOAHUTENbHO OTNPABASET COOOLLEHNE

Ha TepPMMHAN NPY HEraTUBHOM COBbITUMN MAaTYMHra (TpebyeTcs TONbKO NPU MHTerpauun c BacTuoH 3).

Ecnv BKAtoYeHa ,U,Bde)aKTOpHaFI aBTOpU3auuns, TO BbIMOJIHAETCA 3anNpoC Ha noATBepxaeHne AoCTy-

na B CKY/.

Mpw co3gaHMM HOBOIO NannaaliHa UCNOoNb3YTCS cliegylowme HacTpoliku (Tabauua 100):

Ta6nuuya 100. NapameTpbl NannanHa

MNapameTtp OonucaHue

name Nmsa nannnanHa
3a/laBaemMoe
nosib3oBaTefiem

bio_system_id Bbi6op MMeHU cepBuUCa
LP5/KBC B Access.

000 «BmxH/1abc»

Bo3MoO)KHble 3HaYeHus

JTtobble TeKCToBbIE
Ha3BaHus.
MNoppepxnBaeTcs BBOA,
NaTUHWLbI U KNPUAANLbI.
He pekomeHayeTcs
BBOAUTL 6onee 30
CYIMBOJIOB.

3HayeHue no
YMOJIYaHUIO
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MapameTp OnucaHue

bastion_id Bbimagatowmn cnucok gna - -
Bbibopa naeHTUdUKaTopa
ycTpoincTtBa Bastion,
NCNOMb3yeMOro B
MHTerpauun. YkasboiBaeTcs

B Access.
enable_negative_- OtnpaBnseT coobuieHuns On - BKAOYNTb, Off -
events Ha TepMUHan Npwu BbIKMOYUTb

pe3ynbTaTe MaTUYMHIe HUXKe
nopora
min_face_similarity
(HacTpavBaeTcsa B
nannnarHe nonyyeHus
LAHHBIX OT
61nomMeTpuYecKom
cuctemsl). Tonbko ans
Bastion 3

22.3. Custom2FA

BoO3MOXXHble 3HAYeHus

3HayeHue no

YMOMYaHUIO

off

Mavinnaiii Custom2FA peanu3yeT KacTOMHY ABYX(haKTOPHYH aBTopu3auuio. Mpocaylumnsatotes

CObbITVSA, BOZHUKLLME NMPU CYNTLIBAHUN KapTbl, a Takke 06bl4Hble CobbITUA aeTeKumu nnu. CobbiTus

COMOCTaBIATCS MO MX SOUrCe M COXPaHSTCS B MannuHI. Korga npuxoauT nepebili hakTop C onpe-

AOeNeHHbIM source, TO 3anyCKaeTca oXungaHhe BToporo CbaKTOpa, BpeMs Ha ero oxmgaHue 3agaeTca B

HaCTpoWKe expiry_time, Kak TONIbKO OH MOJlyYeH, HAYMHAETCS BaMAaLMs 3TOM napsl.

« CXOXeCTb fyyllero KaHaupaTa MaTyuMHra, Ao/HKHa ObiTb HE HWXKe YKa3aHHOM B HACTpoOiKe

min_face_similarity (HacTpavBaeTcs B nannianHe Noay4yeHus gaHHbIX 0T GBUOMETPUYECKON

CUCTEMbI);

o HOMep KapThbl I'IOI'Iy“IEHHbIl\/II CO CHMUTbIBaATENA OO/DKEH COBMafaTb C HOMEPOM KapTbl LA B CMNCKe

LP5.

Mo 3aBeplweHMn npoLeaypbl ayTeHTUdUKALMM, Ha IKpPaHe YCTPOMCTBA OTOHPAXKAeTCs COOTBET-

CTByI'OLLI,l/II\/"I TekcT. MNMocne yCI'IGLIJHOI;I Banngaunm HOMEP KapTbl OTNPaBAAETCA Ha COOTBGTCTByIOLLI,I/IVI

BbIXOf, KOHTposinepa Gate Ethernet Wiegand.

[Ans co3paHusa nannnaliHa TpebyeTcs ykasatb (Tabnuua 101):

Ta6nuuya 101. NapameTpbl NannnaHa

000 «BmxH/1abc»
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MapameTp

name

bio_system_id

expiry_time

unknown_card_-
message

waiting_time_-
exceeded_-
message

use_cards_-
without_face

000 «BmxH/1abc»

OnucaHue

NmMsa naninnaliHa
3ajaBaeMoe
nosnb3oBaTtenem

Bbi6op cepBuca LP5/KBC B
Access.

NTnmuT BpemeHn B
CeKyHfax Ha nofy4veHune
BTOpPOro akTopa.

CoobleHne npu oTnpaBke
Hen3BecTHOMN KapTbl ANs
NPUHSATUSA PEeLLEHNS O
pocTyne

CoobLeHune npu
NpeBbILEHUN BPEMEHU
0XWUZaHWs BTOPOro
akTopa

Ncnonb3oBaHue n
OTnpaBKa Ha KOHTpoiep
KapT, KOTopble He
NPUBSA3aHbl K INLAM

3HayeHue no

Bo3moO)cHble 3HaYeHUs yMONn4yaHUo

JTiobble TeKCTOBbIE -
Ha3BaHuS.

MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.

He pekomeHgyeTcs

BBOAMTHL 6onee 30

CUMBOJIOB.

Niobble TeKcToBbIE KapTa cuntaHa u

Ha3BaHusA. OoTnpas/feHa Ha
MNoppepxnBaeTcs BBOA KOHTposnep
NAaTUHULbI U KWPUAANLI.

He pekomeHpyeTcs

BBOAMTbL 6onee 50

CMMBOJIOB.

Jtobble TekcTOBbIE MpeBbiWweHo

Ha3BaHus. BpeMs OXXuaaHus
MoppepXnBaeTcs BBOS,

NATUHULbI U KUPUAANLBI.

He pexkomeHgyeTcs

BBOAMTL 6onee 50

CMMBOJI0B.

On - oTnpaBnaThb On

Off - He oTNpaBnATL
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22.4. LunaEventListener

LunaEventListener cnywaeT cobbiTus M3 Luna reHepupyemble BHYTPEHHMM cepBUCOM Luna,

LunaStreams unu no6biM gpyrum BHelwHUM MO. OTApaBAsSET KapTbl HAa KOHTPONEP UAN Npeobpaso-

BaTe/lb M MOXET OTNPaBASATb COOOLLIEHMS Ha AeBaliC.

Mpw co3gaHumM HOBOIo NanaaHa MCNoJib3yTCa cneayrLwme HacTpolikn (Tabnuua 102):

Ta6bnuuya 102. NapameTpbl NannnarHa

Mapametp OnucaHue

name Mimsa nainnaliHa
3agaBaemoe
nosib30BaTeNeM

luna_id NpeHTudurkatop cepsuca
Luna B cucteme

min_face - MWHUManNbHbIN nopor

similarity CXOXeCTU nL, npu
BbIMO/IHEH UM
BepudmrKaumm.

enable_fake_- O6paboTka 3aMpoCoB C He

events NponaeHHOM NPOBEPKON

Liveness, gns npocmoTtpa
TaKUx cobbITUN. Ans
aKTMBALMM JOMKEH bbITb
aKTUBEH napameTp
enable_fake_eventsB

nannnaniHe SendTolLuna

22.5. MatchByPhoto

3HayeHue no

Bo3MoO)XHble 3HaYeHus yMON4YaHUK

JTtobble TeKCToBbIE -
Ha3BaHus.

MNoppepxuBaeTcs BBOA,
NaTUHWLbI U KNPUAANLbI.

He pekomeHgyeTcs

BBOAUTL 6onee 30

CYIMBOJIOB.

3Ha4yeHune dhopmupyeTcs 0,00...1,00
Ha 3Tane NPoOeKTMPOBaHMs
N KOPPEKTMPYETCS Ha

oTane TeCTupoBaHua

On - obpabaTbiBaTb off

Off - He obpabaTbiBaTb

3anpawwnBaet geckpuntop B KBEC 1 no ero ngeHTMdUKaTopy U3BNeKaeT KaHaMaaTa ns ceoen bJ.

000 «BmxH/Tabe»
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Mpu paboTe C yCTPOMCTBAMM M KOHTPO//epaMu HeobXxoauMo MOAKIHYaTh MalnnaliHbl

SendToDevice u SendToController, cooTBeTcTBEHHO.

Mpwv co3gaHumM HOBOIO NanaaHa MCNoJIb3YTCS Cneayrwme HacTpolikn (Tabnunua 103):

Ta6nuya 103. MNapameTpbl NaninnanHa

MapameTp

name

bio_system_id

pacs_id

min_face_-
similarity

retry_entry_-
sleep_interval

OnucaHue

NmMsa naninnaliHa
3afaBaemMoe
nonb3oBaTenem

Bbi6bop MMeHU cepBuUCa
LP5/KBC B Access

YHUKaNbHbIV
ngeHTudmKaTop cepsuca B
Access

MWHUMaNbHbIN nopor
CXOXeCTU nL, Npu
BbIMO/IHEHUM
BepudmrKaLmm.

Maysa A/15 NOBTOPHOW
MonbITKW Npoxofa.

22.6. MatchByPhotoInChsAlpha

3HauyeHue no

BoO3MOXXHble 3HaYeHus

JTiobble TeKCToBbIE -
Ha3BaHMS.

MNoppepxuBaeTcs BBOS,
NaTUHULbI U KUPUAANLBI.

He pekomeHgyeTcs

BBOAUTL 6onee 30

CMMBONOB.

Bbimagarowmn cnucok gna -
BbIbOpa cepBUca

3HayeHune dhopmupyeTcs
Ha 3Tane NPoeKTMPOBaHMs
N KOPPEKTMPYETCS Ha
3Tane TeCTMPOBAHUS

>0 unm None 1

0,00..

YMOYaHUIO

.1,00

3anpawwuBaeT geckpuntop B KEC Anbcha v no ero ngeHTUrKaToOpy U3BMEKAET KaHANATa U3 CBOEN

BA. C nony4YeHHbIMWN BAHHbIMM (KaHANAATOM U UMEHEM UCTOYHMKA) CO34aeTCs COBbITUE U OTMPABASETCS

SuccessMatchEvent B ouepefb.

Mpu paboTe C yCTpOMCTBAMU M KOHTPO/epaMu HeobXoaMMO MOAKIYaTh MalnnialiHbl

SendToDevice u SendToController, cooTBeTCcTBEHHO

Mpwv co3gaHumM HOBOIO NalnaaHa UCMO/b3YTCS ciegytowne HacTpoiku (Tabnnua 104):

Ta6nuua 104. MapameTpbl NannnalHa

000 «BmxH/abc»
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MapameTp OnucaHue

name Nma nannnanHa
3aflaBaemMoe
nosb3oBaTenem

bio_system_id Bbi6bop nmenu cepemca KBEC

Anbda B Access

pacs_id YHUKaNbHbIV
naeHTUmKaTop cepemca B
Access

min_face_- MWHUManbHbIN nopor

similarity CXOXeCTU Ny, Npu

BbIMO/IHEHNU
BepuduKaumm
retry_entry_- May3a a5 NOBTOPHOM

sleep_interval MonbITKN NpoXoAa.

only_cbs_list MepeKntoYeHne CNNCKOB

Ana MaTynHra

22.7. MatchinformerWebHook

3HayeHue no

Bo3moO)cHble 3HaYeHUs yMONn4yaHUo

JTiobble TeKCTOBbIE -
Ha3BaHuS.

MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.

He pekomeHgyeTcs

BBOAMTHL 6onee 30

CUMBOJIOB.

Bbimapatowmn cnucok gna - -
BblibOpa cepBuca

3Ha4yeHune dhopmupyeTcs 0,00...1,00
Ha 3Tane NPoeKTMPOBaHMs
N KOPPEKTMPYETCS Ha

JTane TeCTnpoBaHua

1...10 5

On - nepekntoYeHne Ha off
paboTy TONbKO CO CMUCKOM

KBC

Off - nepeknoYeHne Ha
paboTy C ABYMS CIMCKaMK

OTcnexunBaeT cobbiTMs OT bromeTpuyeckon cuctemol (LP5 nnn KBC), nsenekaet nHdopmauuio o

KaHaugaTe v oTnpaBsieT BO BHEWHWI cepBUC nocpeacTBom webhook. Ecnim kaHanaaT He HaligeH, BO3-

BpalllaeT nycToe 3HayeHne best_candidate.

MalinnanH HeobxoauM Oas pelleHnin, korga Access Heob6xoaMMo nepedaBaTh aHHbIE OT CBSA3AH-

HbIX KOMNOHEHTOB BO BHELLHNE CUCTEMbI 3a paMKaMUn NpegsioXeHHbIX MHTeraLLMVI.

LLlabnoH BO3BpaLLaeMbIX JaHHbIX:

000 «BmxH/1abc»

268 /282



VisionLabs LUNA Access. PykoBoaCTBO Nonb3oBaTesns

source:

{

person_id: str, fullname: str | None, descriptor_id:

str, best_candidate:

None

Mpe:

* source - UMsl yCTPONCTBa;

best_candidate - gaHHble KaHaMAaTa;

« person_id - id kaHgupaTta B CKY[;

fullname - nonHoe uma KaHaMaaTa;

« descriptor_id - id peckpunTopa.

[nsa co3gaHusa narnnaliHa TpebyeTcsa ykasath (Tabnuua 105):

Ta6nuuya 105. MapameTpbl NannnainHa

MapameTp

name

host

port

urn

enable_ssl

000 «BmxH/1abc»

OnucaHue

Nmsa naninnatiHa
3a/laBaemMoe
nosib3oBaTenem

IP agpec nnu gomeHHoe
UMS LLenIeBoro cepsepa

MopT ueneBoro cepsepa

urn ans NoAKMOYEHUS K
BHELLUHEMY CepBUCy

MeTog wndpoBaHms
JaHHbIX MpW Nepegayn no
CEeTU. 3aBUCUT OT TUMNA CETH
B peLleHnn

Bo3MoO)XHble 3HaYeHus

JTtobble TeKCToBbIE
Ha3BaHus.
MNoppepxvBaeTcs BBOA,
NaTUHWLbI U KNPUAANLbI.
He pekomeHgyeTcs
BBOAUTL 6onee 30
CYIMBOJIOB.

IPv4 unu site.domain

On - https

Off - http

str | None =

3HayeHue no

ymMon4yaHuio

off
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22.8. MatchinformerWebSocket

OTcnexumBaeT cobbiTua ResultMatchEvent oT 6uomeTpuyeckoint cuctembl (LP5 wnm KBC),
n3BneKaeT nHbOpMaLMIO O KaHAULATE M OTMPABSAET jSON BCEM MOAKIHOYEHHBIM KIMEHTaM nocpes-
ctBoM websocket. Ecnu kKaHaMpaT He HalMaeT, BO3BpaLLAeT NycToe 3HavyeHne best_candidate. Ans
ayTeHTUdMKaumm, Heobxognumo fob6aBUTL 3arofioBok «Authentication» ¢ TokeHoM 13 MHboOpMaLmK o
KOMMOHEHTE.

MalinnanH HeobxoauM Oas pelleHnin, korga Access HeobxoaMMo nepedaBaTh aHHbIE OT CBSA3AH-
HbIX KOMMOHEHTOB BO BHELLHWE CUCTEMbI 3@ PaMKaMU NPeAIOKEHHbIX MHTErpaLuui.

LLlabnoH BO3BpaLLaeMbIX JaHHbIX:

{
source: str, best_candidate:
{
person_id: str, fullname: str | None, descriptor_id: str | None =
None
}
}

+ source - UMsl yCTPONCTBa;

best_candidate - paHHble KaHAMAATA;
« person_id - id kaHgmpaTa B CKY[;

fullname - nonHoe nMsA KaHaNAaTa;

descriptor_id - id geckpunTopa;
[nsa co3pgaHusa narinnaliHa TpebyeTcs ykasaTthb (Tabnuua 106):

Ta6nuua 106. MapameTpbl NannialiHa

3HauyeHue no

MapameTp OnucaHue Bo3MoO)XHble 3HaYeHus YMOJTYaHUIO
name Nma nannnanHa JTtobble TeKCTOBbIe -
3afjlaBaemMoe Ha3BaHMA.
nosib3oBaTenem MopaepXXnBaeTcs BBOA,

NAaTUHWLbI U KNPUANLLBI.
He pekomeHgyeTcs
BBOAUTL 6onee 30
CMMBOOB.

vl_access_host IP apgpec cepBepa, Ha IPv4 nnu site.domain -
KOTOpPOM yCTaHOB/EH
Access
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
vl_access_port MopT cepBepa, Ha KOTOPOM - 9091
pa3BepHyT Access

22.9. SendCarsToLaurent

MalinnanH cnywaet cobbiTvs n3 Luna Cars v oTnpaBasieT CUrHal Ha 3aMblKaHWe pefie KOHTposiepa
Laurent. MogaepxnBaeTcs paboT 4o YeTblpex pese ynpaB/ieHUs NperpaxaatoLnum yCTponCTBOM.

Mpwv co3gaHumM HOBOIo NanaaHa CNoJib3yoTCsa cieayoLme HacTpoliku (Tabnnua 107):

Ta6bnuua 107. MapameTpsbl NainnariHa

3HauyeHue no

MapameTp OnucaHue Bo3MoO)XHble 3HaYeHus YMO/TYaHUIO
name Nma nannnanHa JTtobble TeKCTOBbIe -
3ajlaBaemMoe Ha3BaHMA.
nosib3oBaTenem MoaaepXXnBaeTcsa BBO[,

NAaTUHWLbI U KNPUANLLBI.
He pexkomeHgyeTcs
BBOAUTL 6onee 30

CYMBOJIOB.
controller_id NaoeHTudurkaTop - -
KOHTponnepa Laurent B
Access
relay_{N}_- UUID cueHapusi B LUNA - -
scenario_id CARS Analytics, no

KOTOpPOMY NPOUCXoanT
nposepka P3 ans pene {N},
N-oT1pg04.

22.10. SendCarsToSigur

MannnaiiH gns otnpaBku cobbiTuin 13 LUNA CARS B Sigur. MpocnylumBaet ovepeab cobbITH
CarDetectionEvent u renepupyeT cobbiTus SigurCarEvent.

Mpw co3gaHMM HOBOIO NannaalHa UCNoNb3YTCS cliepylowme HacTpoliku (Tabnunua 108):

Ta6nuuya 108. MapameTpbl NarinnainHa
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MapameTp OnucaHue

name Nma nannnanHa
3aflaBaemMoe
nosb3oBaTenem

22.11. SendThermalEventToLuna

3HayeHue no

Bo3moO)cHble 3HaYeHUs yMONn4yaHUo

JTiobble TeKCTOBbIE -
Ha3BaHuS.

MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.

He pekomeHgyeTcs

BBOAMTHL 6onee 30

CUMBOJIOB.

MpocnywmnBaeT ovepeab COObITUIN TEMNOBON AeTEKLUMN U FeHepupyeT cobbiTus B Luna. [ns 3anyc-

Ka HeobxoMMo yKkasaTb component_id 3anyLieHHoro B cucteme cepBuca Luna. MalinnaliH BbiNoNHSET

pa60Ty C HECKOJIbKUMU CNUCKaMu: ,D,ed)OJ'ITHbIl\/II CMNCOK N ‘-IeprII‘/’I CNNCOK; pacnpegenseT noay4eHHble

AOaHHble Mexay HUMU B 3aBUCUMOCTU YCTAHOB/IEHHbBIX MOPOroB ONYCTUMOIO HMXHEro N BEPXHEro 3Ha-

YeHUns TemnepaTypsbl.

Mpwv co3gaHumM HOBOIO NanaakHa UCNoJIb3YTCS cieayomne HacTpoiku (Tabnnua 109):

Ta6nuua 109. MapameTpbl NannaalHa

MapameTp OnucaHue

name ims naiinnanHa
3ajaBaemoe
nonb3oBaTteniem

luna_id NoeHTndurkaTop cepBuca
Luna B cucteme

handler_id UUID obpaboTynka gns

paboTbl C CO6LITUAMY
npoxopa, co3fdaHHbIn B LP5.

000 «BmxH/1abc»

3HauyeHue no

Bo3MoO)XHble 3HaYeHus yYMON4YaHUIo

JTiobble TeKCToBbIE -
Ha3BaHMS.

MNoppepxuBaeTcs BBOS,
NaTUHULbI U KUPUAANLBI.

He pexkomeHgyeTcs

BBOAUTL 6onee 30

CMMBONOB.
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MapameTp

black_list_id

too_high_-
temperature

too_low_-
temperature

use_lists

min_face_-
similarity

22.12. SendToBars

OnucaHue

UUID cnucka LP5, ¢
KOTOPbIM YCTPOMNCTBO

6yAeT CUHXPOHM3UPOBATb

nofen, oNs KoTopbIxX
[OCTYN 3aKPbIT.
HeobazaTenbHbll
napameTp.

BepxHui nopor
TeMnepaTypbl YeNOBEKa
MpW KOTOPOI €ro Hesb3s
nponyckaTb.

HwxHMA nopor
TemnepaTypbl YeloBeKa
Nnpu KOTOPOW €ro Hesb3sl
nponyckaTb.

AKTuBauus
pacnpegeneHuns JaHHbIX
Nogen no cnuckam (no
YMOYAHNIO, YEPHDIT).

MUHMManbHBIA Nopor
CXOXeCTU NINL, Mpu
BbINOJIHEHUM
BepudmrKaLmm.

BoO3MOXXHble 3HAYeHus

NoeHTugukaTop cnucka,

co3pgaHHble B Luna.

On - cpaBHMBaTL

Off - He cpaBHUMBaTb

3HauyeHuve dhopmupyeTcs

Ha 3Tane NpoeKTupoBaHUA

N KOPPEKTMPYeTCs Ha
3Tane TecTMpoBaHus

3HayeHue no

YMOMYaHUIO
37

35

Off
0,00...1,00

MpocnywmnBaeT ovepeab cobbITU LunaEvent, DoorEvent v reHepupyeT cobbiTue BarsEvent.

Mpwv co3gaHumM HOBOIO NanaaHa MCNoJIb3YTCA Cneayrowme HacTporiku (Tabaunua 110):

Ta6auua 110. MapameTpbl NannaiHa

000 «BmxH/Tabe»
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MapameTp

name

luna_id

bars_host

bars_port

enable_ssl

min_face_-
similarity

time_to_pass

OnucaHue

NmMsa naninnaliHa
3ajaBaeMoe
nosnb3oBaTtenem

Bbi6bop MMeHU cepBuCa
Luna B Access.

IP agpec, nnu ceteBoe nms
MK cycraHoBneHHbim BC

NnopT, Ha KOTOPOM
pacnonaraetcs bC

MeTog wndpoBaHms
JaHHbIX NpW Nepegayn no
CeTu. 3aBUCUT OT TUMa CeTH
B peLeHnn

MWHUMaNbHbIN nopor
CXOXECTM NInLL, NpU
BbINOJIHEHUM
BepudurKaLmm.

Bpems oxnpgaHunsa nepep
cnepytoLen
npeHTudmKalmen
YyesioBeKa, eC/iv YENOBEK
He npoluen yepes
nperpaxpgatoliee
YCTPONCTBO.

22.13. SendToController

OTI'IpaBI'IFleT CUrHan Ha OTKpbITUE pene B yCTpOVICTBO Mo UMEeHU UCTOYHUKA CObbITUSA.

Mpw co3gaHumM HOBOIo NavnaaHa MCNoJb3yTCa cneayrowme HacTpoliky (Tabnuua 111):

000 «BmxH/Tabe»

BoO3MOXXHble 3HAYeHus

JTiobble TeKCTOBbIE
Ha3BaHuS.
MoppepXXnBaeTcs BBOS,
NATUHULBI U KUPUNLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

On - https

Off - http

3HayeHune hopmupyeTcs
Ha 3Tane NPoeKTUPOBaHMUA
N KOPPEKTUPYETCS Ha
3Tane TeCTUPOBaHUS.
0,00...1,00

0...15 cekyHp,

3HayeHue no

YMOMYaHUIO

off

0,7
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Ta6nuua 111. MapameTpsbl NannnaliHa

MapameTp OnucaHue

name NmMsa naninnaliHa
3agaBaemoe
nonb3oBaTenem

22.14. SendToDevice

Bo3mo)cHble 3HaYeHUs

J/obble TeKCcToBbIE
Ha3BaHM4.

MoppepXXnBaeTcs BBOA,

NaTUHULUbI U KWpUNanubl.

He pekomeHpyeTcs
BBOANTb 6osiee 30
CMMBOJIOB.

3HayeHue no
YyMONYaHUIO

OTI'IpaBIIFIeT CUrHan Ha OTKpPbITUE pene B yCTpOﬁCTBO Nno UMEHU UCTOYHMKA COBbITUA 1 BbIBOOUNT

TEKCT Ha 3KpaH. MoxeT OTNPaBNATb HOMEP KapTbl HA KOHTPOJIED Yepe3 yCTpOVICTBO.

Mpw co3gaHMM HOBOIO NannaaliHa UCMONb3YTCS ciegyrolme HacTpoliku (Tabanua 112):

Ta6nuua 112. MapameTpbl NannaanHa

MapameTp OnucaHue

name Nmsa nannnanHa
3agaBaemoe
nosib3oBaTesieM

000 «BmxH/Tabe»

Bo3mo)cHble 3HaYeHUs

/obble TeKCcToBbIE
Ha3BaHM4.

MoppepXXnBaeTcs BBOA,

NaTUHULUbI U KWpUnanubl.

He pekomeHpyeTcs
BBOANTbL 6bosee 30
CMMBOJIOB.

3HayeHue no
yMONYaHUIO
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MapameTp OnucaHue
successful_pass_-  CoobLieHne Npu ycnewHom
message_- nageHtTudmkaumn. dns
template O0TODOpaXeHUss UMeHU

Mosib30BaTe/s Ha 3KpaHe
TepMMHana npu ycnewHom
nageHTudbmnKaummn
HeobxoaMMo
MCMNONb30BaThb
nepemeHHble ®UO.
MNopsigok cnos B
NPUBETCTBEHHOM
COODBLLEHUN MOXET BbITb
Nto6bIM,

unsuccessful_- CoobuieHue npu
pass_message HeycnewiHoM
naeHTudbmKaummn

22.15. SendToGrgFaster

BoO3MOXXHble 3HAYeHus

JTobble TeKCToBbIE
Ha3BaHUSA N NepemMeHHble
ONO. MogpepxunsaeTtcs
BBOA, NaTUHULbI U
Knpunnuubl. He
peKoOMeHayeTCst BBOAUTD
6onee 24 CUMBO/OB.

JTiobble TeKCToBbIE
Ha3BaHuS.
MoppepXXnBaeTcs BBOS,
NATUHULI U KUPUNLBI.
He pexkomeHgyeTcs
BBOAMTL bonee 24
CUMBOJIOB.

3HayeHue no
YMO/TYaHUIO

[o6po
NoXXanosaTb

Jlnuo He
NOEHTUDULNPOBAHO

MpenHa3HayeH Aans B3aumogencTens ¢ nannnanHom MatchPyPhoto n yctpoiictBom GrgFaster.

Mpwv co3paHumM HOBOIO NanaaHa UCNoJIb3YTCa cieayowmne HacTpoiku (Tabnnua 113):

Ta6nuuya 113. NMapameTpbl NannaiHa

MapameTp OnucaHue

name NmMsa naninnaliHa
3ajlaBaeMoe
nosib3oBaTenem

000 «BmxH/1abc»

BO3MOXHble 3HaYeHus

Jliobble TeKCToBbIE
Ha3BaHMS.
MNoppepxvBaeTcs BBOS,
NAaTUHULbI U KNPUAANLBI.
He pexkomeHgyeTcs
BBOAUTL 6onee 30
CMMBONOB.

3HauyeHue no
YMOJTYaHUIO
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MapameTp

successful_pass_-
message_-
template

facility_code

22.16. SendToLuna

MarinnanH oTnpaBnsieT nojiy4aemble cobbiTUsA FaceDetectionEvent B Luna.

OnucaHue

CoobLyeHne Npu ycrnewHon

nageHtTudmkaumn. dns
0TO6paXXeHNS UMEHU
Mosib30BaTe/s Ha 3KpaHe

TepMMHana npu ycnewHom

nageHTudbmnKaummn
HeobxoaMMo
NCNonb30BaTh
nepeMeHHble PUO.
MNopsigok cnos B
NPUBETCTBEHHOM
COODBLLEHUN MOXET BbITb
NO6bIM.

MNapameTp gns BBOAA
HOMEpPOB KapT AN18 UX
OMo3HaBaHUS CUCTEMO.
BygeT pobaBnATbCS ANns
Ka)[1oro HoMepa KapTbl
nepepg oTNpaBKOM Ha
KOHTponnep

BoO3MOXXHble 3HAYeHus

obble TeKcToBbIE

Ha3BaHWA N nepemMeHHble

ONO. MogpepxunsaeTtcs
BBOJ, TAaTUHULbI U
Knpunnuubl. He

peKkoMeHayeTcs BBOAUTb

6onee 24 cMMBOJIOB.

3HayeHue no
YMO/TYaHUIO

Mpwv co3paHumM HOBOIO NanaaHa MCNoJIb3YTCA cneayrowme HacTpoliky (Tabnnua 114):

Ta6nuua 114. MapameTpsbl NannnarHa

MapameTp

name

000 «BmxH/1abc»

OnucaHue

NmMsa naninnaliHa
3afaBaemMoe
nonb3oBaTenem

BO3MOXHble 3HaYeHus

Jliobble TeKCToBbIE
Ha3BaHus.
MNoppepxvBaeTcs BBOS,

NaTUHULbI U KWPpUNANLbI.

He pexkomeHgyeTcs
BBOAUTL 6onee 30
CMMBONOB.

3HauyeHue no
YMOJTYaHUIO
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3Ha4yeHue no
MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO

luna_id NpeHTudurkatop cepeuca - -
Luna B cucteme

enable_fake_- OTnpaBKa nuy, ¢ On - oTNpaBnsTbL Off
events HeycnelwHbIM liveness, ans

NMpPOCMOTpPa MOMbITOK

B3710Ma Liveness. ns

aKTMBALWUM [10/IKEH BbITh

aKTUBEH MapameTp

enable_fake_eventsB

nannnamHe

LunaEventListener

Off - He oTNpaBnATL

22.17. SendToParsec

MpocnylwmBaeT ovyepesb cobbITUIA LunaEvent nnm SuccessMatchEvent B Luna u reHepupyer co-

6bITe ParsecEvent.
Mpwv co3gaHumM HOBOIO NarnaaHa CNoJb3yoTCa cieayoLwmne HacTpoiiku (Tabanua 115):

Ta6auua 115. NapameTpbl NaniaiHa

3HauyeHue no

MapameTp OnucaHue Bo3MoO)XHble 3HaYeHus YMO/TYaHUIO
name Nma nannnanHa JTtobble TeKCTOBble -
3ajlaBaeMoe Ha3BaHMA.
noJsib3oBaTenem MopaepXXnBaeTcsa BBOJ,

NAaTUHWLbI U KUPUANLLBI.
He pexkomeHgyeTcs
BBOAUTL 6onee 30
CMMBOOB.

bio_system_id Bbi6op MMeHU cepBUCa - -
LP5/KBC B Access
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
parsec_id YHUKaNbHbIN - -
naeHTudmkaTop

ycTpoicTtBa Parsec,
NCMNoNb3yeMoro B
MHTerpauun. YkasboiBaeTcs
B Access.

22.18. SendToSalto

MpocnywmnBaeT odyepeab cobbiTn ResultMatchEvent oT mainnaHa MatchByPhoto, B cnyvae
yCnewHou Banngaumm nuua B cobbiTum, 0TNpasaseT 3anpoc K cepsucy Salto ana npoxoxpeHus yepes
ABepb, a TaKXKe BbIBOAUT cO0bLLeHMe 06 yCNewHOCTM/HeyCcnewHoCTM Npoxoaa Ha yCTPOMCTBO.

Mpwv co3paHumM HOBOIO NanaaHa MCNOJIb3YTCA Cleayrwmne HacTporikn (Tabnauua 116):

Tabnuya 116. MapameTpbl NannnarHa

3HayeHue no

MapameTp OnucaHue Bo3moO)Hble 3HaYeHUs YMOJ1YaHUIO
name imMs nainnanHa JTobble TeKCTOBbIE -
3apaBaemMoe Ha3BaHMS.
nosb3oBaTenem MNopaepxvBaeTcs BBOS

NATUHULbI U KUPUAANLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.
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MapameTp

successful_pass_-
message_-
template

unsuccessful_-
pass_message

22.19. SendToSigur

OnucaHue

CoobLyeHne Npu ycrnewHon
nageHtTudmkaumn. dns
0TO6paXXeHNS UMEHU
Mosib30BaTe/s Ha 3KpaHe
TepMMHana npu ycnewHom
nageHTudbmnKaummn
HeobxoaMMo
MCMNONb30BaThb
nepemeHHble ®UO.
MNopsigok cnos B
NPUBETCTBEHHOM
COODBLLEHUN MOXET BbITb

N06bIM,

CoobuieHue npu
HeycreLwHoM
naeHTudbmKaummn

BoO3MOXXHble 3HAYeHus

JTobble TeKCToBbIE
Ha3BaHUSA N NepemMeHHble
ONO. MogpepxunsaeTtcs
BBOA, NaTUHULbI U
Knpunnuubl. He
peKoOMeHayeTCst BBOAUTD
6onee 24 CUMBO/OB.

JTiobble TeKCToBbIE
Ha3BaHuS.
MoppepXXnBaeTcs BBOS,
NATUHULI U KUPUNLBI.
He pexkomeHgyeTcs
BBOAMTL bonee 24
CUMBOJIOB.

3HayeHue no
YMO/TYaHUIO

[o6po
NoXXanosaTb

Jlnuo He
NOEHTUDULNPOBAHO

MpocnywwrBaeT oyepefab CobbITMI SuccessMatchEvent B Luna u reHepupyeT cobbiTue

SigurEvent.

Mpwu co3gaHnmM HOBOIO NavnaaHa CNoJb3YTCa cleayoLmne HacTpoiku (Tabanua 117):

Tabnuya 117. NapameTpbl NalinaanHa

000 «BmxH/Tabe»
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3HayeHue no

MapameTp OnucaHue Bo3moO)cHble 3HaYeHUs YyMOJ14YaHUIO
name mMs naiinnanHa JTiobble TeKCTOBbIE -
3apaBaeMoe Ha3BaHMS.
nosb3oBaTenem MNopaepxmBaeTcs BBOS

NATUHULbI U KUPUAANLBI.
He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

sigur_id YHVKanbHbI - -
ngeHTudunkaTop
ycTpoicTtaa Sigur,
MCMnonb3yemoro B
WHTerpaumu. YkasbiBaeTcs
B Access.

22.20. Strazh2FA

B cnyyae, ecnn KOHTpossiep He HaxoauTcs B pexume 2FA: MpocnylwmBaeT ovepenb CobbITUN
ResultMatchEvent oT nannnaiiHa MatchByPhoto, B cnyyae ycnewHon Banvpaumm nuua B cobbitum,
OTMNpaBAsieT 3anpoc K cepBucy Strazh gns NpoxoxaeHns Yepes TOYKy focTyna.

B cnyvae, ecnu koHTponnep HaxoauTcs B pexume 2FA: MpocnywmBatoTcs cobbliTUs, BO3HUKLLNE
NPV CYMUTBIBAHWUM KapTbl, @ TaKXKe 06blYHblE COBLITMA AeTekumMn nnl. OHU COMOCTABASOTCS MO UX
source. Korga npuxoguT nepBblii (DaKTOp C OMpeAeneHHbIM source, TO 3anyCcKaeTcs OXupaHue
BTOpOro ¢akTopa, BpeMs Ha ero oxupaHue 3agaetcs B MO CKY[ (HacTpoika Toukm npoxoga > [o-
NONHUTENbHblE NAapaMeTpbl - «<MaKcMManbHOe BpeMs OXUAaHWs NOATBEPXAEHNS NPOXOAa BHELLIHEN
CUCTEMOW»), KaK TOIbKO OH MOJTy4YeH, HAaUNMHAETCS BanugaLms 3ToM napsl.

Mpw co3gaHMM HOBOIO NannaalkHa UCNoNb3YTCA cliepylolme HacTpoliku (Tabnnua 118):

Ta6nuua 118. NapameTpbl NainnaiHa
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MapameTp

name

waiting_time_-
exceeded_-
message

strazh_id

000 «BmxH/Tabe»

OnucaHue

NmMsa naninnaliHa
3ajaBaeMoe
nosnb3oBaTtenem

CoobleHune npu
NpeBbIWEHUN BPEMEHHU
0XMAAHWS BTOPOro
akTopa

Bbibop nmeHu cepsuca
Strazh B Access

BoO3MOXXHble 3HAYeHus

Mobble TeKcToBbIE
Ha3BaHU4.
MoaaepXxunBaeTcs BBOA

NaTUHNLbI U KWPpUNANLbI.

He pekomeHgyeTcs
BBOAMTHL 6onee 30
CUMBOJIOB.

JTtobble TeKCcToBbIE
Ha3BaHus.
MNoppepxuBaeTcs BBOA,

NaTUHULUbI U KWpUnanubl.

He pekomeHayeTcs
BBOAUTL 6onee 50
CUMBOJIOB.

3HayeHue no
YMOMYaHUIO
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