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OnpepgeneHne

Ba3oBble aTpubyTbl U BMOMETPUYECKMIA WABMNOH.
BusyanbHoe n3obpaxeHune nuua, UCnonb3yeMoe B M0/Ib30BaATENbCKOM
NUHTepdence.

Bo3pacT, non v sTHUYecKas npuHag/IeXHocCTb.

XpaHunuie 6uomeTpuyeckmx 06pasLoB ¢ MeTa-gaHHbIMU, UCXOAHbIX
n3obpaxeHunin, o6beKToB LP 1 pe3ynbTaToB 3a4au.

HopMann3oBaHHoOe (LeHTpUpPOBaHHOE 1 06pe3aHHoe) M3obpaxkeHme,
MolyYeHHOE NoC/ie 06HAPYXEHNS LA UK TeNa, NPefLLecTByoLLee
N3BNE€YEHNIO BMOMETPUYECKOTO LWaboHa.

Habop gaHHbIX B 3aKpbITOM, ABOMYHOM (popmaTe, NoAroTaBNMBaEMbIN
CUCTEMOW pacrno3HaBaHMs Ha OCHOBE aHaNIM3MPYEMOW XapaKTEPUCTUKN.

HelpoHHas ceTb, UCNonb3yeMas A1g 06HapYKeHNs OAHOIo U3 TUMOB
06BEKTOB (1ML, TEN, NUU+TEN) HAa UCXOAHOM M306paXKEHUN.

OI'IOprIe TOYKU Ha finye nnn tene, ncnosibdyemble airopuTtMamn
pacno3HaBaHWA Anda nokanunsaunn nuua nnun tTena.

N3meHsieMble 06bEKTHI, cogepxalyme MHpopMaLmio 0 nLe YeloBeKa.
M3MeHsieMble 06EKTbI, B KOTOPbIX XPAHSATCS NMpaBuia ans 06paboTku
n306paxkeHn.

MpsIMOYronbHMK, OrpaHNYMBaKOLLMIA MPOCTPAHCTBO N306paXKeHUs C
06HapYXXEHHbIM IULLOM U TENOM.

HeunsmeHsieMble 06bEKTBI, KOTOPbIE cogepxaT MHdopMauuio 06 ogHOM nue
n/wnuv Tene.

Onepauus conocTaBneHns GroMeTpryeckunx WabnoHoB, XxpaHsLmxcs B 6a3ze

AaHHbIX.

XapaKTepucTuKmM nnua (3mMouun, mapaMeTpbl pTa, MOIOXEHWE FONI0BbI U T.4,.),
onpegensieMble Ha UCXOLHOM N306paXKkeHNs BO BpeMsl e TEKLUN.
XapaKTepucTuKM Tena (Hannyme prok3aka, rofloBHOM yoop, LBET ogexabl v

T.4.), onpegensieMble Ha UCXOAHOM M306paXKeHNS BO BPEMS AeTEKLUN.

XapaKTepucTuKmM n3obpaxeHus (LUMPUHA U BbICOTA, COOTHOLLEHWE CTOPOH,
pasMmep 1 T.4.), onpegenisiemMble Ha UCXOAHOM U306paXxeHus BO BpeMS
aeTekuuun.
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A6bpeBunaTypa

BO

BL

b, DB

LP
Accounts
API

Faces
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Matcher
Events
Sender
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Python Matcher Proxy
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Backport 4
Admin
Configurator
Tasks

Licenses

Pacwundposka

BuomeTpuyeckmnin obpasel,
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ba3a gaHHbIX

LUNA PLATFORM

LUNA PLATFORM Accounts
LUNA PLATFORM API

LUNA PLATFORM Faces

LUNA PLATFORM Image Store
LUNA PLATFORM Matcher
LUNA PLATFORM Events
LUNA PLATFORM Sender
LUNA PLATFORM Remote SDK
LUNA PLATFORM Handlers
LUNA PLATFORM Python Matcher
LUNA PLATFORM Python Matcher Proxy
LUNA PLATFORM Backport 3
LUNA PLATFORM Backport 4
LUNA PLATFORM Admin

LUNA PLATFORM Configurator
LUNA PLATFORM Tasks

LUNA PLATFORM Licenses
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BBepeHue

B rnaBe «CTpyKTypa KOMMN/IEKTA NOCTaBKM» ONUCbIBAETCS COAEPXKMMOE KOMMIEKTa NOCTaBKMK.

B rnaBse <<,C||OKyMeHTaLI,I/IFI KOMMJIEKTa NOCTaBKM» NepevyncsieHbl BC€ AOKYMEHTbI, BXOAALWMNE B KOMMNTEKT

MOCTaBKMU.
MMaBa «Ha4vano paboTbl» NOMOXET BaM HavyaTb paboTy ¢ LUNA PLATFORM.

B rnase «[1prmep» npuBefeH NpuMep OTMNpaBKM 3anpoca Ha pacrno3HasaHue nnua B LUNA PLATFORM c
noApobHbIM ONUcaHMeM Ten 3anpoca 1 oTBeTa.
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1 CTpYyKTypa KOMNJIeKTa NoCTaBKU

KoMnneKT NoCTaBKU COCTOUT U3 CiefyoLWNX AUPEKTOPUIA:

Uma gpupektopun OnucaHue

[example-docker [unpekTopus BKItOYaET B cebs Bce dalisibl, HEO6X0AMMbIE A5 3aMyCcKa
Docker-koHTeHepoB

/extras [JononHnTtenbHble 3aBUCUMOCTU U BCNOMOTraTeNbHble CKPUMTbI

/docs JokymeHTaums gns LUNA PLATFORM

[OupekTopus «extras» CoOoepxuT:

Uma pupekTopumn OnucaHue

[conf KoHdurypaumnoHHble chainsbl gnsa cepemcoB LP n NGINX

[hasp HASP yTunuTy v daiinel, Heobxogumble Aas akTUBaLMMW TNLEH3NM
[utils YTunuTel ansa pabotsl ¢ LP

[VLMatch BubnoTekn n ncxopHolie aisibl, HeobxoguMble 418 BbIMONHEHMUS

onepauuii cpaBHeHus no b[] ¢ ucnonb3oBaHuem cepeuca Python Matcher

OnpekTopus «example-docker» cogepxuT:

Nmsa gpupektopumn OonucaHue

[luna_configurator KoHdurypauum gns cepsuca Configurator
[postgresql CKpunTbl Ans co3pgaHms 6as gaHHbIx B PostgreSQL

/logging daiinbl gns LUNA Dashboards, Grafana Loki n Promtail
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2 [loKyMeHTauus KOMNJIEKTa NOCTaBKU

B paHHOM pasgene onucbiBaeTCs NakeT JOKyMeHTaumm n3 komnnekrta noctaskm LUNA PLATFORM. Bcee
[LOKYMEHTbI HaxoAsaTcs B nanke «/docs» KOMMeKTa MOCTaBKU.

2.1 PyKkoBopcCTBa Mo 3KcnayaTauuu

HwxenepeyncneHHble pyKOBOACTBA ONUCLIBAIOT 0bLwme npoueccs! LP, eé apxutektypy, MHTepdelic cun-
CTeMHble TpeboBaHMS 1 NPUMEYAHNS K BbIMYCKY.

[JokymeHTbl NpeacTaBneHsl B dopmatax PDF n HTML.

[OKyMeHT OnucaHue

LP_Release_Notes MpuMeYaHna K BbIMYyCKY.
LP_Administrator_Manual  PykoBoacTBO agMMHUCTpaTOpa.
LP_User_Interface_Manual PyKoBOACTBO M0 N0/b30BaTENbCKOMY UHTEpdENCY.

LP_System_Requirements  CucTemHble TpeboBaHMs.

2.2 PykoBopcTBa Nno ycTaHOBKe

HuxenepeyncneHHble pyKOBOACTBa ONUCHIBAOT pa3BepTbiBaHME U 0OHOB/IEHME pa3HbIMU criocobamu,
a TaKxe aKTUBALMIO IMLLEH3UM N UCNONb30BaHNe yTUANTbI Storages.

PykoBOACTBa MOXHO HaliTu B KaTasnore «./docs/InstallationManuals».

[ oKyMeHTbl NpeacTaBnieHbl B popmatax PDF n HTML.

[JokymeHT OnucaHue

LP_Docker_Compose_Deployment_Example MpuMep pa3BepTbiBaHMS ¢ nomolbto Docker
Compose. ONnCbIBaeT YCTAaHOBKY Ha MyCTOW
cepBep C HyNs C MOMOLLbIO NPUMepa CKpunTa
Docker Compose 13 KOMMJIeKTa MOCTaBKM.

LP_Kubernetes_Helm_Deployment_Example Mpumep pa3BepTbiBaHMA B KNacTepe
Kubernetes. OnncbiBaeT ycTaHOBKY B
knactepe Kubernetes c ncnonb3oBaHuem
npumepoB Helm YapToB 13 KOMMNEKTa
NoCTaBKM.
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[OKyMeHT OonucaHue

LP_Installation_Manual_Using_Storages Py4Has ycTaHOBKA C MOMOLLbIO YTUANTBI
Storages. OnucbIBaeT NOAroTOBKY
OKPY)XXeHWMS C MOMOLLbI0 yTUANTBI Storages u
3anyck Docker-KoHTelHEPOB BPYYHYO Ha
OTAENbHOM cepBepe.

LP_Upgrade_Manual_Using_Storages Py4HOe 06HOB/IEHME C MOMOLLbBIO YTUANTbI
Storages. OnucbiBaeT 06HOBNEHNME
OKPYXXEHUS C MOMOLLbIO yTUNNTBI Storages 1
3anyck HoBbIx Docker-koHTeliHepoB
BPYYHYIO Ha OTAE/IbHOM CepBepe.

LP_Installation_Manual PyyHas ycTaHOBKa. ONmncbiBaeT NOAFOTOBKY
OKPYXXEHWS 1 3aMyCK BCEX
Docker-KOHTENHEPOB BPYYHYIO Ha
OTAENbHOM cepBepe.

LP_Upgrade_Manual Py4yHoe o6HOBNEHME. OnucbiBaeT
0BHOB/IEHNE OKPY)XXEHUS U 3aMyCK HOBBbIX
Docker-koHTelMHEPOB BPYYHYIO Ha
OTAENbHOM cepBepe.

LP_Migration_from_LP3 PyyHast murpaums c LP 3 go LP 5. OnuceiBaet
MUTpauUunio oKpyxeHus LP 3 n 3anyck
Docker-koHTelHepoB LP 5 Bpy4yHyto Ha
OTAEeNbHOM CcepBepe.

LP_Migration_from_LP4 PyyHas murpaums c LP 4 go LP 5. OnuceiBaet
MUTpauunio oKpyxeHus LP 4 n 3anyck
Docker-koHTeliHepoB LP 5 Bpy4YHyto Ha
OTAEeNbHOM CcepBepe.

LP_License_Activation_Manual PyKoBOACTBO N0 aKTUBaALMK NULLEH3UN.

LP_Storages_Utility_Manual PykoBogcTBo no ytunute Storages.

YTunuta Storages no3BONsSeT NPOBEPUTb U/UAN MOATOTOBUTL OKpYXeHue ans cepsucos LUNA
PLATFORM Bepcuu 5.46.1 1 Bblle nepep, Ux HernocpeacTBEeHHbIM 3anycKkoM. PeKoMeHayeTca uc-
Nonb30BaTb PYKOBOACTBA MO YCTAaHOBKE/OOHOBNEHNMIO C MOMOLLbIO YTUNUTBI Storages fns Bepcui
5.46.1 v BbILLe.
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2.3 Cneuudukauymnsa OpenAPI

Cneumndurkauns OpenAPl — eAUHCTBEHHbIV JOKYMEHT, MPefOoCTaBASOWNA aKTyaIbHY0 MHDOPMALLUIO
0 API cepBurcoB. CneundmrKaumns MOXeT MCNONb30BaTbCS:

* NHCcTpymMeHTamMu co3gaHusa AOKYMeHTaumun ana sBnusyanmsaumm API.
» VIHCTpyMeHTaMu reHepaumm Koga.

Bce gOKyMEHTbI U KOf, CO3AaHHble C NCMOMb30BaHNEM 3TON cneumduKaLmm, MOryT CoaepXaTb HETOY-

HOCTU, N nx cnegyet Twate/ibHO NPOBEPATh.

B HacTofee BpeMs Ha PyCCKOM fi3bike JOCTYNMHA ToJbKo cneuudukauma OpenAPl gnsa cepBuca
API. lokyMeHTaLus pacnosioxeHa B gupektopun ”./docs/ReferenceManuals/APIReferenceManual.pdf/html.
[okymeHT B hopmaTe YML copepxunT 3anpocsl ko Bcem cepencam LUNA PLATFORM. VX MOXHO MCMOb-
30BaTb /19 aBTOMATMYECKOMN reHepaLun 3anpocoB B UHCTPYMEHTax AN1s TecTupoBaHus APl Hanpumep,
Postman (He onucaHo B pgokymeHTaumm LUNA PLATFORM). He rapaHTupyeTcsi, 4TO BCe 3anpochl
6yoyT UMNOPTUPOBAHbI MPABUIbHO, MOXET NoTpeboBaTbCs PyYHOE peAaKkTupoBaHue. [JOKyMeHTbI B
dopmaTe HTML ncnonb3yoTcs 415 BU3yanm3aunmn gaHHbix cneundukaumm n MoryT 6biTb He NOJSIHBIMM.

Cneumndukaunio OpenAPl MOXHO NONYYMTb C MOMOLLbIO 3anpoca «get openapi documentation» Kk cep-
BMcaMm LP. 3aronoBok «Accept» go/mkeH NprHUMaTh 3HaYeHme «application/x-yaml».

3 Hauvano pa6otbl

CyLL,ecTBYeT HECKOJIbKO MOJIe3HbIX PYKOBOACTB ANs Havyana paboTbl ¢ LUNA PLATFORM.

JokymeHT «LP_Administrator_Manual» Bkto4aeT B cebs Bcto 06Lyto MHdopmaumio o LUNA PLATFORM,

d UMEHHO:

« TEPMUHONOIHIO,
* npouecc 06paboTKn 306paXeH,

* npouecc paboTbl C MONYYEHHbIMU JAHHbIMMU,

« CO3[aBaeMble 06BEKTbI 1 BbIMOMHAEMbIE 3aAa4N,
+ apXUTEKTYpY M B3aMMOpeCcTBME CEPBUCOB,

+ CTPYKTYpbl 633 gaHHbIX,

* OMMCaHMe HaCTPOEK CEPBUCOB.

Mepep paboTon ¢ LUNA PLATFORM pekomMeHayeTcst 03HaKOMUTbCS C pa3genom «OCHOBHbIE NMO0-
XXEeHUS», YTobbl MOHATL 0bLMe NpUHLMNbI paboTbl ¢ LUNA PLATFORM.

KoMnneKT nocTaBku He BKtoYaeT Docker-koHTenHepbl. Bam Heobxogmmo bygeT 3arpysntb ux ns WH-
TepHeTa. CM. gokyMeHT «LP_Installation_Manual» gns nonyyeHus gononHuTenbHol nHdopmaLmu.

Mocne Toro, kak LUNA PLATFORM 6ygeT 3anyuwieHa, oTKkpolTe gokymMeHT «APIReferenceManual.html»,
cogepxalumii onvcaHue 3anpocoB K LUNA PLATFORM.
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3.1 Co3paHue 3anpocoB

LUNA PLATFORM He nMeeT nosib30BaTebCKOro MHTepdelica no ymonyaHuto. s paboTsbl C CUCTEMON
HeobXoaMMOo OTNpPaBAsATh 3anpockl Yepes API.

Mpn HeOBXOAMMOCTN MOXHO NCMOb30BaTb NoMb30oBaTeNbCKNI MHTepdenc LUNACLEMENTINE 2.0
(He BXOAUT B KOMMJIEKT NOCTaBKN).

LUNA PLATFORM cOCTOUT N3 HECKO/bKNX CEPBUCOB, B3aMMOAENCTBYOLWNX MeXay co60M. OCHOBHbIM UH-
Tepdeiicom gnst paboTbl ¢ LUNA PLATFORM saBnsieTcs cepBuc API. CepBuUC NpegHasHayveH gas noJyye-
HUS MOMb30BaTe/IbCKMX 3aMNpOoOCOB U UX MepeHanpaBneHus B gpyrue cepsucel LP. Tak, Hanpumep, gna
06Hapy)eHUs nnua Ha N30bpaxeHnn HeobxoaMMO OTNPaBUTb 3anpoc B cepBuc API, koTopsblli nepeHa-
npasuT 3anpoc B cepBuc Remote SDK, roe 6yaeT BbINoAHEHO 06HapyXeHWe n1La, a 3aTeM OTBET OT cep-
Brca Remote SDK nepeHanpaBuTcs B cepBuc API, rae nosib3oBaTeNib NOAyYUT pe3ysibTaT 0bHapyXeHus.

Mpy HEOBXOAMMOCTM MOXKHO OTMPABATbL 3aMPOChl HANPAMYIO B APYrie CEPBUCHI, OAHAKO AAHHbI
CNocob He ABNAETCSA PeKOMEeHyeMbIM M NpeaHa3HaYeH TONbKO /18 onpee/ieHHbIX Liefiei 1 onbIT-
HbIX MoNb30BaTenemn.

3anpocbl oTnpasnatoTcs B cepmc APl ¢ nomoubto ero URL:

http://<API server IP-address>:<API port>/<API Version>/

3pech:

+ <API server IP-address> —I|P-agpec, roe pa3sepHyT cepsuc API

* <API port> — nopT, Ha KOTOPOM pa3BepHYT cepBuc API. lopT 3agaeTcs BO BpeMs 3anycKa KOH-
TeliHepa (Mo yMoJi4aHu1Io 5000)

« <API Version>— Bepcus APl (Bcerga 6)

Mpumep:

http://10.16.8.152:5000/6/

3anpocbl MOXHO oTnpaBnaTb Yepe3 CURL nnm ¢ nomolbto MHCTPYMEHTOB Anst paboTbl ¢ API (Ha-
npumMep, Postman).

MoyTun BCe 3anpockbl, oTnpasasemble B LP 5, TpebytoT aBTopm3saumm. B LUNA PLATFORM gocTynHo Tpu
Tuna aBTopu3sauunm:

+ BasicAuth. ABTopur3aums No NOrMHy 1 Napoto (3afatoTCs BO BPeMS CO34aHMS aKKayHTa);

« BearerAuth. ABTopusaums no JWT TokeHy (BblgaeTcsi MOC/e CO34aHNsl TOKEHA);

« LunaAccountidAuth. ABTopusaumnsa no 3aronoBky «Luna-Account-ld», B KOTOPOM yKa3blBaeTCs
CreHepupOBaHHbIV NOCe CO30aHNS aKKayHTa «account_id».
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AsTopu3saumsa LunaAccountldAuth vmeeT HauMeHbLWWIA MPUOPUTET MO CPABHEHUIO C APYTMMM CMOCO-
6aMu N MOXeT 6bITb BK/IOYEHA C NoMoLbo HacTpolkn «ALLOW_LUNA_ACCOUNT_AUTH_HEADER» B
cekumnn «OTHER» HacTpoek cepBumca APl B Configurator (no ymonyaHuio oTkntoueHa). B crieumdurkamn
OpenAPI 3aronoBok «Luna-Account-ld» nomeyeH cnosom Deprecated.

Cepsuc Configurator cogep>1T HaCTPONKM BCEX CEPBUCOB.

[Ansi Toro 4To6bl BOCNO/Ib30BATLCS OLHMM U3 BU,0B aBTOPM3aLIMM, HEOBXOANMO Hannyus akkayHTa. Ca-
MbIM MPOCTbIM CMNOCO6OM CO3faHNS aKKayHTa ABAsieTCst oTnpaBka POST 3anpoca «create account» K cep-
Bucy API. Mpu co3gaHnm akkayHTa He06x0AMMO yKasaThb ciefytolime gaHHble: login (email), password
account type (Tvn akkayHTa). AKKayHT CO3aeTcsl Ha 3Tane yCTaHOBKM Noc/ie 3anycka cepsuca API.

Ecnv B 3anpoce He yKkasaH T1n aBTopu3auun, byaet Bo3BpalleHa owmnbKa ¢ KoAoM cocTosaHNS 403.

3.1.1 Ucnonb3oBaHue cneundukauum OpenAPI

CneunduKkaums BKIOYAET B cebsi:

Tpebyemble pecypcbl U METOAbI OTNPaBKM 3aMpoCoB.
« OnucaHue napaMeTpoB 3arnpocos.

« OnncaHue OoTBETOB.

« [lpuMepbl 3aNPOCOB 1 OTBETOB.
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Q search...

attributes >

(3B create list

create list

Mo3BONAET CO3AATE HOBbIM CTIMCOK.

~ Luna-Request-Id string*{0-¢
Example: | 1 58
BHELWHHI! WIEHTAKATOP 3anpoca. MoMoraeT wne b s
CHCTEMHBIX NIOTaX, KOTOPbIe COOTESTCTBYHOT KOHKDETHbIM 33NPOCaM. ECAM NapaMeTp He sanax, To
CHCTEMA YCTEHOBMT AN HEro BOPMAT N0 yMoNuaHHo (‘timestamp, UUID) 4 BepHeT ero 8 oTeeTe

Waermuucarop axcayHTa

AKKayHT - 3T0 OrpasHeHHe Ha BCe AHCTBUA yRanesive, "

APYTUE) C HaHHBIMM, KOTOPBIM HE COOTBETCTRYeT Luna-Account-Id. HanpuMep: HeBOZMOXHO
DUKDENWTS NLLO C ORHAM Luna-Account-ld K cMcKy ¢ ApyrM Luna-Accountid

TTONL30BATE s MOKET AENATS OrPaHUIEHHSIA HAGOP 3anpoCos Gea 3TOro 3aronoaKa (3anpocs! ¢
MeToRamu GET, HEAD, OPTIONS, 3anpocst Ha GPaBHEHME, 3aNpoc K PECypEy sak 1 3anpocsl Ha
nONyUeHNE CTATHCTUKM COBBITH)

b content-Type string
Value: | “zpy
Tun sanpo

application/json

— user_data string (list_user_data) <= 128 characters
Default:| ™"
Monb30EaTENbCKYE AaHHbIE, CER33 HHBIE CO CIMCKOM

Responses
> 201 Created
> 400 Bad/incomplete input data.
> 403 Forbidden, user did not set header Luna-Account-id

> 408 Request payload too large

> 413 Service did not receive the complete request m

> 500 Internal server errol

> 503 Service did not process the request within the specified period

> 504 Server timeout error

[okymeHT HTML BKAtoYaeT B cebsi cnepyroLme 31eMeHTbl:

1. 3anpocsbl, NofeneHHble Ha rpynrbl.
2. MeTog 3anpoca v npumep URL. [1na co3paHus 3anpoca ciegyeT NCnonb30BaTh €ro ¢ Heobxoau-

POST | /6/1ists

Request samples

Content type
application/json

Content type
application/json

python bash

pand all

"list of good

Collapse all

Collapse all

Puc. 1: [lokymeHTauusa OpenAPI

MbIM NPOTOKONOM, IP-agpecom n noptom. MNMpumep: POST http://<IP>:<PORT>/<Version>/

matcher.

3. OnucaHue napamMeTpoB NyTn 3anpoca, NnapaMeTpoB 3anpoca, NnapaMeTpoB 3arosloBKa, CXeMbl Te-

na.

Mpumep Tena 3anpoca.

5. OnucaHue oTBETOB.

MprMepbl OTBETOB.

MO>XHO paclUMPUTL ONUCAHMS NapaMeTPOB Te/la 3anpoca UV NapaMeTPoB OTBETA C NMOMOLLbIO COOTBET-

CTByPOLIJ,el\/’I MKOHKMW.
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policies k object (Policies)

HaGop npaeun, onpeaenstolmnx o6paboTky BXOAHbIX M306paxeHni. MNycTbie
MOMUTHUKK OTHOCATCA K JIUHaEMUYECKOMY 06patoTumKy.

Puc. 2: PaclwumpeHuve onucanums

MoxHo Bbl6paTb Tpe6yeMb||7| npuMep Tena 3anpoca Nanm oTteeTa B COOTBETCTBYHOLWNX OKHaX.

Response samples

200

application/json

GCTaskResult

Copy Expandall Collapse all

Puc. 3: Buibop npumepa

Response samples

application/json

"error_code”:

"desc™:

"Bad/incomplete input data”,

"detail™: "Bad query parameters ‘create time 1t™"™

Puc. 4: [pumep oTBeTa
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Mpwn 3apaHnmn GUNLTPOB 415 3aNpPOCOB HEOBXOAMMO MCMNOJIb30BATL MOMHOE 3HAYEHUNE, €C/IN He
yKa3aHo obpaTHoe. BO3MOXHOCTb MCNONb30BaTh YaCTUYHOE 3HaYeHKe oTobpaxkaeTcs B onuca-

HUW.

4 TMpumep

B LUNA PLATFORM cyuiecTByeT fiBa OCHOBHbIX MOAXOAa BbIMOMHEHUS 3aMPOCOB.

MepBbiii, 1 OCHOBHOM, NOAXOA, 3aK/104aETCs B 3afaHNN BCeX npaBun 06paboTkm B 0gHOM 06beKTe —
obpaboTumke. [Tocne 3T0ro Heob6X0aMMO C034aTb 06BEKT COBBbITUE, KOTOPLIN BbIAACT pe3ynbraT, oc-
HOBaHHbI Ha BCeX MpaBuax, yKkasaHHbIX B 06paboTynke. icnonb3oBaHMe TaKoro noaxoaa sBseTcs
CaMbIM ONTUMasIbHbIM C TOYKW 3peHUst BU3HEC-TOTUKMN.

BTOpOVI noaxop 3akKnk4vaeTcd B BbINO/HEHNN OTAENbHbLIX 3aNpPOCOB, T.€. B OAHOM 3anpoce HYXHO Bbl-
NO/THUTbL AeTeKUUIO inla N NONY4YNUTb €ro pe3ynbraTt, 3aTEM UCNOJIb30BATb 3TOT pPe3y/bTaT B 3anpoce
Ha n3Bjie4eHne 1 Tak gasnee.

B naHHOM pa3pene NpUBOANTCS MPUMEP UCMOb30BaHUSA 06paboTYNKOB 1 COBBITUN C UCNOJIb30BAHNEM
CURL-3anpocoB ¢ noapo6HbIM ONMcaHMeM Ten 3anpoca U OTBETOB.

CM. nopobHyto nHbopMaLmo o0 noaxoaax B pasgese «flogxogbl npu paboTe» B pyKOBOACTBE af-

MUHKCTpaTopa.

4.1 Co3paHue aKKayHTa

be3 akkayHTa HEBO3MOXHO OTMNPaBaATb 60nbWNHCTBO 3anpocoB B LUNA PLATFORM. AKkkayHT co3paeT-
Csl Ha 3Tane yCTaHOBKM noce 3anycka cepsuca APl Co3gaiTe akKayHT C MOMOLLbHO CiefytoLLen KoMaH-
[bl, €C/IN OH elle He Bbl1 co3[aH:

curl --location --request POST 'http://127.0.0.1:5000/6/accounts"' \
-—header 'Content-Type: application/json' \
--data '{

"login": "user@mail.com",

"password": "password",

"account_type": "user",

"description": "description"

} !

Ansa vcnonb3oBaHusa aBTopu3auun BasicAuth B CURL-3anpoce, Tpebyetcs KOHBEpPTUPOBaTb JIOTMH U
naponb B ¢popmat Base64. [lns KoHBepTaLmu TpebyeTcsl yKasaTb JIOTUH M Naposb B opmaTe login
:password. B gaHHOM clydae — user : password. 3aKkogupoBaHHble B Base64 NornH n naponb Bbirns-
AAT Cnepyowmnm obpasom:
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dXNlcjpwYXNzd29yZA==

4.2 Co3pgaHue obpaboTunka

B paHHOM pasgene npuBOAUTCS MPUMEp CO3h4aHMS NPoCcToro obpaboTtynka, ncnonbsys CURL-3anpocsl.
C nomMoLbo faHHOIo 06paboTyMKa MOXHO byaeT:

+ [1eTeKTUPOBATb /INLLO

« onpegenaTb 6a3oBble aTPUBYTHLI (NOJ1, BO3PACT)

» U3BJIeKaTb €ro boMeTpUYeCcKnin lwabnoH

« COXpaHsTb bBroMeTpuyeckunii obpasel Ha anck (B bakeT)
+ COXpaHsITb INLO B 6a3y AaHHbIx Faces

OnucaHue 3anpoca: 3anpoc No3BosieT co3gaTb 06paboTUMK.
Tun 3anpoca: POST
3anpoc: http://127.0.0.1:5000/6/handlers

3anpoc Ha co3gaHune 06paboTUmKa BbINOMHAETCS C NapaMeTpaMm, YKa3aHHbIMU HUKE:

HasBaHue

napameTpa OnucaHue 3HayeHue
3aronoBKM 3anpoca

Content-Type  Tun copgep>XMmMoro B 3anpoce application/json

Authorization  Basic-aBTopu3auus. JloruH 1 naponb B popmate Base64  dXNlcjpwYXNzd29yZA==

Teno 3anpoca CM. HMXe
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Ha3sBaHue

napameTpa OnucaHue

Ctpoka aons BBOa JaHHbIX.

Heobxognmo yKkasaTb:

description — onucaHne obpaboTynka

policies — nonnuTrkn obpaboTymka

policies > detect_policy > detect_face — napameTp
onpegeneHus nuua

policies > extract_policy > extract_basic_attributes
— napaMeTp 13BfieYeHns 6a30BbIX aTpUbyTOB
policies > extract_policy > extract_face_descriptor
— MapameTp n3B/eveHns BOMeTpPUYECKoro
wabnoHa

policies > storage_policy > face_policy > store_face
— napameTp coxpaHeHus nuua B b/l Faces

policies > handler_type — Tun obpaboTtynka («0»
— CTaTUYeCKUm, «1» — ANHAMUYECKUN, «2» —
lambda)

Mpumep CURL-3anpoca, 415 BbINOMHEHMS 3aNpoca U3 KOMaH4HOWN CTPOKM:

curl --location --request POST 'http://127.0.0.1:5000/6/handlers'

--header 'Authorization: Basic dXNlcjpwYXNzd29yZA==" \
-—header 'Content-Type: application/json' \

--data '{

"description": "Simple handler",

"policies":

{

"detect_policy": {
"detect_face": 1

s

"extract_policy": {
"extract_basic_attributes": 1,
"extract_face_descriptor": 1

s

"storage_policy": {
"face_sample_policy": {

}

"store_sample": 1

"face_policy": {
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"store_face": 1

s

"is_dynamic": false
} 1
Mpw ycnewHoM BbINOJIHEHMM 3anNpoca CUCTeEMa BO3BpaLlaeT nageHtTudmkatop obpabotynka n ero ag-
pec.

MprMep oTBeTa Ha 3anpoc:

{"handler_id":"f2831884-65b9-4b94-9639-f10f4d5f042d" ,"ur1":"\/6\/handlers\/
£2831884-65b9-4b94-9639-f10f4d5f042d", "external_url": "http
:\/\/127.0.0.1:5000\/6\/handlers\/28e6358a-3753-4442-8310-617a8bbal4bf"}

Mocne co3paHust 06paboTunka, ero ngeHtTudukaTop (napametp handler_id), ngeHTudukatop akka-
yHTa (mapameTp account_id), Bpems co3gaHus (mapameTp create_time), nocnegHee BpeMs 06HOB-
neHus (napametp last_update_time), onucaHue (napameTp description)u nonnMTuku (rpynna na-
pameTpoB policies) 3anucsiBatotcst B Tabnuuy handler 6a3bl gaHHbIx Handlers.

Ha paHHOM 3Tane 60nblle HUYEro He COXPaHSeTCs B Kakme-nmbo 6a3bl faHHbIX. 06paboTymk — NnpocTom
Habop npaBun, He CNOCObHbIN CO34aBaTbh HUKaKNE 06bEKTbI KpoMme cebs. [ns Toro, 4Tob6bl MCNOMb30-
BaTb 3TW NpPaBW/Ia Ha ONpeaeneHHOM N30bpaxeHumn TpebyeTcsl creHepupoBaTh CObbITHE.

4.3 lFeHepayus cobbiTuA

OnucaHue 3anpoca: 3anpoc No3Bo/sieT CreHepMpPOBaTb COObITUS M 06paboTaTb NX COOTBETCTBYIOLLMM
obpaboTynKkom.

Tun 3anpoca: POST
3anpoc: http://127.0.0.1:5000/6/handlers/{handler_id}/events

3anpoc Ha reHepaLmto cobbITUS BbIMOJIHAETCS C NAapaMeTpaMiu, yKa3aHHbIMU HUXe:

HasBaHue
napameTpa OnucaHue 3HayeHue
MapameTp 3anpoca
handler_id NpoeHTndurkaTop co3gaHHoro obpaboTtynka f2831884-65b9-4b94-9639-
fiofadsfo42d
3arosi0BKM 3anpoca
Content-Type Tun copepXnmMoro B 3anpoce image/jpeg
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Ha3BaHue

napameTpa OonucaHue 3HayeHue
Authorization Basic-aBTopu3sauus. J/IorvH n naponb B dXNlcjpwYXNzd29yZA==
¢bopmaTe Base64

Teno 3anpoca

N3o06paxeHue B hopmaTe jpeg, nepeHeceHHoe  @/root/example.jpg
Ha cepBep, rge passepHyTa LP:

Mpumep CURL-3anpoca, ans BbINMOAHEHMS 3aNpoca U3 KOMaHAHOM CTPOKM:

curl —--location --request POST 'http://127.0.0.1:5000/6/handlers/f2831884-65
b9-4b94-9639-f10f4d5f042d/events' \

--header 'Authorization: Basic dXNlcjpwYXNzd29yZA=="' \

--header 'Content-Type: image/jpeg' \

--data-binary '@/root/example.jpg'

Mpu HEOBXOANMMOCTM MOXKHO YKa3aTb n306paxeHne B hopmaTe Base64 6e3 nepeHoca Ha cepBep C
LP.

Mpwu yCnewHoM BbINOHEHMM 3anpoca cMcTeMa co3faeT cobbiTue.
Mpumep oTBeTa Ha 3anNpPoc, OTCOPTUPOBAHHBIN MO 6i0KaM:

1) Bnok «<images» onpepensieT 06wme gaHHbie 06 nsobpaxeHun. Eciv nsobpaxeHue bbi1o 0bpaboTaHo
HeycrnewHo, To BepHeTCs cTaTyc «0» M Kog, OLUMGKM C ONMCaHNEM 1 CCbiKoM. MapameTp «exif» cogepxmT
NHOpPMaLMIO 0 MeTagaHHbIX 06pabaTbiBaeMOro M306paxeHus.

"images": [
{
"filename": "raw image",
"status": 1,
"error": {
"error_code": 0,
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"desc": "Success",

"detail": "Success",

"link": "https:\/\/docs.visionlabs.ai\/info\/luna\/
troubleshooting\/errors-description\/code-0"

I
exif": {}

1,

2) Bnok «events», onpegensiowmin BClo MHHOOPMaLMIO O CreHepUpPOBaHHOM COBbITUN.

"events": [

2.1) NMopbnok «face_attributes» onpepgenseT aTpubyTbl, N3BNEYEHHbIE C MOMOLLbIO MOMUTUKN 06-
paboTumka «extract_policy», a vmMeHHO, 6a3oBble aTpubyTbl (napameTp obpaboTymka «extract_-
basic_attributes») n kayectBo 6MomeTpuyeckoro wabnoHa (napameTp obpaboTumka «extract_face_-
descriptor»).

Cam bruomeTpuyeckunii WabnoH B 0TBETE Ha 3anpoc He BbigaeTcst. CM. pasgen «dopmaTbl bBMoMeT-
PUYECKNX WABIOHOB» B PYKOBOACTBE aAMUHUCTPaTOpa.

O6paTuTe BHMMaHUe, 4To NapameTp «attribute_id» 1 ero «url» paBHbl «<null». 3To roBOPUT 0 TOM, 4TO aT-
punbyTbl He 6bINM cCOXpaHeHbl B 6a3y aaHHbIX Redis, NOCKONbKY He BK/OYEH NapaMeTp «store_attribute»
y nonutukum «storage_policy» > «attribute_policy». OnHako, B MOMEHT co3gaHUs 06 beKTa «NNL0», K HEMY
npuvBa3bIBalOTCA aTpUbYThI. MOCKONbKY Mbl CO3[aeM ML 1 COXpaHsieM ero B 6a3y faHHbIx Faces (napa-
MeTp obpaboTumKa «store_face»), To B 6a3e gaHHbIx Faces MOXHO ByaeT yBUAETb ML C TPUBSA3aHHbIMM
aTpmnbyTtamu. To ecTb aTpnbyThbI BbIJAKOTCA B OTBETE M COXPaHAIOTCA B 6a3y gaHHbIx Faces.

MocKoNbKy BKIOYEH NapameTp obpaboTumka «store_sample» nonntukn «face_sample_policy», To 6y-
[ET co3aaBaTbCsl 06BEKT «bMOMeTpUYecknii obpaseLy» 1 coxpaHsaTbcs B bakeT (cepsuc Image Store co-
LEPXUT CCbINKY Ha 3TOT HbakeT).

MapameTp obpaboTumka «store_sample» nonntukm «face_sample_policy» Bcerga BktoYeH Mo
yMonyaHuto. Mbl IBHO ero yKasanu npuv co3gaHumn obpabotynka. Ecnv Bbl yganvTe ero U3 tena 3a-
npoca, To 6GUOMeTpMYECKNIN 06paseLl, BCce paBHO byaeT co3aaBaThCsl. HY)XXHO BbICTaBUTb 3HAYeHUE
napametpa Ha 0.

B none «<samples» 6noka «face_attributes» ykasbiBaeTcs ngeHtndmkatop buometpuyeckoro obpasua,
Mo KOTOpPOMY 6blnn U3BMieveHbl aTpubyThl. MonHas nHdbopMauus no buomeTpmnyeckomy obpasuy npu-
BOAUTCA HUXe B noabnoke «detections».
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"face_attributes": {
"attribute_id": null,
"url": null,
"samples": [
"b92b05cd-c871-4533-89ce-0a538f8227d3"
1,
"basic_attributes": {
"ethnicities": {
"predominant_ethnicity": "african_american",
"estimations": {
"asjan": 5.721812167271785e-15,
"indian": 1.3687103486030773e-16,
"caucasian": 3.082826702249797e-11,
"african_american": 1.0

b
"age'": 25,
"gender": 0

s
"'score": 0.8616658210754395

Iy

2.2) Mopbnok «detections» onpegensieT CNMCOK AeTEKUNN, OBHAPYXEHHBIX HAa M306paXKeHUK € NoMo-
wbto nonnTukK «detect_policy». 3pechb yKa3biBaOTCA KOOPAUHATBI OrpaHNYMBAOLLErO NMPSMOYIObHU-
Ka nnua («rect»), naTb kntoyeBblx Tovek nuua («landmarks_5»), agpec («url») k cepucy Image Store (ko-
TOPbIN COREPXKNUT agpec fo HakeTa «visionlabs-samples» ¢ 6uomeTpuyecknm obpasLom) n UgeHTUGK-
kaTop 6uomeTpuyeckoro obpasua («<sample_id»). Mone «<image_origin» numeeT 3HavyeHue «null» notomy
4TO He 6blna BKIKOYEHA MNOIUTUKA COXPaHEHUSI UCXOAHOTO N306paxeHunst — «storage_policy» >«image_-
origin_policy». Ecnv 6bl 0Ha 6bina BKAOYEHa, TO MCXOAHOE N306paXKkeHNe COXPaHUIOCh Bbl B CEPBUC
Image Store Kak ccblika Ha bakeT «visionlabs-image-origin». Mone «body» nmeeT 3HaveHwue «null» noTo-
MY 4TO He 6bls1 BKtOYEH NapaMeTp obpaboTymka «detect_body».

"detections": [

{
"filename": "raw image",
"samples": {
"face": {
"detection": {
"rect": {
"x": 103,
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llyll: 74,
"width": 195,
"height": 275

}’
"landmarks5": [
[
29,
129
])
[
123,
90
]7
[
91,
148
],
[
51,
211
],
[
160,
171
]
]

1

"url": "\/6\/samples\/faces\/b92b05cd-c871-4533-89ce-0
a538f8227d3",

"sample_id": "b92b05cd-c871-4533-89ce-0a538f8227d3"

b
"body": null

s

"detect_time": "2022-11-28T17:01:09.572910+03:00",
"image_origin": null,

"detect_ts": null

1,

2.3) MNopbnok «aggrigate_estimations» oTBeyaeT 3a 06LMe NapaMeTpbl AULA UK Tena, NONYYEHHOTO
C pa3Hbix n306paxeHnin. O6begMHEHNE HECKONBbKMX NapaMeTpoB (HanpuMep, BO3pacT 1 Mos) Og4HOro
NMLA B OAMH MapaMeTp Ha3biBaeTcs arperauuvent. [JaHHbIN NoAbGI0K NYCTOM, MOCKO/bKY B 3aMpoce Ha
reHepaumo cobbITUS He Bbl1 yKa3aH NnapaMeTp 3anpoca «aggregate_attributes».

000 «BmxH/1labc» 21/23



"aggregate_estimations": {
"face": {
"attributes": {}

1,
"body": {
"attributes": {}

I

2.4) Nopbnok «face» onpepensieT 06bEKT «NUL0», MONYYEHHbIN B pe3y/bTaTe reHepaumm cobbitus. Ecan
6bl napameTp obpaboTunka «store_face» nonutukm «storage_policy» > «face_policy» 6bin 6bl OTK/IHOYEH,
To nose «face» 661110 66l paBHO 3HaYeHMIO «null», T.e. OHO He coxpaHuIoch 6bl B 6a3y gaHHbIX Faces. Mapa-
MeTp «avatar» yka3blBaeT afpec COXpaHeHHOro bromeTpmnyeckoro o6pasua, KoTopbii byaeT NCnonb3o-
BaH B KauyecTBe aBaTapa A/1s ivua. O6paTuTe BHMMaHMe, YTO 3a BKJIKOUYEHME COXPAaHEHNS agpeca Ao aBa-
TapaoTBevaeT napameTp obpaboTumka «set_sample_as_avatar» u3 nonutuku «storage_policy» > «face_-
policy». Mbl He yKa3biBanu gaHHbI NapamMeTp Npu co3gaHnmn 06paboTymKa, HO OH BK/IIOYEH MO yMOoYa-
Huto. Mone «lists» NycToe NOCKONbKY Mbl HE YKa3blBaAN MOAUTUKY NPUBA3KM 1A K cnucky («link_to_-
lists_policy»). B none «event_id» ykazaH ngeHTudunKaTop CObbITUS, KOTOPbIV TaKXKe COXPaHSeTCs B 6asy
paHHbIX Faces. Mons «external_id» n «user_data» nycTble NOCKO/IbKY He BblM YKa3aHbl B 3aMpocCe Ha re-
Hepauuto cobbiTus.

"face'": {
"external_id": "",
"face_id": "854f4b56-9a77-4be3-bc6e-797b8f3319ad",
"user_data": "",
"url": "\/6\/faces\/854f4b56-9a77-4be3-bc6e-797b8f3319ad",
"lists": [],
"avatar": "\/6\/samples\/faces\/b92b05cd-c871-4533-89ce-0a538f8227d3",
"event_id": "5a2aa902f-7085-4dc0-810a-09d170e35cOb"

2.5) Nopbnok «filtered_detections» 6ygeT nMeTb cogepxumoe ecnv B GpuabTpax NoanMTUKKM «match_-
policy» 6ypeT yKa3aH Kakoh-nMbo (unsTp M n3obpaxeHue He ByaeT MpPOXoAUTb MO YKa3aHHbIM
YCNOBUAM.

"filtered_detections": {
"face_detections": []

2.6) Mpoyve napameTpsl. MapameTpbl «location», «user_data», «external_id», «track_id», «tags», <source»
3aJat0TCA B NapaMeTpax 3anpoca reHepauum cobbiTus (cM. pasgen «06bekT»CobbITre” pyKoBOACTBA -
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MUHUCTpaTopa). None «<matches» 3anonHseTCsa NpU NCNoNb30BaHMM NOANTUKN «match_policy». Mapa-
meTp «body_attributes» 6yaet 3anonHATbCA ecnv 6yAyT BKAOYEHbI NapaMeTpbl U3 FPynMbl NapamMeTpoB
«body_attributes» nonntukm «detect_policy».
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